reWAVE®

ALLIANCE

Software Design Specification

Z-Wave Plus v2 Device Type Test Specification

Description: Z-Wave Plus v2 Device Type Test Specification
Written By: Z-Wave Alliance
Date: 2021.04.15
Reviewed By: AWG
Restrictions: Public
Approved by:

Z-Wave Alliance Board of Directors

THIS SPECIFICATION IS BEING OFFERED WITHOUT ANY WARRANTY WHATSOEVER, AND IN
PARTICULAR, ANY WARRANTY OF NON-INFRINGEMENT IS EXPRESSLY DISCLAIMED. ANY USE OF THIS
SPECIFICATION SHALL BE MADE ENTIRELY AT THE IMPLEMENTER'S OWN RISK, AND NEITHER THE
ALLIANCE, NOR ANY OF ITS MEMBERS OR SUBMITTERS, SHALL HAVE ANY LIABILITY WHATSOEVER TO
ANY IMPLEMENTER OR THIRD PARTY FOR ANY DAMAGES OF ANY NATURE WHATSOEVER, DIRECTLY
OR INDIRECTLY, ARISING FROM THE USE OF THIS SPECIFICATION.

2021 Z-Wave Alliance, Inc. All Rights Reserved. This document may only be copied and distributed internally.



Specification Z-Wave Plus v2 Device Type Test Specification 2021/04/15

REVISION RECORD

Doc. Rev Date By Pages affected  Brief description of changes
1.0 2021.04.15 | Nicolas ALL First revision

Obriot
1.0 2021.04.15 ZWA Board Approved for Publication

© 2021 Z-Wave Alliance, Inc. All Rights Reserved. This document may only be copied and distributed internally. PAGE 2 OF 9



Specification Z-Wave Plus v2 Device Type Test Specification 2021/04/15

Table of Contents

1  INTRODUCTION....ccutiiiiruuiiiiraeniiirassisiirsesssiisassssimrasssstmssssissrsssssssmsssssssrsssssssssssssssssssssssssssssssssnnss 3
O R = U] o o o 1Y T T T T T T T T T TP U TP PR 3
2 TEST SPECIFICATION ...ccuuuiiiiiuniiiirnnisiiirusisirsssssimmsssssimmsssssimssssssissssssssmsssssssesssssssesssssssssssssssssnsssss 4
2.1 Z-Wave LonNg RANGE QR COUE....uuiiiiiiiiiiiciiiee ettt ettt e et e e e ettr e e e e sttt e e e eeataeeeensaee e e nsaeeesansaeeenan 4
2.1.1 Y =Y =Y 0T TSP 4
2.1.2 L =R =0 [T L TN 4
2.13 =R A o] e Yol <Te [ o PP 4
2.2 Z-Wave Long Range requested keys during inClUSION..........coiviiiiiiiciiiiecciiiee e snee e 5
2.2.1 (20T =T T ol SRS 5
2.2.2 Pl R QUISITES .ttt ettt ettt e e e e s sttt e e e e e e s e s bt beeaeeeeseeanraaaeeeeesesaanrnee 5
2.2.3 T A o] e Yol <Te [N]SR 5
2.3 Documentation for Z-Wave LONG RANEE ......cocccuiiiieeiiieeeieee ettt ecta e e e stte e e esarae e e esate e e s naeeesennaeeeean 6
2.3.1 e =Y =Y o1 TSP 6
2.3.2 L = =0 [T LTSN 6
233 =R A o] e Yol <Te [ o PP 6
2.4 Z-Wave Long Range Controller reqUIr€mMENTS.........cccuuiieeciieeeeiiiee et ecee e et e e esrre e e e aae e e e naeeeean 7
241 (20T = T ol SRS 7
2.4.2 Pl R UISITES 1 eiiiteeee ettt e e e s e s sttt e e e e e e e e s aaatbeeaee e e s e e aararaaeeeesesanrtnee 7
2.4.3 LI A oL Yol =To [0 SRR 7
2.5 Firmware Update and QR Code Validity......cccoecuiiiiiiiiieiciiee et 8
251 REFEIEINCES .ottt ettt e s e e sttt e st e e sabe e sbbeesabeeesaseesabeesneeesareean 8
2.5.2 Lo = =0 [ LTSN 8
2.5.3 =R A o] e Yol <Te [N o PP 8
3 REFERENCES......ccuciiiiiuiiiiiiuniiiiiiiiiiniiiisiisiinsssesiessssssiesmsssstesssssssesssssssesssssssenssssssssssssssssssssssssssssssns 9

1 Introduction

1.1 Purpose

This document describes the list of tests to perform in order to verify compliance with the Z-Wave Plus
v2 Device Type Specification.
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2 Test Specification

2.1 Z-Wave Long Range QR Code
This test verify that Z-Wave Long Range nodes’ QR Code complies with the associated requirements
2.1.1 References
This test verifies the following requirements:
e DT:00.11.002E.1
2.1.2 Pre-requisites
The DUT supports to be included with Z-Wave Long Range.

2.1.3 Test procedure

Test Procedure

Step Action Result verification

1 Identify where the DUT’s QR Code is None
located and scan it.

2 Parse the scanned digits with an Verify that the TLV type 5 (type/critical field set to
appropriate tool 10 / OxOA) is present

Verify that the value of the TLV matches the
supported protocols

Bit O is set to 1 if Z-Wave is supported

Bit 1 is set to 1 is Z-Wave Long Range is
supported.
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2.2 Z-Wave Long Range requested keys during inclusion
This test verify that Z-Wave Long Range nodes comply with the inclusion requirements
2.2.1 References
This test verifies the following requirements:
e DT:00.11.002F.1
2.2.2 Pre-requisites
The DUT supports to be included with Z-Wave Long Range.

2.2.3 Test procedure

Test Procedure

Step | Step Step

1 Scan the DUT’s QR code in the PC None
Controller and configure it to make a
Long Range SmartStart Inclusion

2 Observe the SmartStart inclusion in the Verify that the KEX Report only requested S2
Zniffer and identify the S2 Bootstrapping | Security Classes that require Authentication.
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2.3 Documentation for Z-Wave Long Range

This test verify that Z-Wave Long Range nodes comply with the documentation requirements
2.3.1 References

This test verifies the following requirements:

e DT:00.31.0017.1
e DT:00.31.0018.1

2.3.2 Pre-requisites
The DUT supports to be included or to include others with Z-Wave Long Range.

2.3.3 Test procedure

Test Procedure

Step | Step Step

1 Open the product documentation and Verify if it indicates if the DUT can be included or
find the section where it describes the Z- | can include other nodes using Z-Wave Long Range
Wave Long Range capabilities

2 If the DUT can include other nodes using | Verify that it indicates how to change the
Z-Wave Long Range bootstrapping mode to use Z-Wave Long Range
for its SmartStart Provisioning List entries.
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2.4 Z-Wave Long Range Controller requirements

This test verify that Z-Wave Long Range controller nodes comply with the inclusion requirements
2.4.1 References

This test verifies the following requirements:

e DT:00.11.0030.1
e DT:00.11.0031.1

2.4.2 Pre-requisites
The DUT supports to include other nodes with Z-Wave Long Range.

2.4.3 Test procedure

Test Procedure

Step | Step Step

1 Scan the QR Code of a Z-Wave Long Verify that the DUT allows to set the
Range supporting node to the DUT’s bootstrapping mode to “Z-Wave Long Range
provisioning list SmartStart inclusion”

Alternatively, add a DSK manually if the
DUT does not support QR Code scanning

2 If the DUT allows to change the granted None
keys, try to select S2 Unauthenticated /
S0 as part of the granted keys

2 Power up the supporting node Verify that the DUT only grants Authenticated
Observe the Z-Wave Long Range Security Classes during S2 bootstrapping.
SmartStart inclusion and S2
Bootstrapping
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2.5

Firmware Update and QR Code validity

There is no defined test for verifying the QR Code validity after a firmware update. It is practically not

possible to trace possible firmware update paths.

If a test involves a firmware update and a tester observes a behavior not following the guidelines, the

tester should inform the manufacturer.

2.5.1

This applies for the following requirements:

2.5.2

None.

2.5.3

None.

References

DT:00.11.0032.1
DT:00.13.0005.1
DT:00.11.0033.1
DT:00.12.0005.1

Pre-requisites

Test procedure
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