r ¢IWAVE

ALLIANCE

Software Design Specification

Z-Wave Command Class Control Specification

Description: This document describes how to use the Z-Wave Command Classes and associated
Commands for controlling a Z-Wave node.

Weritten By: Z-Wave Alliance, Inc.
Date: 18 March, 2021
Reviewed By: AWG

Restrictions: Public

Approved by:

Z-Wave Alliance Board of Directors

This document is the property of Z-Wave Alliance. The data contained herein, in whole or
in part, may not be duplicated, used or disclosed outside the recipient for any purpose. This
restriction does not limit the recipient's right to use information contained in the data if it
is obtained from another source without restriction.



Z-Wave Command Class Control Specification

REVISION RECORD

Doc. Rev Date By Pages Brief description of changes
affected
1 20180125 NOBRIOT  ALL Initial revision
2 20180306 NOBRIOT  Chapter 2 & 3 Fixing references
3 20180418 NOBRIOT  ALL Updated document template
4 20180701 NOBRIOT Contributions 2018B:
6.2.4.3 . Added a recommendation for Multi Channel nodes and Association group
mirroring
4.20 . Added User Code Command Class, version 2
6.5 . Added Supervision Command Class, version 1
51418& e Added requirements about removing associations
5.7.4.1
4.19 . Clarified how to use scales with Thermostat Setpoint Command Class
5 20181001 NOBRIOT Contributions 2018C:
3.2 . Updated the version discovery requirements
6 20190101 DEWASSIE Contributions 2018D:
NOBRIOT 4.11.3,4.12.3, . Clarified the mandatory free-text descriptions and requirements for
4.14.4 unknown Meter reading, Sensor reading and Notification
4.14.4.1.4 . Changed Notification CC timeout recommendation for State Idle
5.1.4&5.7.4 . Clarified additional control requirements of Association and Multi Channel
Association Command classes
5.9.1 o Relaxed non-SIS Wake Up Command Class interview requirement
7 20190401 NOBRIOT Contributions 2019A:
5.3 . Updated Battery Command Class polling requirements
5.5 . Updated Firmware Update battery level recommendations
5.1&5.7 . Added Association v3 and Multi Channel Association v4
4.14.1 . Updated Notification Command Class interview
4.10 . Added IR Command Class control definitions
8 20190701 NOBRIOT Contributions 2019B:
5.6 . Relaxed the mandatory control of Identify for nodes also supporting the
Wake Up Command Class
9 20191001 DEWASSIE Contribution 2019C:
434 . Clarified the usage of Basic Command Class when a controller uses one
actuator CC for controlling a node
10 20200101 DEWASSIE Contribution 2019D:
NOBRIOT 581 o Updated the mandatory node interview of Version Command Class
5.6.4 . Rephrased identify recommendation in the Indicator Command Class
4.1 . Added the Anti-Theft Unlock Command Class, version 1
11 20200401 NOBRIOT Contributions 2020A:
Figure 33 . Updated the Multi Channel Command Class mandatory interview figure
12 20200701 NOBRIOT Contributions 2020B:
DEWASSIE 6.5.4 e Added a recommendation to accept Wake Up Notifications using the same
Supervision SessionlD.
333 . Clarified the generic control requirements about commands versions.
3.3.2 ) Clarified the usage of “User defined or x” in the document.
4.11.1& . Clarified mandatory interview and supported scales for Meter Command
4.11.4 Class
4.13.1 . Made Multilevel Switch Supported Get optional for the node interview
13 20201001 DEWASSIE Contribution 2020B:
4.19.1 e  Relaxed a supported Setpoint Types probing requirement using

Thermostat Setpoint Get command.

© 2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE ii OF IX



Z-Wave Command Class Control Specification

Table of Contents

1 ABBREVIATIONS.....ccuueeeeuueennnnnnnnnnnennennnsneaneesssssssssssssssssssssssssssssssssssssseseseeseeeeeeeeeeeeeesseesesssssssssssannes 1
2 INTRODUCTION......ccciitiiiiiiiissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnnnnnnnnnnns 1
0 R ¥ [ o Yo 1] - JR PR RPPRRN 1
2.2 AUdIENCE AN PrEIrEQUISITES ..eccuvieiiiieiiiieiiie ettt et e st e et e e s te e e ree e aaeesbee e baeesaseessbee e steesnseesnseeennsesnnses 1
2.3 Precedence of defiNitioNs .......c.iiciiiiiiieceeecee ettt e e e et e e e be e e re e e areeenrs 1
2.4 Terms used in this dOCUMENT..........iiii e e e et e e e e te e e s e nte e e s enreee e ennees 1
3 COMMAND CLASS CONTROL OVERVIEW......cccituuiiiienniciienniciieneisiisssisisssssissssssssssssssssssssssnnes 2
3.1 Controlled and Supported CommMaNnd ClIaSSES .......cccueeiuiieiiieiiieeeiieesree e sre e reeeree e ste e beeeereeeeneas 2
3.1.1 Control Via aSSOCIAtION BIrOUPS ....c.eeiuieciieiiieieeteeteetestestestaesaesee s e e beesbeebeesseesbeeseenseentesneesneenans 2
200 00 U | oo o) eSS 2
3.2 Command Classes support diSCOVErY reqUIrEMENTS .......cccveerieeeiieeeiieeeieeereeesreeeeeesreeesreeesreeeeneas 2
3.3 Command Classes CONtrol reqUIrEMENTS......c.uiiiiiiiieeeie et eee e e e sree e s e e s ree e snes 3
3.3.1  Mandatory supporting NOAE INTEIVIEW.......ccccciiiiiiiiiee ettt et e e e bre e e sbe e e e eanes 3
3.3.2 Minimum end user fUNCLIONAIITIES .......ccuii e 4
3.3.3  Command Class CONTIOI VEISION.......ccuiiiciiiiiieeciee ettt et e estee e sae e steeestee e sreeesataeesbaeesateeerneenes 4
3.4 Command Classes not present in this dOCUMENT.......cccueeiiiiiiiieciie e e 5
4  APPLICATION COMMAND CLASS CONTROL DEFINITIONS .....ccccoeriunriisssnnnnnsssnenssssnensssssnssssssssssnsss 5
4.1 Anti-Theft Unlock Command Class, VEISION 1 ........uuuuuuuuuuuuiiiiiiiieiiiiierirerererererereeereeereeeeeeeeeeee. 5
4.1.1  Mandatory NOE INTEIVIEW ....cccuueiiciiiiiiieciee ettt et e st eeste e et e e s teessaaeessseesasaeensseessseesnnnean 5
4.1.2  Minimum end user fUNCLiIONAlItIES .....ceiuiiiiiiecee e e 5
4.1.2.1 (0101 o Yol i o T<IN g Voo LIPS 5
4.1.3 [N\ FoTe [ o] o] o T=T o [ SRS 6
4.2  Barrier Operator Command Class, VEISION L.....ccccueieiiiiieeiiiieeeiiieeeeeiieeeesrreeeesieee s ssaaneeesnrneeseneeas 7
4.2.1  Mandatory NOAE INTEIVIEW .....ccccuiieiiieeiie et este et e etee e stae e s te e s beeesateesnbeeesaeesnseeensaeesneaesnses 7
4.2.2  Minimum end user fUNCLIONAlITIES ......cccuiiiiiiecic e e 7
4221 Activate/deactivate supported SUDSYSLEMS ......ceicviiiieiiicieeeeceecee et 7
4.2.2.2 Initiate opening (Or StOP ClOSING) ..viiiiieiciie et 7
4.2.2.3 T F= L=l [ X1 =P RS 8
0y e T |\ Yo [T o o o T<T o o =Ty USSR 8
4.2.4  Additional control reqQUINEMENTS........cciiuiiiiiieceeecee e e et e e s e e sree e s ate e ebee e saeeeenes 8
4.3 Basic Command Class, VEISION L1-2......ccccuiiiiiirieeeiiiieeeeiieeeeeitreeeesitreeeeeiareeeessseeeessseeessssasesssssssessnssens 9
4.3.1  Mandatory NOAE INTEIVIEW ....cccccuiii e ccteee ettt et e e e et e e e etre e e e tae e e s sbaee s e nraeeesansaeeesnrenanan 9
4.3.2  Minimum end user fUNCtioNAlItIES ......cccueiiiiieciece e e 9
43.2.1 Y= Y= Lo Yo [ O Lo VA O L i €= | (<R 9
0 e T |\ Yo [T o o o 1= o o =Ty USSP 9
4.3.4  Additional control reqQUINEMENTS. .......ccciuiiiiieeciie e s e e e e e srae e s be e enae e s aeeeenes 9
4.4  Binary Switch Command Class, VEISION 1-2 ......cccceiiiiiieeiiiieieeeiiee e esitee e erree e e erree e e evae e e e saveee e eaneeas 10
441 MaNdatory NOAE INTEIVIEW .....cccocuveiiiiireeeeciree ettt e erree e e eeree e e e tbeeeeetraeeeebaaeeessbaeeesrnreeeesnnrenas 10
4.4.2  Minimum end user fUNCLIONAlITIES......cccuiiiciiiecieece e 10
4421 Set the NOAE ON/OTF STALE ....iecviectieceeeceeccteectee ettt et ete e teebeesaeesaeesaee e 10
A.4.3  NOUE PrOPEITIES ..uvveeeeeireeeeiitieeeeiitteeeesitreeeeiteeeeesbeeeeestbeeseestreeeesssseeeessssesessssseeesssseeesaseseesnsrees 10
4.5 Central Scene Command Class, VEISION 1-3........uuuuuueuurrerreerieerireireerrerrseerreersesreeereeeeee...——..——————. 11

2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE iii OF IX



Z-Wave Command Class Control Specification

45.1 Mandatory NOAE INTEIVIEW .....ccicuiiii ettt e s te e e e sbre e s s sbae e s senbae e e snbaeessnranas 11
45.2 Minimum end user fuNCEIONAIITIES ........cceiiiiiecee e 11
L T Lo Yo [N o T o] o T=T o 1= R 11
4.5.4  Additional control reEqQUIrEMENTS. ....ccccuviiiieciiee e e s e s s enbe e e e e naees 11
4.6 Color Switch Command Class, VEISION 1-3 ........uuiiiiiiiiiiiriieiiieiusereaerererererererereeeeeee ... 12
4.6.1  Mandatory NOAE INTEIVIEW .....ccccueiiiiiieiieecciee et e etee et ste e ste e e staeesteestaeesseeesnteeebaeessseesnsaeenes 12
4.6.2  Minimum end user fUNCLIONAlITIES ......ccueeeiieiciie et e sree e 12
46.2.1 Y 1= oo Lo PSSP 12
4.6.2.2 Fade/enhance a color COMPONENT.......cciiiiiiiiieceecee ettt et et ete e e teesbeesteesraesaee e 13
4.6.2.3 Stop fading/enhancing a color COMPONENT .....cc.ccovieiiiiiiii et 13
4.6.3  NOUE PrOPEITIES coovieiiierictieeeiee ettt st e st e e stee e st e sbeeesseeesteessbeeessteesteeesseeessteesasesssseeesnseesnns 13
4.6.4  Additional control reqUIrEMENTS.....c.uiiiiiircie e ste e s re e e sree e sareeeane 13
4.7  Configuration Command Class, VErSION 1-4 .......ccueiiiiiiieiiiiieeeeiiee e ssiee e esree e see e e e sree e s sreee s saneeas 14
471 Mandatory NOAE INTEIVIEW .....ciiiiiiiiiiiiee ettt ettt e st e s te e s sbe e e sateesbeeesseeesaneesnns 14
4.7.2 Minimum end user fUNCiONAlIIES .......vvvei i 14
4.7.2.1 Set a configuration Parameter ValUE ........ccueee et 14
4.7.2.2 Reset all configuration parameter values to default........ccccccoeeeiiiiciicce e, 15
L T o Yo [N o T o] o Y=Y o 1= R 16
4.7.4  Additional control reqQUIrEMENTS........ciciieeiieeciee ettt e et e e sare e ste e staeesreeesareeeaes 16
4.8 Door Lock Command Class, VEISION 1= .........ueeeeiieiieiiieeieeeeeeiiiitireeeeeeeeeeitreeeeeseeesssssseeeseesessssssesens 17
4.8.1  Mandatory NOUE INTEIVIEW ....cccccuiiiiiiiiecccieee ettt e ecree e e cree e e s ttee e e baa e e srbae e e ssabeeeesensaeeesnreeas 17
4.8.2 Minimum end user fFUNCLIONAIITIES ......cccueeeiiieiciee et ettt e eear e e sreeeaes 17
48.2.1 Configure the dOOr IOCK.......c.ui it ettt e et et ree e eneas 17
4.8.2.2 Y= 0 o g TN (oo T gl ' o Yo [T SR 18
4.8.3 [\ FoTe [ o] o] o T=T o =Y 18
4.9  Entry Control Command Class, VEISION L.......ueeiiiiiiiciiiiiieee e eciiire e e e e esentree e e e e e sesnereeeee e s s e esnnsannees 19
4.9.1  Mandatory NOAE INTEIVIEW .....ccccuiiiciieeiieeecieeeeteeeteeectee s teesteeestae e srteestaeessseesateeebasessseesnseeenes 19
49.2  Minimum end user fFUNCLIONAlITIES ......ccueeeiiieiciieeee e et tee e e e sree e 19
49.2.1 Configure the KEYPA .......ei e e et et te e e bae e neas 19
49.3 NOOE PrOPEITIES coovieiiiieectiieriee ettt et e e see e s te e et e e e seeesbeeesbeeesateesteeesseeesnseesseeesseeessessnns 19
4.9.4  Additional control reEQUIrEMENTS. ....ccccuviii et e e s e e s s e e e s enreeas 20
4.10 IR Repeater Command Class, VEISION L.......cc.eiiiiiiiiiiiiieeeiiieeesesiiee s ssreee s ssteeeesree e e ssbeeesssnseeessnneeas 20
4.10.1 Mandatory NOAE INTEIVIEW ....cccccviiie ettt e e e teee s e e e e e e e e s rabe e e s sanreeeeennreeas 20
4.10.2 Minimum end user functioNalities.........ceivciiee i 20
4.10.2.1  RePEAt AN IR COUE ..uuiiiiiiiiie ettt cee e et e e et e e e et ae e s s be e e s snbe e e s snbeee e snaaeeeenrneas 21
O I A =TT o =T o T 1 o o [ SRR 21
4.10.2.3  Erase alearnt IR COUE ...ttt e s e s st e e s snaa e e e enraeas 21
4.10.2.4 Repeat @alearNt IR COUE .....uuiiiiiiiiieciie ettt et te e et e e e st e e steeesbaeesareeeaes 22
4.10.3  NOGE PrOPEITIES .oocvveeiieeeciieeciee et e ettt e steeecteesteeeteeesbaeesrteesteeessaeessteessaeessseesntessasesesssessnsenanes 22
4.11 Meter Command Class, VEISION 1-5 ......uuuuuuuiiiiiriiiiiiriiitiireisrererererererererere ... 22
4.11.1  Mandatory NOAE INTEIVIEW ....cccciiee ettt e ertee et e s s e ttee e sebae e s senbae e e sanbaeessanbeeeeenreeas 22
4.11.2 Minimum end user fFUNCLIONAlITIES ......cccuieeciieeciee et e e et e e eaae e sareeeaes 23
4.11.2.1 Reset cumulated data .....ccceeeciiei i enrae s 23
4.11.3  NOUE PrOPEITIES weocuveeiieeectieectee et ettt esteeesteeesteesteeesbaeesrteesteeessaeessteeesaeesssessntesensasesssessseeanes 23
4.11.4 Additional control reQUIrEMENTS........ccciieeiieccieeciee et eteeertee e ste e steeesrre e steeebeeesreeesareeeans 23
4.12 Multilevel Sensor Command Class, VErsion 1-11 ........cceeeeeieiiuuuumumurniiriiererirerererererererererereeee————. 24
4.12.1 Mandatory NOAE INTEIVIEW ......cccuiiiiieeiieeccieeectee et e etre e e teesteeesbaeesrteestaeesseeesateesbasesssessseesnes 24
4.12.2 Minimum end user fUNCLIONAlITIES ......cccuvieciiiiciie et ee e e sree e 24
4.12.3  NOUE PrOPEITIES ...uvveeeeireeeeeireeeeeitteeeeeitreeeesitreeeesttreeeestsseseesssesessssseeessssssesssssseesssssssesessresessnsrens 24

2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE iii OF IX



Z-Wave Command Class Control Specification

4.13 Multilevel Switch Command Class, VEIrSION L1-4..........uuuuuruumeruiiiuririiirirerererererererereiereee————————. 26
4.13.1  Mandatory NOAE INTEIVIEW ....cccicvieii ettt cee e rttee e e teee s ssbae e s seabae e s sanbee e s sanbeeeeenrneas 26
4.13.2 Minimum end user fUNCLIONAlITIES ......cccuieiciieiciee et e re e s 26
e T A Y o o [N £V TSRS 26
4.13.2.2 Startlevel change Up OF dOWN ......cociiiiiiiiiciie ettt ste e e sare e st e e sbaeesreeesraeenes 27
e T 2 B o o M 11VZ<] el o = V- RS SRPN 27
4.13.3  NOGE PrOPEITIES woecuveeicieeeciieeeiee ettt et e et e e see e s teeesteeestteesteesbaeessteesateeessaeessseesntesessaeesnseesnseeans 27

4.14 Notification Command Class, VEISION 1-8 ........uuiiiiiiiiiiiiiuiiinesiiesesereieserererarererererereeerer.———————————————. 28
4.14.1 Mandatory NOUE INTEIVIEW ....ccccuveeiiiieeeeeiieee e ecreee et eeeeetreeeeeetreeeesetseeeenbaeeeeessaeeesnsreeeesnsresesnn 28
4.14.2 Minimum end user fuNCLiONAlILIES.......cccociiii i et aree e 29
O S T [ Yo [l o] o] o 1T o A =SSR 29
4.14.4 Additional control reqUIrEmMENTS.......ciiciii it 29
4.14.4.1 Detailed controller GUIAEIINES ..........ueiieciiiieccee e e et 29

4.15 Simple AV Control Command Class, VErsion 1-4 ...........uuvieiiieiiiiiiiieee e e e e ecrtee e e e e eeecnvreeee e e e e ssvnenees 35
4.15.1 Mandatory NOAE INTEIVIEW ....ccc.ueiei ittt e e e s e e teee e s e tt e e s s e baee s sanbaneesnranenan 35
4.15.2 Minimum end user funCtioNAlities........cccccueiiiiciie e 35
4.15.2.1  Send @ SUPPOILEA AV COUE ....uuuiiiiiieee et e e e e te e s e stre e s et ee e e e nte e e s enteeeesaneees 35
BT T o Yo [T o T oY o 1= o o [T PRSSt 35

4.16 Sound Switch Command Class, VEIrSION L.......ceeeiiiiiiiiiiiiieeeeeeeiiiieeeeeeeeeecirreeeeeeeesetnrreeeeeesessssssneeens 36
4.16.1 Mandatory NOAE INTEIVIEW ....ccciciiiiiiiiiee ettt eree e rree e e s teee s e srae e s s rabae e s sanbee e s sanbaeeeenrneas 36
4.16.2 Minimum end user fFUNCLIONAlITIES ......cccueieiuieeiie ettt e e e e sree e 36
4.16.2.1 Configure the soUNd SWILCH ......ccoiiiiiiceccee ettt et 36
4.16.2.2 Play/stop a selected or default toNe.........ccueecvieiieeicceeceeceeeeeeee ettt 37
L ST T Lo T [l o T o] o T=T o =R 37

4.17 Thermostat Mode Command Class, VEISION 1-3 ........ueiiiiiiiuuuniiuieriiesirerarerereserererererereeereeee————. 38
4.17.1  MaNdatory iNTEIVIEW. ....cccuieeiieeccieeecieesieeertte e steeeteeestaeesteesteeesseeesnteesbaeessseesateeensasesssessseeanes 38
4.17.2 Minimum end user fUNCLIONAlITIES .....ccccuieeiieiciie e et 38
Iy A R @ o =T o V=l o 4 To T 1T SRR 38
L 0 T T T [l o o] o T=T =SS 38

4.18 Thermostat Setback Command Class, VEISION 1 .......ooiiiiiiiiiiiiieie e eaaa s 39
4.18.1  ManNdatory iINTEIVIEW......cii it e e e e e sbtre e s st e e e s bee e e senbeeeesanseeeeennsenas 39
4.18.2 Minimum end user fUNCLIONAlITIES ........ceeeiiieiceeeee ettt e e bee e re e sree e 39
4.18.2.1  ConfigUre SEDACK......ccuii ettt et st e b e e et e e srae e 39
L I 30 T VLo T [ o o] o T=T o =SSR 39

4.19 Thermostat Setpoint Command Class, VErsion 1-3.........ceeeiiiiiiiiiieeeeieiciiiieeee e serrrrreee e s e esvennees 40
4.19.1  MaNdatory INTEIVIEW.....cccuuiiiiieecieecciteecieeerteeeste e st e eetee e s teesteeesbaeessteestaeessseesntesesasesssesssesanes 40
4.19.2 Minimum end user fUNCLIONAlITIES ......ccuieeciieiciee e et re et 40
4.19.2.1 Change setpoint for @ SUPPOIrtEd tYPE .....cccveeiiiiiiieiiiee ettt ebre e sre e 41
T e TR T o T [l o o] o Y=Y o =TSSR 41

4.20 User Code Command Class, VEISION 1-2.....cciiiiiiiiieiieiieieeeeeeiiiee e e e e et e e e e eesesabae s e e e s e s esebaanaans 42
4.20.1  Mandatory INTEIVIEW......cii et e e e sree e e st ee e e e bt e e e s e abaeeesanbeeeesanseeeesnnsenas 42
4.20.2 Minimum end user fUNCLIONAlITIES ......cccuiieciieeciie e et e e ree e re e sree e 43
4.20.2.1  Set/mMOodify @ USEI COUE ...ccuueiueiiuiiciiieie ettt ettt ettt ee et etteebeeabeebeenbeeteebeesseenes 43
4.20.2.2  Erase @ USEI COUE.....cccuiiiiiieiieicieecieeeitteeete e st e estae e sate e e teeesaaeesateesbaaessseesntessasaeesstesssesanes 44
4.20.2.3  Set the keypad MOE (V2) ..eecei ettt te e ste e stee s ate e ste e esbaeesnteesbaaenns 44
4.20.2.4  Set the Master COUE (V2)...uiiuuuuiiiiiieeiieiieeeeesieeeeeetteeeeeeitee e eestreeeeesaeeeeeesbeeeeeebeesesnbeesesesreens 45
4.20.3  NOGE PrOPEITIES .oocuvieecieeeciieeecteeeite e et e erteeesteesteeesteeestteesteeestaeessteesasaeessaeesssesssesensesessessnsesanns 45
4.20.4 Additional CONTrol FEQUITEMENTS.....cccvviiiiiiieeeeeriee et eeeereeeeeeree e eeetreeeeebreeeeebaeeeennraeeesnsreeeean 45
O R |V - T o To =Y oY A oY =T oY =1 PSSP 46

2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE iii OF IX



Z-Wave Command Class Control Specification

4.21.2 Minimum end user fUNCLIONAlITIES ......cccuieeciieeciie e ettt e e aee e earee e 46
V2500 2 0 20 R CTo I o 3 T 1-Y 1 { [0 o PSPPI 46
4.21.2.2 Startlevel change UP OF OWN ..cc..uiiiiieieec ettt e s s e s sre e e s snan e e e enrnes 47
o e T o o [NV =] ol o - T~ SRR 47
4.21.3  NOUE PrOPEITIES coecvveeiieeeciiee ettt ettt ettt e steeecteeesteeeteeesbaeessteessteeassaeessteessasesssessntesensesesssessseeanes 47
4.21.4 Additional control reqQUIrEMENTS........cciiiieiieeciie ettt te e ete e e srre e ste e estaeesareesaraeeaes 47
5 MANAGEMENT COMMAND CLASS CONTROL DEFINITIONS ......cccceieerieenierrennccrennsccrsensensensssessnnes 47
5.1  Association Command Class, VEISION 1-3 .......uuuuiuiiiiiiiiiiiiiiiiieieieeeereeeeeieieeeseseseseseseeesssssseessssseseeeeees 48
5.1.1  Mandatory NOAE INTEIVIEW ...cc.uuvieeeiirieeeeiiee ettt e ceeree e eeire e e eeireeeeetbeeeseabeeesesseeesssresessssesanns 48
5.1.2 Minimum end user fFUNCIONAIITIES ........uive e e 48
5.13 NOGE PrOPEITIES vooereiictieeiieectee ettt et e et s e st e et e e st e e s bt eesbeeesateesbeeesseeesaseeeseeesnseesseeanns 48
5.1.4  Additional control requUIrE€mMENTS.......cccueiiciiiiiiereeee e e be e s bee e sneas 49
5141 REMOVING QSSOCIATIONS ....eeieiiiiiiie ettt ettt et e e e e st e e s s b e e e s bbe e e seabeeeesnneeas 49
5.2 Association Group Information (AGIl) Command Class, version 1-3.......ccccccecveeviieercieessieeesneesnnenn 50
5.2.1  Mandatory NOAE INTEIVIEW ..cc.eeiieeeeiiee ettt see e st e e et e e e nte e e e ente e e s enteeeeennaneenan 50
5.2.2 Minimum end user fUNCIONAIITIES .......vuiee i e 50
5.2.3 [\ FoTe [ o] o] =T o =Y 50
5.3  Battery Command Class, VEISION 1 ........uuviiiiieiiiiiiiiieeee ettt e e e e e sctttee e e e e e e e snrreee e e e e s searnaneeeeeeenns 51
5.3.1  Mandatory NOGE iNTEIVIEW ....cccueieiiieiiii ettt ettt et te e e te e e stae e sate e s be e e eaee e sateesnbaeennas 51
5.3.2 Minimum end user fuNCtioNAlLIES......ceeiiiiiiiie it 51
5.3.3  NOUE PrOPEITIES .uveeeeiirieeeeiieeeccteeeeeereeeeertreeeesitbeeeesttreseestbseeeesssseeeestbaeeessssasesrssseeesssresesssseeenns 51
5.3.4  Additional coNtrol FEQUITEMENTS.......uvviiiiiieie ettt erree e eesre e e estre e e estreeeernbreeeerabaeeenns 51
5.4  Device Reset Locally Command Class, VEIrSION 1 ........eeeeeeiiiiiiieeeeeeeiiiiirieeeeeeeeseirreeeeeeeesesnrneeseeesens 52
5.4.1  Mandatory NOUE INTEIVIEW ....cccuvveieiiieee e eciteeeecteeeeesreeeeestreeeeestsaeeeetseeeestseeessssresessssseeenns 52
5.4.2 Minimum end user fUNCLIONAlItIES ......ccciiee e e 52
LR T oo [l o T o] o 1T 4 [PPSR 52
5.4.4  Additional control reqUIrEMENTS......cccciiiiiiiiiie et sbe e e 52
5.5 Firmware Update Meta Data Command Class, Version 1-6 ........cccceeecuveeeeiiieeeeiiieeeecieeeeevee e 53
5.5.1 MaNdatory NOAE INTEIVIEW ......ccccuveiiiiiieeecciiee ettt erree e eeereeeeetbeeeeetreeeeebaeeeesnbaeeesnnbaeeeenreeas 53
5.5.2  Minimum end user fUNCLIONAITIES ......c.eeiiieiicie et e 53
5.5.2.1 T N T UT o T - | 53
LT T T \[o o [l o] o] o 1T 4 [P PR 54
5.5.4  Additional control reqUIr€mMENTS.......ccccuiiiiiiicie ettt e sree e ste e s beeeneas 54
5.6 Indicator Command Class, VEISION L1-3......ccoiiiiuuiiiiiiiiiiiiiiirieeeeeeeesiiireeeeeeeesessbaseeeeeeeesesssssseeeesesssnns 55
5.6.1  Mandatory NOAE iNTEIVIEW ....ccueiiiiieiiieciee ettt ettt re e te e s be e e saee e s e e e sbee e ateesnbaeeneas 55
5.6.2 Minimum end user fFUNCHIONAIITIES ......c..ueei i e 56
5.6.2.1 1o [T o 11 Y R 56
LRI T \[o o [l o o] o 1T 4 [PPSR 56
5.6.4  Additional coNtrol rEQUINEMENTS.......uvviiiiiiee ettt eerre e e esree e eetre e e estreeesenbreeeeeabeeeenns 56
5.7  Multi Channel Association Command Class, VEISION 2-4 ........eeueeeeeeeeeeiieeiiiiiieieieieieieieeeeeeeeeseeeeeeees 57
5.7.1 MaNdatory NOAE INTEIVIEW .....cccccuveiiiiirieeciiree ettt e e eetee e e e tbee e eetreeeseabaeeeesabaeeessnbaeeesnsenas 57
5.7.2 Minimum end user fUNCLIONAIITIES ......cocviei ittt e e e are e e e eanne 57
LI 5 T [ To [l o T o] o 1T 4 [PPSR 57
5.7.4  Additional control reqUIrEMENTS.........eeiicciiie et e e e e are e e e erre e e s eabre e e eensaeeeeas 58
5.74.1 2 0=Y 0 (o)A oY== T Yo Yol - d o ] o - 58
5.8  Version Command Class, VEISION 1-3 ........ueviiiriiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeee e eeee e e e e e eeeeeeeeeeeeeeeeese e e e e e eeeees 59
5.8.2 Minimum end user fFUNCLIONAIITIES ......ccueeiciie e e e e 59
5.8.3 [\ FoTe [ o o] o T=T o /=SSR 59

2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE iii OF IX



Z-Wave Command Class Control Specification

5.8.4  Additional control reqUIrEMENTS........uvii i e e eee e e e e s ebee e e e ennaeeeeas 59
5.9 Wake-Up Command Class, VEISION L1-2......ccccueeiiiiiieeeiiieeeeiineeeeiireesesieesesinteeessneneessnensessnsessssnnes 60
5.9.1 Mandatory NOAE INTEIVIEW .....ccicuiieiiciiie ettt ee e s e e e et eee s s ebee e s s eabee e s snbeeessnrneas 60
5.9.2 Minimum end user fFUNCLIONAIITIES ......ccueeicieeccie e e e re e ebe e e sreeeaes 60
LR R T [ To [l o] o] o 1T 4 [T PSR 60
5.9.4  Additional coNtrol reqUIrEMENTS.......ccccuiiiiiiiiie ettt e et e e be e e saee e s te e e beeeneas 61

6 TRANSPORT-ENCAPSULATION COMMAND CLASS CONTROL DEFINITIONS ......ccccceeiieencrrenenccnnennnes 61
6.1 CRC-16 Encapsulation Command Class, VEISION L........ccccouiiiiirreeeeeeiiiiiiiieeeeeeeesiiirreeeeeeesessnreeeeseeens 61
6.1.1  Mandatory NOAE INTEIVIEW ...c.uuvieeiiieee ettt ettt eetre e e erire e e estbeeeeebbeeeesabseeeesnsbesessasseeenns 61
6.1.2 Minimum end user fUNCHIONAIITIES ........uiviiiiee e e 61
6.1.3 NOAE PrOPEITIES cooeveeiiieeitieeeiee ettt see et e see e ste e s sbe e e seeesebeeesbeeesateesbaeesseeesateesseeessseesseesnns 61
6.1.4  Additional control reqUIrEMENTS......cociiiiiiiiiieecee e e sbe e e neas 61
6.2  Multi Channel Command Class, VEISION 3= ........ccuuiieiiiieeeeeiiee e eciree e ecreee e errree e eereee s staeeesnraeeeennns 62
6.2.1  Mandatory NOAE INTEIVIEW ....ccuiiiiiiiiiieciie ettt e e s st e e sateesbeesnneas 62
6.2.2 Minimum end user fUNCioNAlItIES .......vvive i 62
6.2.3 [\ FoTe [ o] o] =T o =Y 62
6.2.4  Additional control reqUIrEMENTS........coeicciiii i e e e e e e neee e 63
6.2.4.1 Root Device and End Point Command Classes........c.eevcuveeiieeriieesiiieenieeeieessieeesreeseeeenneens 63
6.2.4.2 SO only Multi Channel NOAES .....c.eevieiieiieteeteeteee ettt et et b e eb e e be e e s aaesneas 63
6.2.4.3 Association and Multi Channel Association MapPiNg.....cccecveeeeeiieeeeriiee e e 63
6.3 Security 0 COMMANG Class ....uuviieiiuieeeeiiieeeeiireeeeritreeeestaeeeeetaeeeesrreeeesareeeessssseesssssseesssssesessssresessnnns 64
6.3.1 MaNdatory NOAE INTEIVIEW .....cccccuveiiiiiieee ettt et eeeeree e eetbeeeeetreeeesbaeeeessbreeesnnbaeeesnrenas 64
6.3.2  Minimum end user fuNCIONAIITIES .....c.veiiiiiiiieiece e e 64
5.3.3  NOUE PrOPEITIES weeeeeireeieeiirieeeeiiee e ettt e eertree e eetreeeeettreeeesbraeessbraeeesbbaeesestsseeesasseeesssssesensnssaeenns 64
6.3.4  Additional coNtrol reqUIrEMENTS......ccciiiiiiiiiii et saee e s be e eneas 64
6.4 Security 2 COMMANG ClASS ....cccvueiriiriciiiiiieeiieescieeeseeesteessteeeseeesteeesbeeessteesbeeesseeesasessssesesseeessessnn 65
6.4.1  Mandatory NOAE INTEIVIEW .....c..eeciiieiiieiiee ettt et re e s e e e sate e s abe e s saee e neeesnbeeennnas 65
6.4.2  Minimum end user fuNCIONAIITIES .....cveiiieiiiieeece e e 65
(I 90 T oo [ o T o 1T =TT 65
6.4.4  Additional CONtrol FEQUIFEMENTS......cccuiiiiieciieecieeeee e e e e s be e e sbee e are e s beeeneas 65
6.5  Supervision Command Class, VEISION L......c..ciiiiuiiiiiiiiieeciiiee sttt e e esre e e sbre e s s sabee e e e naeeeesaneeas 66
6.5.1  Mandatory NOAE INTEIVIEW ....cc.ueeiiiieiiieiiee ettt e e ate e st e e s sbeeesateesbeeeneas 66
6.5.2  Minimum end user fuNCIONAIITIES .....c.eiiiieiiiieeece e e 66
(SR8 T oo [ o T o 1T 1= PRSP 66
6.5.4  Additional coNtrol reqUIrEMENTS.......cccuiiiiieiiiieiieece e e sree e e e e beeeneas 66
REFEREINCES...... oo ieieiiciieiieniiccteieeiteeetancsesteestasesastasstassssssssssasssasssassasssasssasessssasssasssnssasssasssnsssnssnsssnnes 67

Table of Figures

Figure 1, Anti-Theft Unlock Command Class INTEIVIEW .....cccuueeieeiveieeiiiereeeiieeecetreeeeeetreeeeeareeeeeareeeeeseeeeenans 5
Figure 2, Barrier Operator Command Class iNTEIVIEW .......cccuureiiiiiiiicciiirieeeee ettt e e seeiarree e e e e e e sessaaaeee s 7
Figure 3, Basic COMMANd Class INTEIVIEW .....iiiiiiiiiiiiiiiiee et eeeiaree e e e e e s e saabaee e e e e s sessaarbeeeeeesesessssrseeeeas 9
Figure 4, Binary Switch Command Class iINTEIVIEW .....ccciieecuirieieee ettt et e e e eeearree e e e e e seensraeeeeee s 10
Figure 5, Central Scene Command Class INTEIVIEW ....cc.uuiieeiuveieeiiieeeeeieeeeeeieeeeeeireeeeerveeeesreeeeenreeseensreeeeens 11

© 2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE iii OF IX



Z-Wave Command Class Control Specification

Figure 6, Color Switch Command Class iINtEIVIEW ........eeeeeriieeeiiiiieeeieeecciree e cctre e e esire e e esareeeestreeeeeareeeennrees 12
Figure 7, Configuration Command Class INTEIVIEW ........eeeeeiireeeeeiieeeeeiieeeeeireeeerireeeesireeeesbeeeesebreeessnraeeeens 14
Figure 8, Door Lock Command Class iINTEIVIEW.........eccciueiieeiveeeeeiieeeeeitreeeeeireeeeeireeeeeteeeeeerereeeeseseesnsreeeenns 17
Figure 9, Entry Control Command Class iINTEIVIEW .....ccuveeeeireeeeiiieeeeeireeeeeeireeeerireeeesireeeesbreeessasesessssseeenns 19
Figure 10, IR Repeater Command Class iNtEIVIEW .....cccuuiieeirieeeeiieeeeecreeeeeriree e eereeeesreeeesbveee s areeessnraeeeens 20
Figure 11, Meter Command Class iINTEIVIEW ......cccuviieeiiiieeeiieeeeceieeeeerteeeeesireeeestreeeestreeeesbreeesessesessssseeenns 22
Figure 12, Multilevel Sensor Command Class iINtEIVIEW..........ueeeeeveeeeeiieeeeeireeeerireeeerireeeesveeeessaeeeesssnseeenns 24
Figure 13, Multilevel Switch Command Class INTEIVIEW..........ueeeeivieeeeiieeeceiree e erree e ertreeeerareeeesaraeeeens 26
Figure 14, Notification Command Class INTEIVIEW.......cuueieervieeieiieeeeeiieeeeeeireeeerireeeertreeeesbreeessaseeessssseeenns 28
Figure 15, Push/Pull node discovery, AGI table Probing .......c.oocviiieiiiiiiiiiieerie sttt 30
Figure 16, Push/Pull node discovery, Notification Command Class teSt.......cevvrirvuriieeriireeerieeiree e sveeens 31
Figure 17, detecting and clearing persistent notifications, identical sequence numbers .......cccceeevevveene. 33
Figure 18, detecting and clearing persistent notifications with incremental sequence numbers............... 33
Figure 19, Pull node event retrieval until receiving qUEUE EMPLY ....cccveeiierivieierirreee e e eereeeeeeveeeeentreeeeens 34
Figure 20, Simple AV Control Command Class INTEIVIEW .........ceeevereeeiieeeeiiieeeeenieeeeenieeeeeereeeeesreeeeensreeeeens 35
Figure 21, Sound Switch Command Class INTEIVIEW ........eieeiveiieeiieieeeireee e eeiree e eereeeeesbeeeeeebeeseenareeeeens 36
Figure 22, Thermostat Mode Command Class INTEIVIEW ........eeeeeuveieieiiveeeeiireeceeieeeeeereeeeeereeeeenreeseensveeeeens 38
Figure 23, Thermostat Setback Command Class INTEIVIEW .......cooverieeiiveiiiiirieeeeieee e eereeeeenveeseenaveeeeens 39
Figure 24, Thermostat Setpoint Command Class INTEIVIEW .......ccveeeeeeireeeeriiieeeeiireeeerireeeesveeeeeereeeeesevaeeeens 40
Figure 25, User Code ComMMaNd Class INTEIVIEW ...uuueviiiiiiiiiriiiiee ettt e e eesaabaee e e e e e sesaarseeeeee s 42
Figure 26, Window Covering Command Class iINTEIVIEW .........eieieveieeeiieeeeeieeeeeeieeeeeereeeeeeveeeeeenreeseensneeeeens 46
Figure 27, Association Command Class iINTEIVIEW .....cccueiieeireiieeiiiee ettt eeiree e cetve e e eeteeeeeebeeseenareeeeens 48
Figure 28, Association Group Information Command Class iINtEIVIEW.......ccueeeeeervereieiveeeeeirereeetveeeeerveeeenns 50
Figure 29, Battery Command Class INTEIVIEW ......cuueieeiueiieeiieeeeeiieeeeentteeeeentreeeeeareeeeeseeeeesseseessssessessssessenns 51
Figure 30, Firmware Update Meta Data Command Class iNtEIVIEW ........ccccveeeeervereeeiveeeeeiireeeeetreeeeeveeeeenns 53
Figure 31, Firmware Update Meta Data::Firmware Update .......ccceeeeeveeeiiiieee et eeveee e 53
Figure 32, Indicator Command Class INTEIVIEW .........coiueieeeiieeeeiiiieeeeireeeeeeireeeesitreeeestreeeessreeessssesessssseeenns 55
Figure 33, Multi Channel Association Command Class iINTEIVIEW .......c.ueeeeeiuveeeeriiveeeeiireeeesieeeeesveeeeenveeeeens 57
Figure 34, Version Command Class INTEIVIEW........uueieiiriieeeiiieeeeiteeeeesteeeeeeireeeesiareeeestreeessssesessssesesssseeenns 59
Figure 35, Wake Up Command Class iINTEIVIEW .....uuueieieiieeiiiiiieee e ceceireeeeee e e eeeabreeeeeeeeeesasseeeeeesseessnsseneseens 60
Figure 36, Multi Channel Command Class INTEIVIEW ........ccovveiieeiiereeeieee e eeireeeceveeeeenveeeeesaeeseensreeeeens 62

Table of Tables

Table 1, Anti-Theft Unlock::UNIOCK the NOAE .......veiieuiieiicieee ettt e rre e e erae e e e 5
Table 2, Barrier Operator::Activate/deactivate supported SUDSYSTEMS ......covvievriiiiiieiiieeree e 7
Table 3, Barrier Operator::Initiate opening (Or StOP ClOSING) ..cveieveiieieieecee ettt 7
Table 4, Barrier Operator::INitiate ClOSINE .....oocciviiiiei et e e ee e e e e e e sesasareeeeeeeeean 8
Table 5, BasiCi:Set the NOGE STt ...cccuueieiiiee it e e e e e e e e e e e nabaeeeeeeesessssbaeeeaeeseas 9
Table 6, Binary SWitch::Set the N0 StAtE ...cccicuiiiiiiee et ee b e e e e e e e narreaeeee s 10
Table 7, Color SWItCh:iSEt the COION . .uuuiiiiiiiii e e e e e e s saabbe e e e e e e e eeesarrraeeeeas 12
Table 8, Color Switch::Fade/enhance a color COMPONENT ....c..covviieiiiiiiice ettt 13
Table 9, Color Switch::Stop fading/enhancing a color COMPONENt.....cueivviiiciiiiiiie et 13
Table 10, Configuration::Set a (normal) configuration parameter Valu........ccuevvevveeeiicieeeieceeee e 15
Table 11, Configuration::Set an extended range configuration parameter value.......ccovveeveieieiciinveeenneenn. 15
Table 12, Configuration::Reset all configuration parameter values to default......cccceeevvveeiiecieriicceeeecnnee, 15
Table 13, Door Lock::Configure the door [OCK ........iivcveiiiieeee ettt eate e e e e eaae e e e ennes 18
Table 14, Door Lock::Set the dOor MOE ......coocuviieeeiee e e e e e e e aarreaeeee s 18

© 2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE viii OF IX



Z-Wave Command Class Control Specification

Table 15, Entry Control Keypad::Configure the KeYPad .........cocuiiieeoiiie it e 19
Table 16, IR Repeater::Repeat an [R COUE .....uiiiiiiiiiiiiie e ccreee ettt ettt e e eetre e e e treeesebreeesearaeesestbeeeesnreeeennnns 21
Table 17, IR Repeater::Learn an IR COUE .....uuiiiiiiiiiiiieie ettt ettt cette e eetre e e eetreeeeeataeeeeeabeeesensseeesssbeeeenanes 21
Table 18. IR Repeater::Stop 1earning an IR COUE .....cccviiiiiirieeeciieeeeeireeeeetreeeeetreeesereeeeestraeesesareeessesseeeennnns 21
Table 19, IR Repeater::Erase an IR Code from MEMOIY .......cccevcivieieiiiieeeecireeeectreeeeereeeeeeireeeeeetreeeeeareeeesanns 22
Table 20, IR Repeater::Repeat @ 1€arNt IR COUE.....uiiiiiiiiiiirieeeecrieeeecteeeeerre e e eetreeeeereeeeeearaeesetreeeeeareeeenanns 22
Table 21, Meter::Reset cUMUIGLEd data ...ccc.eeccieeeciieciie e e tre e sr e sabe e sbe e sbe e sabaeenbaeeares 23
Table 22, Multilevel SWItCh::SEt TNE IEVE ......eioc ettt e eerre e e e e e e stbeee e eareeeeeanns 26
Table 23, Multilevel Switch::Start level change Up/dOWN.........cvcveeeeiireeeeeccecectece et 27
Table 24, Multilevel Switch::Stop level change UP/dOWN .....cooviiiiiiiciiiicicctee ettt 27
Table 25, Simple AV Control::Send a supported AV COUE......uiiuriiiierieeeciee ettt areee e 35
Table 26, Sound Switch::Configure the SOUN SWILCN......cocuviiiiiiiic et 36
Table 27, Sound Switch::Play/stop a selected or default tONE . .....ocuevveeiiiiiiceecce e 37
Table 28, Thermostat Mode::Change MOGE ......c.uveiiiiviiiiireee ettt et eetreeeeetreeeeeeabeeeeeetbeeeesesreeeenanes 38
Table 29, Thermostat Setback::Change setback for a sUPPOrted tYPE ..cccvvvveeeerriieeiiriieceiteee e eeane 39
Table 30, Thermostat Setpoint::Change setpoint for a SUPPOrted tYPE c..uveveeeereereerreeeeeetreeeeeree e e 41
Table 31, User Code::Set @ USEI COUE ...uiiiiiriiiiirieeceireeeeeetreeeeeeireeeeeetaeeeeetreeeeeteeeesesteseesnssesessnsbeeessnsreseesnes 43
Table 32, User Code::Set @ USEr COUE (V2) .uuiiiiiiieiiiieeeeeireeeeecireeeeeitveeeeetreeeeeteeeesesseeessnssesessssesessssseseesnnns 43
Table 33, User Code::Erase @ USEI COUE ......uuuiiiiiieeeeiireeeeeireeeeeitreeeeeetreeeesetreeeestseeesentseeesasssesssssesessnssesessnns 44
Table 34, User Code::Erase @ USEr COAE (V2)...ovouiriiieiiieieeteee e eiteeeeetteeseevteeseesteeessesteresssteeessnreeessnneeessnnes 44
Table 35, User Code::Set the KeyPad MOE.....cccuuiiiiiiiiiiieee ettt eerree e e eeareee e eeareeeesnreeeeeanes 44
Table 36, User Code::Set the Master COUE......cuiuiiiiiiiiieeireeeeeireeeceireeeeetreeeeetreeeeenteeeeensreeesensbeeeesesreseesnns 45
Table 37, Window covering::G0o t0 @ POSITION ..ccvveiiiiviiiiiiiieeecireeeeetreeeeetreeeeereeeeeenreeeeensreeesensreeeesesreseesnns 46
Table 38, Window covering::Start level change Up o dOWN.........ccoiiiieiieiieieceriee ettt esrreeeenanne 47
Table 39, Window covering::Stop [EVE] CNaNZE .......coovviiiiiiiieeceee ettt e eeare e e eareeeeeanes 47
LIE] o] ISR O I oV [Tor= Y o) i [o 1] 0 A1 Y O USSR UUUURRRROt 56

© 2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE ix OF IX



Z-Wave Command Class Control Specification

1 Abbreviations

Abbreviation Explanation

AGI Association Group Information (Command Class)
AQS Always On Slave

CSC Central Static Controller

DT Device Type

IP Internet Protocol

LAN Local Area Network

LSB Less significant bit

LSS Listening Sleeping Slave

MSB Most significant bit

NIF Node Information Frame
NOP No Operation (Command Class)
PAN Personal Area Network

PC Portable Controller

PS Portable Slave

QR Quick Reponse

RPC Reporting Portable Controller
RSS Reporting Sleeping Slave

RT Role Type

SO Security 0 Command Class

S2 Security 2 Command Class
SIS SUC NodelD Server

SSC Sub Static Controller

SUC Static Update Controller

Z/IP Z-Wave for IP

2 Introduction

2.1 Purpose

This document describes the requirement associated to the control of Z-Wave Command Classes. It
contains a list of requirements applying for all Z-Wave compliant node controlling a given Command
Class.

2.2  Audience and prerequisites
This document is public. The reader is expected to be familiar with Z-Wave development, Command
Classes, Device Types and Role Types.

2.3 Precedence of definitions

Individual Z-Wave Role Type, Z-Wave Plus v2 Device Type and Command Class Specifications approved
as a final version during the type/class development process MUST take precedence over this
document temporarily until such individual specifications have been integrated into this document.

2.4 Terms used in this document
The key words "MUST", "MUST NOT", "REQUIRED", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and
"OPTIONAL" in this document MUST be interpreted as described in IETF RFC 2119 [1].
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3 Command Class Control Overview

3.1 Controlled and Supported Command Classes
A node can support and/or control a given Command Class.

If a Command Class is supported:

The node implements all the Command Class functionalities and can be set and read back by other
nodes. When a Command Class is supported, the node is REQUIRED to implement the whole Command
Class and observe the requirements specified in [2], [3], [4] and [5].

If a Command Class is controlled:

The node implements the ability to interview, read and/or set other nodes supporting the Command
Class. Nodes controlling Command Classes MAY use a subset of the Commands within a Command Class
(for example only Set commands).

3.1.1 Control via association groups

A Basic Set Command sent to Association Group destinations is a form of (static or partial) Command
Class control via association groups.

Even if using a Command Class for controlling other nodes via association groups, the usage MUST
comply with the Command Class description ([2], [3], [4] and [5]) and the controlling node use properly
formed commands.

3.1.2 “Full” control

When a Command Class is marked as controlled during certification, the controlling node is said to
implement “full” control of the actual Command Class and it MUST observe the requirements for the
Command Class defined in this document.

The Z-Wave Plus v2 Device Type Specification [7] mandates some nodes to control a given set of
Command Classes. It means that the controlling node MUST respect the requirements described in this
document for the actual Command Classes.

3.2 Command Classes support discovery requirements
A controlling node MUST read the capabilities and secure capabilities of a node/End Point once before
trying to control a given Command Class.

A controlling node MUST read the Command Class version number of a supporting node using the
Version Command Class prior to controlling the Command Class. There can be 2 exceptions to this rule:

e [f the controlling node controls only version 1 of a given Command Class, it may skip requesting
the supporting node version for the actual Command Class.

e A controlling node may issue version 1 commands in the supporting node interview before
knowing the supporting node Command Class’ version. (e.g., when interviewing the Version
Command Class itself)

A node controlling a given command class MUST allow an end user to control the command class in all
listening supporting nodes present in the network operating with a security class that is granted to the
controlling node.

A node controlling a Command Class MUST allow an end user to control a sleeping supporting node if it
is the Wake Up destination.
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3.3 Command Classes control requirements
This specification defines how to control Command Classes by specifying:

e Arequired Command Class interview or capability discovery
e A minimum required set of actions that an end user can perform or trigger and their associated
Z-Wave commands

e A minimum required set of information relating to the supporting node that the end user can
see or access.

e An optional set of additional requirements to controlling nodes

3.3.1 Mandatory supporting node interview
CL:0000.00.21.01.1 The mandatory node interview specifies the frame flow that MUST be observed on the Z-Wave radio.
€L:0000.00.21.02.1 This interview MUST be performed prior to issuing any control command to the supporting node.

Preferably, it should be done during the commissioning phase of the supporting node or shortly after
the inclusion of the controlling node.

CL:0000.00.23.01.1 A controlling node MAY issue additional commands that are not specified in the frame flows and MAY
issue some commands in a different order. The mandatory frame flow indicates the minimum set of
C1:0000.00-21.03.1 commands that MUST be transmitted to a destination.
CL:0000.00.21.04.1 A controlling node MUST NOT skip or abort the interview of a Command Class if another independent
Command Class could not be correctly interviewed.
CL:0000.00.22.01.1 The following order for reading Command Class capabilities is RECOMMENDED after discovering the
Security Class and encapsulation capabilities of a node:
e Version Command Class
e Z-Wave Plus Info Command Class
e Wake Up Command Class
e Association OR Multi Channel Association Command Class
e Association Group Information (AGl) Command Class
e Actuator Command Classes
e Data reporting Command Classes
e  Multi Channel Command Class (and repeat the above order for each End Point, if any)
Some interviews or controlling scenarios may trigger no response in return to get type commands. In
CL:0000.00.22.02.1 this case, it is RECOMMENDED to use timeouts according to [6].
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3.3.2 Minimum end user functionalities

The minimum end user functionalities section specifies what minimum set of actions an end user can
perform on a supporting node when using the controlling node.

Each section describing a required functionality indicates the command(s) that MUST be transmitted on
the Z-Wave radio. Fields not present or described in the mandatory command(s) MAY be used freely by
the controlling node either automatically or based on user input.

Fields indicated as “user defined” MUST be filled based on end user input. In this case, the end user
MUST be able to select any value. (e.g. if the field is 2 bytes long, values from 0 to 65535 MUST be
available)

Fields indicated as “User defined among supported” MUST be filled based on user input and the
supported values by the supporting node. The controlling node MUST allow the end user to set values
supported by a supporting node even if it does not know what a given value represents.

Fields indicated as “User defined among x..y and z” MUST be filled based on user input and MUST be
able to select between the indicated values.

Fields indicated as “User defined or x” MUST be filled either based on user input or automatically by the
controller using the indicated value.

The product documentation MUST point out how to perform each action associated to the minimum
end user functionalities required by a Command Class.

3.3.3 Command Class control version

Like a supporting node implements a version of its supported Command Classes, a controlling node
MUST also implement a given version of a Command Class it controls. A node controlling version 3 of a
Command Class will be able to control the functionalities of version 1, 2 and 3 supporting nodes.

When issuing commands, a controlling node MUST NOT use the fields described in the mandatory
commands sections if they belong to a newer version than the version it claims to control.

If a controlling node A controls a node B supporting a lower version, node A MUST still use the format
(command payload) corresponding to the version node A controls, regardless of the version supported
by node B.

A controlling node A sending commands to a node B supporting a lower version MUST NOT use
commands introduced in versions that are newer than Node B’s version.

A node controlling a Command Class is not mandated to interview, provide minimum end user
functionality or show node properties belonging to a newer version of the actual Command Class.

When a version is indicated in the mandatory interview or mandatory commands for end user
functionalities, it MUST represent the minimum common version number between the supporting and
controlling node. For example, with a version 4 controlling node and version 2 supporting node, the
interview, minimum end user functionalities and properties MUST follow version 1 and 2 indications.
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3.4 Command Classes not present in this document

€L:0000.00.13.02.1 A node MAY advertise that it controls a Command Class not (yet) defined in this document during
CL:0000.00.11.0C.1 certification. In this case, the controlling node MUST comply with the following guidelines:

e |t MUST use all Get type commands to read the nodes capabilities during the node interview

e |t SHOULD provide the end user actions using all Set type Commands available in the Command
Class

e |t SHOULD show or let the end user access all relevant state/property/configuration relating to
the Command Class using the Report type Commands available in the Command Class.

A controller following this guideline is likely to be compliant when a new control specification is
released for an actual Command Class.

4  Application Command Class Control Definitions

4.1 Anti-Theft Unlock Command Class, version 1

4.1.1 Mandatory node interview
CL:007E.01.21.01.1 A node controlling this Command Class MUST perform a supporting node interview according to Figure
1

Controlling node

Anti-Theft
Unlock CC

Anti-Theft Unlock State Get ()

Anti-Theft Unlock State Get(State, restricted, hint, IDs)

S

Figure 1, Anti-Theft Unlock Command Class interview
4.1.2 Minimum end user functionalities

4.1.2.1 Unlock the node
CL:007E 0131011 If the supporting node is in the locked state and runs in restricted mode, the end user MUST be able
CL:007E.01.31.02.1 send an unlock command. When the end user performs this action, the issued command MUST comply
with Table 1
Table 1, Anti-Theft Unlock::Unlock the node

Field Value

Command COMMAND_ANTITHEFT_UNLOCK_SET

Magic Code length Controlling node defined in 0x01..0xA, based on user input.

User defined
Magic Code The Magic Code SHOULD be shown as a hexadecimal value to the end
users.

CL:007E.01.32.01.1
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4.1.3 Node properties

CL:007E.0L41.01.1 If the supporting node is in the locked state and runs in restricted mode, the controlling node MUST
have a Ul allowing the end user to see that the supporting node is restricted and that the supporting
node requires unlocking to use the full functionality.

CL:007E.01.43.01.1 A controlling node MAY display the information provided in [10] for the reported Z-Wave Alliance
locking entity ID.
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4.2 Barrier Operator Command Class, version 1

4.2.1 Mandatory node interview

A node controlling this Command Class MUST perform a supporting node interview according to Figure
2.

Controlling node

Barrier
Operator

Barrier Operator Get Signaling Capabilities Supported ()

Barrier Operator Report Signaling Capabilities Supported
(supported signaling systems)

4
bl

Loop J [Foreach supported Subsystem type]

Barrier Operator Event Signaling Get (subsystem type)

Barrier Operator Event Signaling Report{Subsystem type, state)

.

Barrier Operator Get ()

v

Barrier Operator Report (State)

F 9

Figure 2, Barrier Operator Command Class interview
4.2.2 Minimum end user functionalities

A node controlling this command class MUST allow the end user to perform the actions described
below.

4221 Activate/deactivate supported subsystems

For all supported subsystems, the end user must be able to activate and deactivate each of them. When
the end user performs this action, the issued command MUST comply with Table 2.

Table 2, Barrier Operator::Activate/deactivate supported subsystems

Field Value
Command BARRIER_OPERATOR_SIGNAL_SET
Subsystem type User defined among supported subsystems.
State User defined among 0x00 and OxFF.

4.2.2.2 Initiate opening (or stop closing)

When the end user performs this action, the issued command MUST comply with Table 3.

Table 3, Barrier Operator::Initiate opening (or stop closing)

Field Value
Command BARRIER_OPERATOR_SET
Target Value OxFF
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4.2.2.3 Initiate Closing

CL:0066.01.31.04.1 When the end user performs this action, the issued command MUST comply with Table 4.

Table 4, Barrier Operator::Initiate closing

Field Value
Command BARRIER_OPERATOR_SET
Target Value 0x00

4.2.3 Node properties

CL:0066.01.42.01.1 The controlling node SHOULD have a Ul allowing the end user to see/access the following properties:

e Last known Barrier State (Open, Closed, stopped at a % position or unknown)
e Last known Subsystems’ state (ON/OFF), if any

4.2.4 Additional control requirements

CL:0066.01.52.01.1 A node controlling this command class SHOULD also control the Notification Command Class.
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4.3 Basic Command Class, version 1-2

4.3.1 Mandatory node interview

CL:0020.01.21.01.1 A node controlling this Command Class MUST perform a supporting node interview according to Figure
3.

Controller

No known
Actuator CC

BasicGet()

h

(opt.) BasicReport (value, target, duration)

F 9

Figure 3, Basic Command Class interview
CL:0020.01.21.02.2 A controlling node MUST conclude that the Basic Command Class is not supported by a node (or
endpoint) if no Basic Report is returned.

4.3.2 Minimum end user functionalities

CL:0020.01.31.01.1 A node controlling this command class MUST allow the end user to perform the actions described
below.

4.3.2.1 Set the node On/Off state

CL:0020.01.31.02.1 When the end user performs this action, the issued command MUST comply with Table 5.

Table 5, Basic::Set the node state

Field Value

Command BASIC_SET

User defined among 0x00 and OxFF.

Value
! More values MAY be available to the end user.

4.3.3 Node properties
CL:0020.01.43.01.1 A controlling node MAY have a Ul allowing the end user to see the following properties:
e Last known state (On or Off)

CL:0020.01.42.01.1 A controlling node SHOULD NOT assume that the last state is as defined in the last Set Command and
SHOULD issue a subsequent Basic Get Command even if receiving a Supervision SUCCESS status after
issuing a Basic Set Command.

4.3.4 Additional control requirements

CL:0020.01.51.01.3 A controlling node MUST NOT use the Basic Command Class for controlling nor showing status
(receiving report) of a node (or endpoint) if the controlling node controls at least one actuator
command class supported by a node (or endpoint). The actuator command classes are defined in the
Application Command Class specification ([2]).

2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE 9 OF 67



CL:0025.01.21.01.1

CL:0025.01.31.01.1

CL:0025.01.31.02.1

CL:0025.01.51.01.1

Z-Wave Command Class Control Specification

4.4 Binary Switch Command Class, version 1-2

4.4.1 Mandatory node interview

A node controlling this Command Class MUST perform a supporting node interview according to Figure

4.

Controlling node

Binary Switch Get ()

Binary
Switch

Binary Switch Report (Value)

a

Figure 4, Binary Switch Command Class interview

4.4.2 Minimum end user functionalities

A node controlling this command class MUST allow the end user to perform the actions described

below.

4421 Set the node On/Off state

When the end user performs this action, the issued command MUST comply with Table 6.

Table 6, Binary Switch::Set the node state

Field Value

Command SWITCH_BINARY_SET

Value User defined among 0x00 and OxFF.

Duration (v2) User defined or OxFF

4.4.3 Node properties

A node controlling this Command Class SHOULD have a Ul allowing the end user to see the following

properties:

e Last known state (On or Off)
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4.5 Central Scene Command Class, version 1-3

4.5.1 Mandatory node interview

A node controlling this Command Class MUST perform a supporting node interview according to Figure
5.

Controlling node

Central
Scene

| Association or Multi Channel Association interview |
| |
| AGI interview |

A

=

,J [If one association group issues Central Scene Motification
Commands]

Association Set {Group ID, controlling node NodelD)

Central Scene Supported Get()

. Central Scene Supported Report (supported scenes, key attributes)

w

A ] [If nodesarev3 or newer and slow refresh supported]

Central Scene Configuration Set (slow refresh=1)

h 4

Figure 5, Central Scene Command Class interview
4.5.2 Minimum end user functionalities
There is no minimum end user functionalities associated with the control of this Command Class.

A controlling node SHOULD allow the user to define which other nodes to actuate when receiving a
Central Scene Notification from a given node with a given key attribute and ScenelD.

4.5.3 Node properties

The controlling node MUST have a Ul allowing the end user to see how many Scenes ID (or buttons) and
key attributes are supported by a node.

The controlling node MUST make received Central Scene Notifications available to the end user.

4.5.4 Additional control requirements
A node controlling this command class MUST also control:

e Association Command Class, version 2
e Association Group Information, version 3

A controlling node MUST associate itself to a group issuing Central Scene Notification Commands in
order to provide end user functionalities.

A controlling node MUST NOT remove associations in order to associate itself to an association group
issuing Central Scene Notification Commands.

It is OPTIONAL for a controlling node to provide end user functionalities and node properties if it cannot
associate itself to an association group sending Central Scene Notification Commands. (e.g. all
Association Groups sending the relevant command are full)

2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE 11 OF 67



CL:0033.01.21.01.1

CL:0033.01.31.01.1

CL:0033.01.31.02.1

CL:0033.01.31.03.1

Z-Wave Command Class Control Specification

4.6 Color Switch Command Class, version 1-3

4.6.1 Mandatory node interview

A node controlling this Command Class MUST perform a supporting node interview according to Figure
6.

Controlling node

Color
Switch

Color Switch Supported Get()

Color Switch Supported Report (Color components)

-

Loop J [Foreach supported Color component]

Color Switch Get (component ID)

Color Switch Report{component, value)

F 9

Figure 6, Color Switch Command Class interview
4.6.2 Minimum end user functionalities

A node controlling this command class MUST allow the end user to perform the actions described
below.

4.6.2.1 Set the color

When the end user performs this action, the issued command MUST comply with Table 7.

Table 7, Color Switch::Set the color

Field Value

Command SWITCH_COLOR_SET

Color component count | Determined by the controlling node based on user input

Color Component ID x User defined among supported

Value x User defined

Duration (v2) User defined or OxFF

For this functionality, the color selected by the end user MUST be set using a single command.
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4.6.2.2 Fade/enhance a color component

CL:0033.01.31.04.1 When the end user performs this action, the issued command MUST comply with Table 8.
Table 8, Color Switch::Fade/enhance a color component
Field Value
Command SWITCH_COLOR_START_LEVEL_CHANGE
Up/down User defined
Color Component ID User defined among supported
Duration (v3) User defined or OxFF

4.6.2.3 Stop fading/enhancing a color component
CL:0033.01.31.05.1 When the end user performs this action, the issued command MUST comply with Table 9.

Table 9, Color Switch::Stop fading/enhancing a color component

Field Value

Command SWITCH_COLOR_STOP_LEVEL_CHANGE

Color Component ID User defined among supported

4.6.3 Node properties
CL:0033.01.42.01.1 A controlling node SHOULD have a Ul allowing the end user to see the following properties:
e Last known configured color or color components values
4.6.4 Additional control requirements
CL:0033.01.51.01.1 A node controlling this Command Class MUST also control:

e Binary Switch Command Class, version 2
e Multilevel Switch, version 4
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4.7 Configuration Command Class, version 1-4
4.7.1 Mandatory node interview

CL:0070.03.21.01.1 A node controlling this Command Class MUST perform a supporting node interview according to Figure
7.

Controlling node

Configuration

Alt ) [If nodesarev3 or newer]

Configuration Properties Get (Parameter=0}

p Configuration Properties Report (Next Parameter Mumber)

Loop J [While last"Next Parameter Number” > 0]

Configuration Name Get (parameter number)

Configuration Name Report (current parameter name)

.

Configuration Info Get (parameter number)

Configuration Info Report (current parameter info)

.

Configuration Properties Get (parameter number)

Configuration Properties Report
(current parameter properties, next parameter number)

.

Figure 7, Configuration Command Class interview

4.7.2 Minimum end user functionalities

CL:0070.01.31.01.1 A node controlling this command class MUST allow the end user to perform the actions described
below.

4.7.2.1 Set a configuration parameter value

CL:0070.01.31.02.1 When the end user performs this action, the issued command MUST comply with Table 10 for
parameters numbers smaller than 256 and Table 11 for parameter numbers greater or equal to 256.
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Table 10, Configuration::Set a (normal) configuration parameter value

Field Value
Command CONFIGURATION_SET
For version 2 or older: User defined
Parameter number For version 3 or newer: User defined among supported parameter
numbers.

For version 2 or older: User defined among 1, 2 and 4.

Size For version 3 or newer: Automatically determined from configuration
parameter number properties

User defined or 0x00

Default For version 3 or older: this field SHOULD NOT be set to 1.

. . For version 2 or older: User defined.
Configuration Value . .
For version 3 or newer: User defined among supported values

Table 11, Configuration::Set an extended range configuration parameter value

Field Value

Command (v2) CONFIGURATION_BULK_SET

For version 2: User defined among any value (256..65535).

Parameter offset (v2) | For version 3 or newer: User defined among supported parameter
numbers.

Number of Parameters

User defined or 0x01.
(v2)

For version 2: User defined among 1, 2 and 4.

Size (v2) For version 3 or newer: Automatically determined from configuration
parameter number properties

User defined or 0x00
For version 3 or older: this field SHOULD NOT be set to 1.

Handshake (v2) 0x00

Default (v2)

For version 2: User defined.
Configuration Value (v2)

For version 3 or newer: User defined among supported values

4.7.2.2 Reset all configuration parameter values to default

CL:0070.04.31.01.1 When the end user performs this action, the issued command MUST comply with Table 12.

Table 12, Configuration::Reset all configuration parameter values to default

Field Value

Command (v4) CONFIGURATION_DEFAULT_RESET

2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE 15 OF 67




CL:0070.03.41.01.1

CL:0070.01.41.01.1

CL:0070.04.51.01.1

CL:0070.04.51.02.1

Z-Wave Command Class Control Specification

4.7.3 Node properties

If nodes are version 3, the controlling node MUST have a Ul allowing the end user to see supported
parameter numbers, their current value, their allowed value range and their default value.

Values MUST be presented according to the Format advertised in the Configuration Properties Report
Command.

If nodes are version 1 or 2, the controlling node MUST have a Ul showing the known parameters that
have been set by the end user and their current value.

4.7.4 Additional control requirements

If nodes are version 4, a node controlling this command class MUST NOT issue a Bulk Set Command
supporting nodes advertising “No Bulk support” in the Configuration Properties Report Commands.

If nodes are version 4, a node controlling this command class MUST NOT allow an end user to issue a
Configuration Set or a Bulk Set Command for parameters advertised as “read-only” in the Configuration
Properties Report Command.
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4.8 Door Lock Command Class, version 1-4

4.8.1 Mandatory node interview

A node controlling this Command Class MUST perform a supporting node interview according to Figure

8.

Controlling node

Door Lock

At J [If supporting node is vd or newer]

Door Lock Capabilities Get ()

Door Lock Capabilities Report (supported functionalities)

F 9

Door Lack Configuration Get ()

Door Lock Configuration Report{current configuration)

i

Door Lock Operation Get ()

Door Lock Operation Report (current door lock state)

v

F 9

Figure 8, Door Lock Command Class interview

4.8.2 Minimum end user functionalities

A node controlling this command class MUST allow the end user to perform the actions described

below.

4.8.2.1 Configure the door lock

When the end user performs this action, the issued command MUST comply with Table 13.
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Table 13, Door Lock::Configure the door lock

Field

Value

Command

DOOR_LOCK_CONFIGURATION_SET

Operation type

For version 4 or newer: User defined among supported operation
types.
For version 3 or older: User defined among 0x01..0x02

Outside Door Handles
Mode

Free (OxF recommended)

Inside Door Handles Mode

Free (OxF recommended)

Lock Timeout Minutes

User defined (0x00..0xFD) if Operation Type is set to 0x02, else OxFE

Lock Timeout seconds

User defined (0x00..0x3B) if Operation Type is set to 0x02, else OxFE

Auto-relock time (v4)

User defined if supported, else 0

Hold and release time (v4)

User defined if supported, else 0

BTB (v4)

User defined if supported, else 0

TA (v4)

User defined if supported, else 0

4.8.2.2

Set the door mode

When the end user performs this action, the issued command MUST comply with Table 14.

Table 14, Door Lock::Set the door mode

Field

Value

Command

DOOR_LOCK_OPERATION_SET

Door Lock Mode

For version 4 or newer: User defined among supported modes.
For version 3 or older: User defined among 0x00 and OxFF.

Timed Operation modes MUST NOT be selectable by the end user if
the door lock is not configured in Timed Operation

4.8.3 Node properties

Controller SHOULD have a Ul allowing the end user to see the following properties:

e Last known Door Lock mode (Secure, Unsecured, etc.)
e Current door lock configuration

2021 Z-Wave Alliance, Inc. All Rights Reserved
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4.9 Entry Control Command Class, version 1

4.9.1 Mandatory node interview

CL:006F.01.21.01.1 A node controlling this Command Class MUST perform a supporting node interview according to Figure
9.
Controlling node
Entry
e Control
I [
‘ Association or Multi Channel Association interview ‘
I I
‘ AGI interview ‘
Alt ' [If one association group issues Entry Control Notification
Commands]
Association Set (Group ID, controlling node NodeID)
Entry Control Key Supported Get () J
< Entry Control Key Supported Report (list of supported keys)
Entry Contral Event Supported Get () N
p Event Supported Report{Data/Event types, key cache size/timeout)
Entry Control Configuration Get() N
»
p Entry Control Configuration Report [Key cache size and timeout)

Figure 9, Entry Control Command Class interview
4.9.2 Minimum end user functionalities

CL:006F.01.31.01.1 A node controlling this command class MUST allow the end user to perform the actions described
below.

49.2.1 Configure the keypad

CL:006F.01.31.02.1 When the end user performs this action, the issued command MUST comply with Table 15.
Table 15, Entry Control Keypad::Configure the keypad
Field Value
Command ENTRY_CONTROL_CONFIGURATION_SET
Key Cache Size User defined among supported values
Key Cache Timeout User defined among supported values

4.9.3 Node properties

CL:006F.01.41.01.1 A controlling node MUST have a Ul allowing the end user to see the received Entry Control Notifications
(Event type and data)
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4.9.4 Additional control requirements
A node controlling this command class MUST also control:

e Association Command Class, version 2
e Association Group Information, version 3

A controlling node MUST associate itself to a group issuing Entry Control Notification Commands before
performing a supporting node interview and providing end user functionalities.

A controlling node MUST NOT remove associations in order to associate itself to an association group
issuing Entry Control Notification Commands.

A controlling node SHOULD NOT provide end user functionalities if it cannot associate itself to an
association group sending Entry Control Notification Commands. (e.g. all Association Groups sending
the relevant command are full)

A controlling node SHOULD have a Ul allowing the end user to define what actions to take based on
received Entry Control Notifications.

A controlling node SHOULD also control Door Lock Command Class and Barrier Operator Command
Class. It SHOULD also allow the user to set the door mode or initiate opening/closing of a given node
based on received Entry Control Notifications.

4.10 IR Repeater Command Class, version 1

4.10.1 Mandatory node Interview
A node controlling this Command Class MUST perform a supporting node interview according to Figure
10.

Controlling node

IR Repeater

IR Repeater Capabilities Get ()

IR Repeater Capabilities Report (IR Codes, flags, pulse unit)

r 9

If J [Learning IR Codesis supported]

IR Repeater Learnt IR Codes Get ()

IR Repeater Learnt IR Codes Report (current learnt IR Codes)

F 9

If J [Repeating IR Codesis supported]

IR Repeater Configuration Get ()

IR Repeater Configuration Report {current configuration)

F 9

Figure 10, IR Repeater Command Class interview

4.10.2 Minimum end user functionalities
A node controlling this command class MUST allow the end user to perform the actions described
below.
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4.10.2.1 Repeat an IR Code
CL:0XA0.01.31.02.1 This action MUST be available to the end user if the supporting node supports repeating IR Codes.

CL:0XA0.01.31.03.1 When the end user performs this action, the issued commands MUST comply with Table 16.
Table 16, IR Repeater::Repeat an IR Code

Field Value

Command IR_REPEATER_REPEAT

Controlling node defined. It MUST be incremented at each new repeat
Sequence number

action
Sub carrier Controlling node defined within the capabilities of the supporting node
Duty Cycle Controlling node defined within the capabilities of the supporting node

Controlling node defined within the range advertised by the supporting

Pulse time unit node in the IR Repeater Capabilities Report Command

Report Number Controlling node defined.
Last 1 for the last command, O else.
Data Controlling node defined.

The end user MUST be able to select an IR Code that will be transfered

4.10.2.2 Learn an IR Code
This action MUST be available to the end user if the supporting node supports Learning IR Codes.
CL:0XA0.01.31.04.1 When the end user performs this action, the issued command MUST comply with Table 17.
1041

CL:0xA0.01.3 Table 17, IR Repeater::Learn an IR Code
Field Value
Command IR_REPEATER_IR_CODE_LEARNING_START
IR Code identifier User defined among available IR Codes slots
Timeout Controlling node or User defined.
Pulse time unit Contrplling node defined within _thg range advertised by the supporting
node in the IR Repeater Capabilities Report Command

The Controlling node MUST inform the user about the status of the IR Code learning when the IR Code
Learning Status Command is received.
The controlling node MAY allow the end user to interrupt the learning process, if it does, the issued

command MUST comply with Table 18.
Table 18. IR Repeater::Stop learning an IR Code

Field Value

Command IR_REPEATER_IR_CODE_LEARNING_STOP

4.10.2.3 Erase a learnt IR code
CL:0XA0.01.31.05.1 This action MUST be available to the end user if the supporting node supports Learning IR Codes.
CL:0XA0.01.31.06.1 When the end user performs this action, the issued command MUST comply with Table 19.
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Table 19, IR Repeater::Erase an IR Code from memory

Field

Value

Command

IR_REPEATER_LEARNT_IR_CODE_REMOVE

IR Code identifier

User defined among available IR Codes slots that have a defined IR
Code

4.10.2.4 Repeat a learnt IR code

CL:0xA0.01.31.07.1 This action MUST be available to the end user if the supporting node supports Repeating IR Codes.
CL:0xA0.01.31.08.1 When the end user performs this action, the issued command MUST comply with Table 19.
Table 20, IR Repeater::Repeat a learnt IR Code
Field Value
Command IR_REPEATER_REPEAT_LEARNT_CODE
IR Code identifier User defined among available Learnt IR Codes slots

4.10.3 Node properties

If the supporting node supports IR Code learning:
CL:0xA0.01.41.01.1 e A controlling node MUST have a Ul allowing the end user to see the which IR Code Identifiers

contain a valid learnt code.

4.11 Meter Command Class, version 1-5

4.11.1 Mandatory node interview
CL:0032.01.21.01.2 A node controlling this Command Class MUST perform a supporting node interview according to Figure

11.

Controlling node

Meter

Alt ) [If nodes are v2 or newer]

Meter Supported Get()

g
Meter Supported Report (supported Types, scaled, reset support)

F N

Loop ) [For each supported scale]

Meter Get (Scale, rate type)

Meter Report (type, supported events/states)

F 3

Figure 11, Meter Command Class interview
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4.11.2 Minimum end user functionalities
A node controlling this command class MUST allow the end user to perform the actions described
below.

4.11.2.1 Reset cumulated data

This action MUST be available to the end user if both nodes implement version 2 or newer and the
supporting node indicates that meter reset is supported.

When the end user performs this action, the issued command MUST comply with Table 21.

Table 21, Meter::Reset cumulated data

Field Value

Command (v2) METER_RESET

4.11.3 Node properties

A controlling node MUST have a Ul allowing the end user to see the last readings for each supported
scale and all cumulated values. For version 1 supporting nodes, the scale reported in the Meter Report
MUST be accessible to the end user.

A controlling node MUST always show the value even if the Type and/or Scale are unknown.

A controlling node SHOULD implement the capability to update its list of Meter Type and Scales, so that
new Meter Types and scales added in more recent versions are not presented as unknown.

If a controlling node receives an unknown Meter Type or Scale, it MUST allow the end user to identify
the Meter reading and MAY allow the user to assign a free-text description to that Meter reading

4.11.4 Additional control requirements

Unless unsolicited Meter Report Commands are received, a controlling node MUST:

e Probe the current meter readings for each supported scale (and rate type if v4 nodes) at least
every 6 hours for listening nodes.

e Probe the current meter readings for each supported scale (and rate type if v4 nodes) when the
supporting node issues a Wake Up Notification Command for sleeping nodes.
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4.12 Multilevel Sensor Command Class, version 1-11

4.12.1 Mandatory node interview

CL:0031.01.21.01.1 A node controlling this Command Class MUST perform a supporting node interview according to Figure
12.

Controlling node

Multilevel
sensor

Alt J [If nodesare vs or newer]

Multilevel Sensor Get Supported Sensor()

P Multilevel Sensor Supported Sensor Report (supported Types)

w

Loop J [For each supported sensortype]

Multilevel Sensor Get Supported Scale (Sensor type)

Multilevel Sensar Supported Scale Report (Supported scales)

.

Multilevel Sensor Get (sensortype, scale)

Multilevel Sensor Report (sensortype, scale, value)

.

Al I Tifnodesare vi-v4]

Multilevel Sensor Get (sensor type=0, scale=0)

v

Multilevel Sensor Report (sensortype, scale, value)

F 9

Figure 12, Multilevel Sensor Command Class interview
4.12.2 Minimum end user functionalities

No minimum end user functionality is required for this Command Class.

4.12.3 Node properties
CL:0031.01.41.01.1 A controlling node MUST allow the end user to see the received readings for every Sensor types

CL:0031.01.41.02.1 A controlling node MUST always show the sensor reading values even if the Sensor Type and/or Scale
are unknown.

CL:0031.01.42.01.1 A controlling node SHOULD implement the capability to update its list of Sensor Type and Scales, so that
new Sensor Types and Scales added in [9] are not presented as unknown.

CL:0031.01.41.03.2 If a controlling node receives an unknown Sensor Type or Scale, it MUST allow the end user to identify
the Sensor reading and MAY allow the end user to assign a free-text description to the sensor reading.
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4.12.4 Additional control requirements
Unless unsolicited Multilevel Sensor Report Commands are received, a controlling node MUST:

e Probe the current reading for each supported sensor type at least every 6 hours for listening
nodes.

e Probe the current reading for each supported sensor type when the supporting node issues a
Wake Up Notification Command for sleeping nodes.

A node controlling this command class SHOULD also control:

e Association Command Class, version 2
e Association Group Information, version 3

A controlling node SHOULD associate itself to an association group issuing Multilevel Report Commands
after performing a supporting node interview and providing end user functionalities.

A controlling node MUST NOT remove associations in order to associate itself to an association group
issuing Multilevel Report Commands.

Controller SHOULD have a Ul allowing the end user to define rules or commands based on received
readings.
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4.13 Multilevel Switch Command Class, version 1-4
4.13.1 Mandatory node interview

CL:0026.01.21.01.2 A node controlling this Command Class MUST perform a supporting node interview according to Figure

13. It is OPTIONAL to issue the Multilevel Switch Supported Get Command if a controlling node does not
use this information for its UI.

Controlling node

Multilevel
—= Switch
it J [If nodesarev3 or newer]
Multilevel Switch Supported Get ()
P Multilevel Switch Supported Report {Switch Type)
Multilevel Switch Get ()
) Multilevel Switch Report {current/target value, duration)
|
Figure 13, Multilevel Switch Command Class interview
4.13.2 Minimum end user functionalities
CL0026.01.31.01.1 A node controlling this command class MUST allow the end user to perform the actions described
below.
4.13.2.1 Set thelevel
CL:0026.01.31.02.1 When the end user performs this action, the issued command MUST comply with Table 22.

Table 22, Multilevel Switch::Set the level

Field Value
Command SWITCH_MULTILEVEL_SET
Value User defined among 0x00..0x63 and OxFF
Duration (v2) User defined or OxFF
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4.13.2.2 Start level change up or down

When the end user performs this action, the issued command MUST comply with Table 23.

Table 23, Multilevel Switch::Start level change up/down

Field Value

Command SWITCH_MULTILEVEL_START_LEVEL_CHANGE

(Primary Switch) Up/Down | User defined among 0x00 and 0x01

Secondary Switch Inc/Dec | User defined if supported

Duration (v2) User defined or OxFF

Secondary Switch

Step Size (v3) User defined if supported

4.13.2.3 Stop level change

When the end user performs this action, the issued command MUST comply with Table 24.

Table 24, Multilevel Switch::Stop level change up/down

Field Value

Command SWITCH_MULTILEVEL_STOP_LEVEL_CHANGE

4.13.3 Node properties
Controller SHOULD have a Ul allowing the end user to see the following properties:

e Last known state (xx %)
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4.14 Notificatio

n Command Class, version 1-8

4.14.1 Mandatory node interview

Notification

Association or Multi Channel Association interview

AGI interview

Determine if Pull or Push node

) [If supporting node isa Push node]

Association Set {Group ID, controlling node NodelD)

) [Ifnodesarev2 or newer]

Motification Supported Get()

Motification Supported Report (supported Types)

J [If nodesarev3 or newer]

Loop J [For each supported Notification type]

Event Supported Get (Notification type)

Event Supported Report (type, supported events/states)

J [If nodesarev2 or newer]

Loop J [For each supported Notification type]

Alt ,J [If supporting nodeis pull]

MNotification Get (Notification type)

h

Notification Report (type, state/event)

Alt J [If supporting node is push]

Motification Get (Notification type)

Motification Report (type, status)

w

Figure 14, Notification Command Class interview

CL:0071.02.21.01.2
14.
Controlling node
I
I
Alt
Altl
4
o
Alt
4
Alt
4
hl
CL:0071.02.23.01.1

commands for each Notification Type, with the Status field set to 0x00 or OxFF.

A node controlling this command class MUST perform a supporting node interview according to Figure

1. Read
Notification
Type Status

The step denoted as “1. Read Notification Type Status” in Figure 14 MAY be replaced by Notification Set
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4.14.2 Minimum end user functionalities

No minimum end user functionality is required for this Command Class.

4.14.3 Node properties

A controlling node MUST have a Ul allowing the end user to see the received Notification Reports
(Notification Type and event/state)

4.14.4 Additional control requirements
A controlling node MUST probe state/event notifications from pull nodes

e atleast every 6 hours for listening nodes.
e when the supporting node issues a Wake Up Notification Command for sleeping nodes.

A node controlling this command class MUST also control:

e Association Command Class, version 2
e Association Group Information, version 3

For Push supporting nodes, a controlling node MUST associate itself to a group issuing Notification
Report Commands before performing a supporting node interview and providing end user
functionalities.

For Push supporting nodes, it is OPTIONAL for a controlling node to provide end user functionalities and
node properties if it cannot associate itself to an association group sending Notification Report
Commands. (e.g. all Association Groups sending the relevant command are full)

A controlling node MUST NOT remove associations in order to associate itself to an association group
issuing Notification Report Commands.

Controller SHOULD have a Ul allowing the end user to define rules or commands based on received
notifications events/states.

A controlling node SHOULD implement the capability to update its Notifications list, so that new
Notifications added in [8] are not presented as unknown.

If a controlling node receives an unknown Notification, it MUST allow the end user to identify this
notification and MAY allow the end user to assign a free-text description to that Notification.

4.14.4.1 Detailed controller guidelines

This section presents guidelines for controlling legacy sensors nodes supporting the Notification
Command Class, version 3-8.

Alarm Command Class version 2 supporting nodes operate in Push mode only. The guidelines presented
in 4.14.4.1.6 Controlling Pull Mode Sensors can also be used for controlling Alarm CC version 2
supporting nodes.

4.14.4.1.1 Sensor database

The following sections present discovery methods for sensor properties, such as Push/Pull mode or the
use of state idle notifications. Some sensor properties (e.g. configuration parameters, Association group
properties, state variables dependencies) cannot always be discovered.

If a controlling node has a database of known certified Notification sensors, it SHOULD be consulted
first before attempting to interview the Notification Command Class of a supporting node. If the
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supporting node is present in the database, a controlling node SHOULD read the sensor properties from

the database and skip any discovery.

4.14.4.1.2 Push/Pull mode discovery

A supporting node does not advertise whether it operates in Push or Pull mode. Therefore a controlling

node MUST discover what mode a supporting node implements.

The RECOMMENDED discovery steps for a controlling node are the following:

If the supporting node does not support the Association Command Class, it may be concluded that the

supporting node implements Pull Mode and discovery may be aborted.

If the supporting node supports the AGI Command Class, probe the AGI table in the following way or

read the already probed AGI table:

1. Discover how many Association groups the supporting node (and its eventual End Points)

implements by issuing an Association Supported Groupings Get Command.

2. For each association group, issue an Association Group Command List Get for the grouping
identifier. Inspect the returned Association Group Command List Report and look for the

following pair:

{Command Class x = COMMAND_CLASS_NOTIFICATION, Command X = NOTIFICATION_REPORT}. If a match
is found, conclude that the supporting node implements Push Mode and stop the discovery

process.

If no match is found at the end of the AGI test, conclude that the supporting node implements Pull

Mode. The AGl test is illustrated in Figure 15.

Controlling node

Association Supported Groupings Get

St

Association Supported Groupings Report Command

L

»

Loop ,I For each supported Association Group #i

Association Group Command List Get (Group #i)

if the following is found in the list : Assaciation Group Command List Report (Group #i)

- Command Class x =0x71

- Command x = 0x05
=» Node implements Push Maode

Figure 15, Push/Pull node discovery, AGI table probing
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If the supporting node does not support the AGI Command Class, proceed with the following
Notification Command Class test:

1.

Discover the list of supported Notification Types by issuing a Notification Supported Get
Command.
For each supported Notification Type, query the supported Events/States via the Event
Supported Get Command.
Set the status of one of the Supported Notification Types at the target node using a Notification
Set Command with the following values:

a. Notification Type = (a supported type discovered in step 1)

b. Notification Status = OxFF
Issue a Notification Get Command with the following values:

a. Notification Type = (Same as step 3.a).

b. Notification Event = (a supported Event/State discovered in step 2).
The supporting node returns a Notification Report Command.

a. If the Notification Status is OxFF, the target node implements Push Mode

b. If the Notification Status is OXFE or 0x00, the target node implements Pull Mode

c. Ifthe target node did not return a report within 10 seconds, it implements Pull Mode

The Notification Command Class test is illustrated in Figure 16.

Controlling node

e

Notification Supported Get

kA

1 - Notification Supported Report

Loop ,.I For each supported Notification Type #i

| Event Supported Get (Event Type #i)

v

Event Supported Report (Event Type #i)

3. Activate an Event Type Notification Set (Event Type #1, Status = OxFF) .

Notification Get (Event Type #1, Event #1)

4. Check the Notification Event Status
Notification Report (Notification Status)

0

5. The notification status revealswhat
Made the target node runs.

Figure 16, Push/Pull node discovery, Notification Command Class test

4.14.4.1.3 Unknown Notifications

CL:0071.01.52.05.1 This Command Class defines some Notifications as event or states. It is RECOMMENDED to treat an
unknown Notification as its own state variable.
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4.14.4.1.4 Stateidle

A controlling node receiving a “State idle” Notification for an event or state of which the “State idle”
Notification does not apply (e.g. the “heartbeat” event) SHOULD ignore the Notification. Refer to [8] for
state variables to which the “State idle” notification applies.

It is not mandatory for nodes supporting Notification Command Class, version 7 or older to send a
“State idle” Notification for returning a state variable to idle. Thus, there is a risk that a “State idle” is
never sent. A controlling node SHOULD NOT use timeouts to consider a state variable to be idle for
example 5 minutes after the last received Notification for v8 or newer supporting nodes. It MAY allow
the end user to mark states variables as idle.

4.14.4.1.5 Parameter encapsulation

A node implementing version 5 or older MAY use the following parameter encapsulation format: (User
ID, User Code Report Command) instead of (User Code Report Command).

A controlling node SHOULD accept the end user Code Report Event Parameter with a User ID byte
prefixed at the beginning of the Notification Event Parameter for backwards compatibility. A controlling
node can detect the beginning of the end user Code Report by finding the following consecutive bytes:
{byte x= COMMAND_CLASS_USER_CODE, byte x+1 = USER_CODE_REPORT}.

4.14.4.1.6 Controlling Pull Mode Sensors
The following sections present guidelines for controlling Pull sensors nodes.
4.14.4.1.6.1 Notification Get Command

This command is used to retrieve the next Notification from the receiving node’s queue. Below are
recommendations for what values controlling nodes should set in the fields of this command.

Notification Type (8 bits)
A controlling node SHOULD set the Notification Type field to OxFF.

Earlier specification text suggested that Pull nodes must not ignore this command if the Notification
Type is set to a supported type; rather than OxFF. Therefore, Pull sensors may respond to a Notification
Get for a supported Notification type by retrieving the next notification in the queue matching the
specified Notification Type.

Notification Event /State (8 bits)

A controlling node SHOULD set this field to 0x00.
A receiving node will have an unpredictable behavior if this field is set to a supported Event.

2021 Z-Wave Alliance, Inc. All Rights Reserved PAGE 32 OF 67



CL:0071.01.52.0B.1

CL:0071.01.52.0C.1

Z-Wave Command Class Control Specification

4.14.4.1.6.2 Detecting and clearing persistent notifications.

It is optional for Pull nodes to specify a sequence number in notifications.

A controlling node receiving twice the same Notification with identical sequence number SHOULD
consider the Notification as persistent. An example is given in Figure 17.

Controller
|
._-_'_.___.—-"'_.-’

MNotification Get (Type = OxFE_event = 0x00)

Pull node

e

Motification Report (Type = 0x01, event =0x01, seq= 0x1B)

F 3

MNatification Get (Type = OxFF, event = 0x00)

Motification Report (Type = 0x01, event = 0x01, seq = 0x1B)

Notification Set (Type = 0x01, status = 0x00)

Notification Get (Type = O0xFF,_event = 0x00)

Motification Report {Type = 0x01, event = 0x00, seq= 0x12)

F 3

No

No

[

007

MNode queue

Persis MNot. Event Seqnb
tent Type [state
Yes Ol 001 - Ox1B

000

003

[l

Figure 17, detecting and clearing persistent notifications, identical sequence numbers

012

DB

Due to unclear specification text, sensors may issue persistent Notifications without a sequence
number field or with a new sequence number every time. Therefore, a controlling node SHOULD
consider a notification to be persistent if it receives the same Notification (type and event/state) 5

times or more. An example is given in Figure 18.

Controller
|
,_-—l-"-_'_.-.-'_._’

Pull node

[

o

Loop J Recommended atleasts times.i=0..4

Motification Get (Type = OxFE event = 0x00)

Maotification Report (Type = 0x01, event = 0x01, seq= 0x1B + i}

Motification Set (Type = 0x01, status = 0x00)

Motification Get (Type = OxFF, event = 0x00)

Notification Report (Type = 0x01, event = 0x00, seq= 0x12)

Figure 18, detecting and clearing persistent notifications with incremental sequence numbers

No

No

001

007

Node queue

Persis Not. Event Seqnb
tent Type [state
Yes 001 Ox01 - Ox1B

[10]

003

D01

Oxl2

0B
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4.14.4.1.6.3 Status and queue empty

CL:0071.01.52.0D.1 A controlling node SHOULD stop issuing Notification Get Commands when receiving a Queue empty
notification (OxFE). Illustration is given in Figure 19.

CL:0071.01.53.04.1 All fields following the Status field MAY be omitted in the Notification Report if it advertises a Status of
OxFE (queue empty).

Controller Pull node Mode queue
Persis Mot. Event Seq nb
| .‘ tent Type Jstate
= No 001 o001 - 0x08
d - O0x4  Ox01 - OxFF
Notification Get (Type = OxFF, event = 0x00) No 0x04  0x00  OxD1 OxA3
_ Not.Report (Type = 0x01, event = 0x01, status = 0x00, seq = 0x08) No 0x04  Ox01 - 0x00

Notification Get (Type = OxFF, event = 0x00)

_ Not. Report (Type =0x04, event = 0x01, status = 0x00, seq = 0xFF)

Notification Get (Type = OxFF, event = 0x00)

_ Not. Report {Type = 0x04, event = 0x00, status = 0x00, seq = OxA3)

Notification Get (Type = OxFE, event = 0x00)

L

_ Not. Report (Type = 0x04, event =0x01, status = 0x00, seq = 0x00)

Notification Get (Type = OxFF, event = 0x00)

Not. Report (Type = 0x00, event =0x00, status = 0xFE)

Figure 19, Pull node event retrieval until receiving queue empty
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4.15 Simple AV Control Command Class, version 1-4

4.15.1 Mandatory node interview

CL:0094.01.21.01.1 A node controlling this command class MUST perform a supporting node interview according to Figure
20.
Controlling node
Simple AV
—= Control
Simple AV Control Get () N
4 Simple AV Control Report(Number of reports)
Loop J[foriin1..{number0frep0r‘ts}-]
Simple AV Control Supported Get {Report No=i) N
P Simple AV Control Supported Report{AV Codes bitmask)
Figure 20, Simple AV Control Command Class interview
4.15.2 Minimum end user functionalities
CL:0094.01.31.01.1 A node controlling this command class MUST allow the end user to perform the actions described
below.
4.15.2.1 Send a supported AV code
CL:0094.01.31.02.1 When the end user performs this action, the issued command MUST comply with Table 25.

Table 25, Simple AV Control::Send a supported AV code

Field Value

Command SIMPLE_AV_CONTROL_SET

Controlling node defined. This field MUST be incremented every time the

Sequence number . .
end user perform this action

Key attributes User defined
Command x User defined among supported AV codes
CL:0094.01.31.03.1 The end user MUST be able to select among all supported AV codes even if the controlling node does

not know what the code actually represents.
4.15.3 Node properties
CL:0094.01.41.01.1 Controller SHOULD have a Ul allowing the end user to see the following properties:

e List of supported AV Codes
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4.16 Sound Switch Command Class, version 1

4.16.1 Mandatory node interview

CL:0079.01.21.01.1 A node controlling this command class MUST perform a supporting node interview according to Figure
21.
Controlling node
Sound
Switch

Sound Switch Tones Number Get()

, Sound Switch Tones Number Report (Number of supported tones)

w

Loop J [Foreach supported Tone Identifier]

Sound Switch Tone Info Get (Tone Idenfier )

,  SoundSwitch Tone Info Report{Toneldenfier, duration, name }

-

Sound Switch Configuration Get ()

b
L4

Sound Switch Configuration Report (Currentvolume, default tone)

F 9

Figure 21, Sound Switch Command Class interview
4.16.2 Minimum end user functionalities

CL:0079.01.31.01.1 A node controlling this command class MUST allow the end user to perform the actions described
below.

4.16.2.1 Configure the sound switch

CL:0079.01.31.02.1 The end user MUST be able to configure the volume and default tone at the supporting node. When the
end user performs this action, the issued command MUST comply with Table 26.

Table 26, Sound Switch::Configure the sound switch

Field Value
Command SOUND_SWITCH_CONFIGURATION_SET
Volume User defined among 0x00..0x64 or OxFF
Default Tone identifier | User defined among supported or 0x00
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4.16.2.2 Play/stop a selected or default tone

The end user MUST be able to play the default tone, play a selected tone or stop playing a tone. When

the end user performs this action, the issued command MUST comply with Table 27.

Table 27, Sound Switch::Play/stop a selected or default tone

Field

Value

Command

SOUND_SWITCH_TONE_PLAY_SET

Tone identifier

User defined among supported tones, 0x00 and OxFF.

4.16.3 Node properties

Controller SHOULD allow the end user to see/access the following properties:

e (Last known) configured volume
e (Last known) configured default tone
e List of supported tones and their duration
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4.17 Thermostat Mode Command Class, version 1-3

4.17.1 Mandatory interview

CL:0040.01.21.01.1 A node controlling this command class MUST perform a supporting node interview according to Figure
22.
Controlling node
Thermostat
—= Mode
Thermostat Mode Supported Get() N
) Thermostat Mode Supported Report (Supported modes)
-
Thermostat Mode Get ()
P Thermostat Mode Report (current mode)
-
Figure 22, Thermostat Mode Command Class interview
4.17.2 Minimum end user functionalities
CL:0040.01.31.01.1 A node controlling this command class MUST allow the end user to perform the actions described

below.

4.17.2.1 Change mode

CL:0040.01.31.02.1 When the end user performs this action, the issued command MUST comply with Table 28.
Table 28, Thermostat Mode::Change mode

Field Value
Command THERMOSTAT_MODE_SET
Mode User defined among supported modes
CL:0040.01.31.03.1 The end user MUST be able to select between all supported modes by the supporting node, even if the

controlling node does not know what a given mode represents.
4.17.3 Node properties
CL:0040.01.42.01.1 A controlling node SHOULD have a Ul allowing the end user to see the following properties:

e Last known mode
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4.18 Thermostat Setback Command Class, version 1

4.18.1 Mandatory interview

CL:0047.01.21.01.1 A node controlling this command class MUST perform a supporting node interview according to Figure
23.
Controlling node
Thermostat
= Setback
Thermostat Setback Get() N

Thermostat Setback Report (Setback type, state)

F 9

Figure 23, Thermostat Setback Command Class interview

4.18.2 Minimum end user functionalities

CL0047.01.31.01.1 A node controlling this command class MUST allow the end user to perform the actions described
below.

4.18.2.1 Configure setback

CL:0047.01.31.02.1 When the end user performs this action, the issued command MUST comply with Table 29.
Table 29, Thermostat Setback::Change setback for a supported type

Field Value
Command THERMOSTAT_SETBACK_SET
Setback Type User defined among 0x00..0x02
Setpoint State User defined among 0x00..0x7A and 0x80..0xFF

4.18.3 Node properties
CL:0047.01.42.01.1 Controller SHOULD have a Ul allowing the end user to see the following properties:

e Last known setback type and state.
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4.19 Thermostat Setpoint Command Class, version 1-3

4.19.1 Mandatory interview

A node controlling this command class MUST perform a supporting node interview according to Figure
24,

Controlling node

Thermostat
P Setpoint
Thermostat Setpoint Supported Get () N
Thermaostat Setpoint Supported Report (Supported Setpoint types)
<
Alf] ) [If supportingnodeisvlorvi]
Loop J [Forallambiguous setpoint type iinvl-v2]
Thermostat Setpoint Get (Setpointi) >
P Thermostat Setpoint Report{Setpointi / 0x00)
<
Al ) [fnodesarev3 or newer]
Loop J [For each supported setpointtype]
Thermostat Setpoint Capabilities Get (Setpoint) N
P Thermostat Setpoint Capabilities Report{min/max, setpoint}
<
Thermostat Setpoint Get (setpointtype) N
P Thermostat Setpoint Report (setpoint type, value)
<

Figure 24, Thermostat Setpoint Command Class interview

It has been found that early implementations of this Command Class applied two non-interoperable
interpretations of the bit mask advertising the support for specific Setpoint Types in the Thermostat
Setpoint Supported Report Command.

Refer to the Thermostat Setpoint Command Class definition for the possible bitmask interpretations [2].

A controlling node SHOULD determine the supported Setpoint Types of a version 1 and version 2
supporting node by sending one Thermostat Setpoint Get Command at a time while incrementing the
requested Setpoint Type.

If the same Setpoint Type is advertised in the returned Thermostat Setpoint Report Command, the
controlling node MUST conclude that the actual Setpoint Type is supported.

If the Setpoint Type 0x00 (type N/A) is advertised in the returned Thermostat Setpoint Report
Command, the controlling node MUST conclude that the actual Setpoint Type is not supported.

4.19.2 Minimum end user functionalities

A node controlling this command class MUST allow the end user to perform the actions described
below.
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4.19.2.1 Change setpoint for a supported type

CL:0043.01.31.02.1 When the end user performs this action, the issued command MUST comply with Table 30.

Table 30, Thermostat Setpoint::Change setpoint for a supported type

Field Value
Command THERMOSTAT_SETPOINT_SET
Setpoint Type User defined among supported

. If nodes are version 3 or newer: User defined among supported values
Setpoint Value . .
If nodes are version 1 or 2: User defined.

Precision User defined
Scale Controller defined
Size User defined
CL:0043.01.31.03.1 If controlling a version 1 or 2 supporting node, the controlling node MUST allow the user to define the

Setpoint Value freely. The controlling node MUST read back the value with a Thermostat Mode
Get(Setpoint type) or use Supervision Get encapsulation and indicate to the end user if the operation
was successful.

CL:0043.01.31.04.1 The end user MUST be able to set the setpoint for any setpoint type, even if the controlling node does
not know what a given type represents.

CL:0043.01.31.05.1 The Scale field value MUST be identical to the value received in the Thermostat Setpoint Report for the
actual Setpoint Type during the node interview.

CL:0043.01.31.06.1 The controlling node SHOULD let the user define the Setpoint Value in their preferred scale but MUST
convert the value into the supporting node’s scale for issuing the Z-Wave Command

4.19.3 Node properties
CL:0043.01.42.01.1 A controlling node SHOULD have a Ul allowing the end user to see the following properties:

e Last known setpoint value for each supported setpoint type.
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4.20 User Code Command Class, version 1-2

4.20.1 Mandatory interview

A node controlling this command class MUST perform a supporting node interview according to Figure

25.

Controlling node

User Code

) [Ifnodesarev2 or newer]

User Code Capabilities Get()

i

User Code Capabilities Report (Supported options, statuses, etc.)

User Code Number Get )

.

User Code Mumber Report (Supported users)

Al

1 [Iifnodesarev2 or newer]

=

A

) [If Master Code is supported]

Master Code Get()

Master Code Report (Master Code)

.

Alt

) [If =1 Keypad Mode is supported]

Keypad Mode Get ()

v

Keypad Mode Report (Keypad Mode)

F 9

n

=

) [If User Code checksum is supported]

User Code Checksum Get ()

v

User Code Checksum Report (Checksum)

i

ALt

,J [If User Code checksum is not supported or different than 0]

Loop J [Forevery supported User Identifier]

Extended User Code Get {User Identifier)

Extended User Code Report (User ID, status, User Code)

.

Al

) [If nodesare vi]

Loop ) [For each supported User Identifier]

User Code Get (User Idenfier)

.

User Code Repaort (User ID, status, User Code)

Figure 25, User Code Command Class interview
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4.20.2 Minimum end user functionalities

A node controlling this command class MUST allow the end user to perform the actions described

below.

4.20.2.1

Set/modify a User Code

When the end user performs this action, the issued command MUST comply with Table 31 if nodes are
vl or Table 32 if nodes are v2 or newer.

Table 31, User Code::Set a User Code

Field

Value

Command

USER_CODE_SET (0x01)

User ldentifier

User defined or controlling node defined among supported User
Identifiers.

User ID status

Used defined among 0x01 and 0x02
0x02 must be used to set a reserved/forbidden user code.

User Code

User defined among 0x30..0x39 with a length in the range 4..10 bytes.

A forbidden or reserved User Code is a User Code that cannot be used at the supporting node and
cannot be allocated to a new user, for example if User Code can also be updated locally via a user

interface.

Table 32, User Code::Set a User Code (v2)

Field

Value

Command (v2)

EXTENDED_USER_CODE_SET (0x0B)

Number of User Codes (v2)

Controlling node defined

User Identifier 1..M (v2)

User defined or controlling node defined among supported User
Identifiers.

User ID status (v2)

Used defined among supported User ID statuses.

User Code Length (v2)

Controlling node defined based on the length of the User Code field.

User Code (v2)

User defined among supported ASCII characters with a length in the
range 4..10 bytes.
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4.20.2.2 Erase a User Code

When the end user performs this action, the issued command MUST comply with Table 33 if nodes are
vl and Table 34 if nodes are v2 or newer.

Table 33, User Code::Erase a User Code

Field Value

Command USER_CODE_SET

User Identifier User defined or controlling node defined among supported User

Identifiers.
User ID status 0x00
User Code 0x00000000

A controlling node MAY allow the end user to erase all user codes at once. In this case, the User
Identifier field MUST be set to 0x00.

Table 34, User Code::Erase a User Code (v2)

Field Value

Command (v2) EXTENDED_USER_CODE_SET (0x0B)

Number of User Codes (v2) | Controlling node defined

User defined or controlling node defined among supported User

User Identifier 1..M (v2) Identifiers

User ID status (v2) 0x00

User Code Length (v2) 0x00

User Code (v2) Omitted

4.20.2.3 Set the keypad mode (v2)

This action MUST be available to the end user if nodes are v2 or newer and the supporting node
supports more than one keypad mode. When the end user performs this action, the issued command
MUST comply with Table 35.

Table 35, User Code::Set the keypad mode

Field Value
Command (v2) USER_CODE_KEYPAD_MODE_SET (0x08)
Keypad Mode (v2) User defined among supported keypad modes.
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4.20.2.4 Set the Master Code (v2)

This action MUST be available to the end user if nodes are v2 or newer and the supporting node
supports the Master Code functionality. When the end user performs this action, the issued command
MUST comply with Table 36.

Table 36, User Code::Set the Master Code

Field Value

Command (v2) MASTER_CODE_SET (OxOE)

Controlling node defined based on the length of the User Code field.

Master Code Length (v2) | It MUST be possible to de-activate the Master Code if the supporting
node supports Master Code Deactivation.

User defined among supported ASCII characters with a length in the

Master Code (v2) range 4..10 bytes

4.20.3 Node properties
Controller MUST have a Ul allowing the end user to see the following properties:

e Number of supported User Codes

e The list of last known set User Codes

e The current keypad mode, if the supporting node supports more than one (v2)

e The current set Master Code, if the supporting node supports a Master Code (v2)

4.20.4 Additional control requirements

It has been found that some version 1 nodes wrongfully report obfuscated User Codes in the User Code
Report (e.g. “F*****7),

A controlling node SHOULD understand that a code has been set correctly but cannot be read back with
such nodes

If nodes are version 2 or newer, a controlling node SHOULD verify the User Code checksum (if
supported) periodically (e.g. once a day) to ensure that User Code databases are synchronized.
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4.21 Window Covering Command Class, version 1

4.21.1 Mandatory interview

CL:006A.01.21.01.1 A node controlling this command class MUST perform a supporting node interview according to Figure
26.
Controlling node
Window
— Covering
Window Covering Supported Get() N
p Window Covering Supported Report (parameters)
e |
Loop J [Foreach supparted parameter with known position]
Window Covering Get (parameter ID) N
P Window Covering Report(paramter, valug)
Figure 26, Window Covering Command Class interview
4.21.2 Minimum end user functionalities
CL:006A.01.31.01.1 A node controlling this command class MUST allow the end user to perform the actions described
below.
4.21.2.1 Go to position
CL:006A.01.31.02.1 This action MUST be available to the end user for parameters ID with known positions (odd parameters

IDs). When the end user performs this action, the issued command MUST comply with Table 37.

Table 37, Window covering::Go to a position

Field Value
Command WINDOW_COVERING_SET
Parameter count User defined (> 0x01)
Parameter ID x User defined among supported (odd values)
Value x User defined among 0x00..0x63
Duration User defined or OxFF
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4.21.2.2 Start level change up or down

CL:006A.01.31.03.1 This action MUST be available to the end user for all supported parameters ID. When the end user
performs this action, the issued command MUST comply with Table 38.

Table 38, Window covering::Start level change up or down

Field Value
Command WINDOW_COVERING_START_LEVEL_CHANGE
Up/Down User defined among 0x00 and 0x01

Parameter ID User defined among supported parameters ID
Duration User defined or OxFF

4.21.2.3 Stop level change

CL:006A.01.31.04.1 This action MUST be available to the end user for all supported parameters ID. When the end user
performs this action, the issued command MUST comply with Table 39.

Table 39, Window covering::Stop level change

Field Value
Command WINDOW_COVERING_STOP_LEVEL_CHANGE
Parameter ID User defined among supported parameters ID

4.21.3 Node properties
CL:006A.01.42.01.1 Controller SHOULD have a Ul allowing the end user to see the following properties:

e Last known position/value for all parameters IDs with known position

4.21.4 Additional control requirements

CL:006A.01.51.01.2 A controlling node MUST NOT interview and provide controlling functionalities for the Multilevel Switch
Command Class for a node (or endpoint) supporting this Command Class, as it is a fully redundant and
less precise application functionality.

5 Management Command Class Control Definitions
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5.1 Association Command Class, version 1-3

5.1.1 Mandatory node interview

CL:0085.01.21.01.1 A node controlling this command class MUST perform a supporting node interview according to Figure
27.

Controller

Association

Association Supported Groupings Get ()

Association Supported Groupings Report (Supported groups)

4
-

Loop J [foreach supported Group 1D]

Association Get (Group ID)

v

Association Report (Group 1D, Associated nodes)

r 9

Alt ) [if controlling node has SIS or Primary controller role
and destination supports Z-Wave Plus Info CC]

Association Set(Group 1, controller NodelD)

v

Figure 27, Association Command Class interview
5.1.2 Minimum end user functionalities
No minimum end user functionality is required for this Command Class.

CL:0085.01.31.01.1 A controlling node implementing a Ul that allows an end user to establish association between nodes
MUST NOT restrict the end user from establishing associations that are allowed. Refer to 5.1.4 for
allowed associations.

5.1.3 Node properties

No node property is required to be made available to the end user for this Command Class.
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5.1.4 Additional control requirements

If the supporting node also supports Multi Channel Association and the controlling node controls Multi
Channel Association, the controlling node MUST interview and control the Multi Channel Association
Command Class instead of this Command Class.

A controlling node MUST use the Association Group Information (AGl) Command Class to probe the
commands that a given association group will be sending before creating associations towards other
nodes.

If an association group in a Node A sends one or more controlling commands:

e A controlling node MUST NOT associate Node A to a Node B destination that does not support
the Command Class that the Node A will be controlling.

e A controlling node MAY create an association to a destination supporting an actuator Command
Class if the actual association group sends Basic Control Command Class.

For Association version 1 and version 2:
e A controlling node MUST NOT associate Node A to a Node B destination if Node A and
Node B’s highest Security Class are not identical.

For Association version 3:

e A controlling node MUST NOT associate Node A to a Node B destination if Node A was
not granted Node B’s highest Security Class.

If an association group in Node A sends only supporting commands:

e A controlling node MAY create an association to any Node B destination if the actual
association group sends commands reflecting the support of a Command Class by the sending
Node/End Point. Refer to [10] for supporting/controlling commands.

e A controlling node MUST NOT associate Node A to a Node B destination if Node B was not
granted Node A’s highest Security Class.

5.1.4.1 Removing associations

A controlling node MUST NOT remove already associated nodes to a destination Group to associate
themselves, unless:

- The destination NodelD/Endpoint has left the network (i.e. SIS has received a Device Reset
Locally Notification)

- The destination of a group has changed capabilities and does not support the command
received via the association group (also if a Multi Channel End Point is removed).

- Anend user has actively confirmed to remove associations

- The lifeline group is full and the controlling node has the SIS Role.
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5.2  Association Group Information (AGI) Command Class, version 1-3

5.2.1 Mandatory node interview

CL:0059.01.21.01.1 A node controlling this command class MUST perform a supporting node interview according to Figure
28.
Controller
Association
Group
s Information

‘ Association OR Multi Channel Association interview

Loop J[foreachsuppor‘tedGrouplD]

Association Group Name Get (Group ID)

Association Group Name Report (Group 1D, Group name)

.

w

Association Group Info Get (Group 1D, opt. List Mode)

Association Group Info Report (Group ID, Group info)

w

F 9

Association Group Command List Get (Group 1D)

F 9

Association Group Command List Report {Group 1D, Command List)

v

Figure 28, Association Group Information Command Class interview

CL:0059.01.23.01.1 A controlling node MAY issue a single Association Group Info Get Command by using the List Mode flag.

5.2.2 Minimum end user functionalities

No minimum end user functionality is required for this Command Class.

5.2.3 Node properties

No node property is required to be made available to the end user for this Command Class.

© 2021 Z-Wave Alliance, Inc. All Rights Reserved

PAGE 50 OF 67



Z-Wave Command Class Control Specification

5.3 Battery Command Class, version 1

5.3.1 Mandatory node interview

CL:0080.01.21.01.1 A node controlling this command class MUST perform a supporting node interview according to Figure
29.

Controller

Battery

Battery Level Get(}

v

Battery Level Report (Battery Level)

F 9

Figure 29, Battery Command Class interview
5.3.2 Minimum end user functionalities
No minimum end user functionality is required for this Command Class.
5.3.3 Node properties
CL:0080.01.41.01.1 A controlling node MUST allow the end user to see the last known battery level.
5.3.4 Additional control requirements

CL:0080.01.52.01.1 Unless unsolicited Battery Report Commands are received, a controlling node SHOULD Probe the
current battery level at least every month

CL:0080.01.51.02.1 A controlling node MUST indicate to the end user that the battery needs to be replaced or reloaded
when the supporting node issues a Battery Report with the Battery Level field set to OxFF.
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5.4 Device Reset Locally Command Class, version 1

5.4.1 Mandatory node interview

No mandatory node interview is required for this Command Class.

5.4.2 Minimum end user functionalities

No minimum end user functionality is required for this Command Class.

5.4.3 Node properties

No node property is required to be made available to the end user for this Command Class.
5.4.4 Additional control requirements

CL:005A.01.52.01.1 A controlling node receiving the Device Reset Locally Notification Command SHOULD consider the
sending node to be a failing node and accordingly perform relevant maintenance operations like
removing failing nodes, removing associations to failing nodes, etc.

CL:005A.01.51.01.1 A controlling node receiving the Device Reset Locally Notification Command MUST indicate to the end
user that the node has been reset and left the Z-Wave network.
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5.5 Firmware Update Meta Data Command Class, version 1-6

5.5.1 Mandatory node interview

A node controlling this command class MUST perform a supporting node interview according to Figure

30.

Controller

Firmware
Update MD

‘ Version Command Class interview

Firmware Meta Data Get()

w

Firmware Meta Data Report (Firmware data)

F 9

Figure 30, Firmware Update Meta Data Command Class interview

5.5.2 Minimum end user functionalities

5.5.2.1 Firmware update

A controlling node SHOULD provide a method for updating the firmware of a supporting node. The end
user SHOULD be able to select a firmware file or ask the controller to look for updates automatically.

If this functionality is available, the issued commands MUST comply with Figure 31 when the end user

performs this action.

A controlling node MAY use additional commands such as Firmware Update Activation Set Command

for the firmware update.

Controller

Firmware Meta Data Request Get (Firmware data)

Firmware
Update MD

Firmware Meta Data Request Report (Status)

v

r 9

alt ] [If Status = OxFF]

Loop ) [Forreportnumberi=0...N]

Firmware Update Meta Data Get(Reporti)

F

Firmware Meta Data Report (Reporti, Firmware data)

v

Firmware Update Meta Data Status Report (Status, waittime)

F

Figure 31, Firmware Update Meta Data::Firmware Update
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If a controlling node allows the end user to interrupt an ongoing firmware update transfer, it SHOULD
issue a FIRMWARE_UPDATE_MD_REPORT Command with the Last field set to 1 prematurely.

5.5.3 Node properties
No node property is required to be made available to the end user for this Command Class.

CL:007A.01.42.01.1 A controlling node SHOULD have a Ul allowing the end user to see the Firmware version of a supporting
node.

5.5.4 Additional control requirements

If the supporting node supports Battery Command Class and the controlling node controls Battery
CL:007A.01.52.01.1 Command Class, the controlling node SHOULD issue a Battery Get and read the battery level before
initiating a Firmware Update.

CL007A.0L52.02.1 A controlling node SHOULD NOT initiate a Firmware Update if the supporting node Battery level is less
than 50%.
CL:007A.01.51.01.1 A controlling node MUST perform a full interview of a node after performing a firmware update.
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5.6
5.6.1

Indicator Comman

Mandatory node

d Class, version 1-3

interview

A node controlling this Command Class MUST perform a supporting node interview according to Figure

32.

Controlling node

Indicator

J [if nodes are v2 or newer]

Indicator Supported Get (Indicator 1D = 0x00)

Indicator Supported Report (Next 1D, N/A)

4
w

Loop J [While "Next ID" is different than 0x00]

Indicator Supported Get (last next Indicator ID)

Indicator Supported Report (1D, Next 1D, supported properties)

4

-

Loop J [Forall supported Indicator IDs (only 1if v1)]

Indicator Get (Indicator ID)

Indicator Report (1D, Current properties, supported properties)

4

-

Figure 32, Indicator Command Class interview
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5.6.2 Minimum end user functionalities

CL:0087.01.31.01.1 A node controlling this command class MUST allow the end user to perform the actions described
below.

5.6.2.1 Identify

CL:0087.01.31.02.1 If the supporting and controlling nodes are version 3 or newer, the end user MUST be able to instruct
the node to identify itself. When the end user performs this action, the issued command MUST comply
with Table 40.

Table 40, Indicator::Identify

Field Value
Command INDICATOR_SET

Indicator 0 Value 0x00
Indicator object count 0x03
Indicator ID 1 0x50
Property ID 1 0x03
Value 1 0x08
Indicator ID 2 0x50
Property ID 2 0x04
Value 2 0x03
Indicator ID 3 0x50
Property ID 3 0x05
Value 3 0x06

The supporting node will be switched on 600ms and switched off 200ms three times.

CL:0087.01.33.01.1 A controlling node MAY hide this functionality away from the end user if the supporting node also
supports the Wake Up Command Class.

5.6.3 Node properties
CL:0087.01.42.01.1 The controlling node SHOULD have a Ul allowing the end user to see/access the following properties:

e Last known Indicators’ state/value (ON/OFF or x%), if any

5.6.4 Additional control requirements

CL:0087.01.51.01.1 A node controlling this command class MUST NOT reuse the identify command for any other purpose
than a node identification application.

CL:0087.01.52.01.3 A node controlling this Command Class SHOULD NOT make a supporting node blink 3 times for any
indication (except when using the Identify Indicator for the Identify purpose).

CL:0087.01.52.02.1 A node controlling this Command Class SHOULD allow the end user to actuate additional indicating
resources.
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5.7 Multi Channel Association Command Class, version 2-4

5.7.1 Mandatory node interview

CL:008E.01.21.01.1 A node controlling this command class MUST perform a supporting node interview according to Figure
33.
Controller
Multi
Channel

e Association

Multi Channel Association Supported Groupings Get ()

Multi Channel Association Supported Groupings Report
(Supported groups)

4
-

Loop J [foreach supported Group D]

Multi Channel Assaociation Get (Group ID)

w

Multi Channel Association Report (Group ID, Associated nodes)

9

At J [if controlling node has 515 or Primary controllerrale,
supporting node isv3 or newer and supports Z-Wave
Plus Info CC]

Multi Channel Association Set (Group 1, controller NodelD with EP D)

v

Alt J [if controlling node has SIS or Primary controller role
and supporting nodeisv2and supports Z-Wave Plus
Info CC]

Multi Channel Association Set (Group 1, controller NodelD)

w

Figure 33, Multi Channel Association Command Class interview

CL:008E.01.21.02.1 The lifeline association MUST be an End Point Association (controller NodelD after the
MULTI_CHANNEL_ASSOCIATION_SET_MARKER) if the nodes both implement Multi Channel
Association, version 3 or newer.

5.7.2 Minimum end user functionalities
No minimum end user functionality is required for this Command Class.

CL:008E.01.31.01.1 A controlling node implementing a Ul which allows an end user to establish association between nodes
MUST NOT restrict the end user from establishing associations that are allowed. Refer to 5.7.4 for
allowed associations.

5.7.3 Node properties

No node property is required to be made available to the end user for this Command Class.
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5.7.4 Additional control requirements

If the supporting node also supports Association and the controlling node controls Association, the
controlling node MUST NOT interview and control the Association Command Class.

A controlling node MUST use the Association Group Information (AGI) Command Class to probe the
commands that a given association group will be sending before creating associations towards other
nodes.

If an association group in a Node A sends one or more controlling commands:

e A controlling node MUST NOT associate Node A to a Node B destination that does not support
the Command Class that the Node A will be controlling.

e A controlling node MAY create an association to a destination supporting an actuator Command
Class if the actual association group sends Basic Control Command Class.

For Multi Channel Association version 2 and version 3:
e A controlling node MUST NOT associate Node A to a Node B destination if Node A and
Node B’s highest Security Class are not identical.

For Multi Channel Association version 4:

e A controlling node MUST NOT associate Node A to a Node B destination if Node A was
not granted Node B’s highest Security Class.

If an association group sends only supporting commands:

e A controlling node MAY create an association to any destination if the actual association group
sends commands reflecting the support of a Command Class by the sending Node/End Point.
Refer to [10] for supporting/controlling commands.

e A controlling node MUST NOT associate Node A to a Node B destination if Node B was not
granted Node A’s highest Security Class.

5.7.4.1 Removing associations

A controlling node MUST NOT remove already associated nodes to a destination Group to associate
themselves, unless:

- The destination NodelD/Endpoint has left the network (i.e. SIS has received a Device Reset
Locally Notification)

- The destination has changed capabilities and does not support the command received via the
association group (also if a Multi Channel End Point is removed).

- Anend user has actively confirmed to remove associations

- The lifeline group is full and the controlling node has the SIS Role.
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5.8
5.8.1

Version Command Class, version 1-3

Mandatory node interview

A node controlling this command class MUST perform a supporting node interview according to Figure

34.

Controlling node

i

Version

Version Get ()

Version Report (Library, protocol, firmware version, etc.)

d
<

Loop J [for all Command Classes that will be interviewed]

Version Command Class Get (Requested Command Class)

Version Command Class Report (Command Class version)

FF S

Opt) [if nodes are v3]

Version Capabilities Get ()

Version Capabilities Report (supported commands)

v

4
<

Alt J [if ZWS command is supported]

Version Z-Wave Software Get ()

Version Z-Wave Software Report (ZWS information)

v

F

Figure 34, Version Command Class interview

The interview part starting from the Version Capabilities Get Command is optional. The Controlling
node MUST interview the Version Capability Get Command before issuing the Version Z-Wave Software

Get Command if the Controlling node has the intent of using the Z-Wave software version.

5.8.2

Minimum end user functionalities

No minimum end user functionality is required for this Command Class.

5.8.3

No node property is required to be made available to the end user for this Command Class.

Node properties

5.8.4 Additional control requirements

A controlling node interviewing a Multi Channel End Point MUST request the End Point’s Command

Class version from the Root Device if the End Point does not advertise support for the Version

Command Class.
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5.9 Wake-Up Command Class, version 1-2

5.9.1 Mandatory node interview

If the controlling node has the inclusion controller or secondary controller role in a network, it MAY skip
the node interview. In any case, it MUST NOT issue a Wake-Up Interval Set to a supporting node.

If the controlling node has the SIS or primary controller role in a network, it MUST perform a supporting
node interview according to Figure 35.

SIS/Primary Controller

Wake Up

Iy J [if nodes are w2 or newer]

Wake Up Interval Capabilities Get ()

, Wake Up Interval Capabilities Report (Supported Wake-Up interval)

-

Wake-Up interval Set (Interval, Controller NodelD)

h

Al ) [ifone ofthe nodesisvi]

Wake-Upinterval Get()

w

Wake-Up interval Report (Interval, NodelD)

F 9

Figure 35, Wake Up Command Class interview

A controlling node MUST set a supported Wake Up Interval time value when commissioning a version 2
supporting node.

A controlling node MUST set its own NodelD as the Wake-Up destination.

5.9.2 Minimum end user functionalities

No minimum end user functionality is required for this Command Class.

5.9.3 Node properties
No node property is required to be made available to the end user for this Command Class.

A controlling node queuing commands for a Wake-Up node SHOULD indicate to the end user that the
commands will be transmitted when the destination wakes up again.

A controlling node MAY show to the end user the expected time until the next Wake-Up.
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5.9.4 Additional control requirements

A controlling node SHOULD verify that the Wake Up Interval Set Command executed
successfully by either using Supervision encapsulation or reading back the Wake Up Interval
settings.

If the Wake Up Interval Set Command was ignored by a version 1 supporting node, the
controlling node SHOULD try again using the currently defined interval at the supporting node
and its NodelD.

A controlling node SHOULD read the Wake Up Interval of a supporting node when the delays between
Wake Up periods are larger than what was last set at the supporting node.

6  Transport-Encapsulation Command Class Control Definitions

6.1 CRC-16 Encapsulation Command Class, version 1

6.1.1 Mandatory node interview

No node interview is required for this Command Class

6.1.2 Minimum end user functionalities

No minimum end user functionality is required for this Command Class.

6.1.3 Node properties

No node property is required to be made available to the end user for this Command Class.

6.1.4 Additional control requirements

A controlling node SHOULD use CRC-16 encapsulation to communicate with a supporting node when no
security encapsulation is used and the communication speed is lower than 100 kbits/s.

A controlling node MUST support the CRC-16 Command Class and correctly handle received commands
encapsulated with CRC-16.

A controlling node MUST use CRC-16 encapsulation to return a response to a command if the request
was received using CRC-16 encapsulation (aka “answer-as-asked”).
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6.2 Multi Channel Command Class, version 3-4

6.2.1 Mandatory node interview

CL:0060.01.21.01.2 A node controlling this Command Class MUST perform a supporting node interview as follows:
Controller
Multi
— Channel

Multi Channel End Point Get
Multi Channel End Point Report

s J

»

Multi Channel End Point Find {GDC = 0xFF, SDC = 0xFF)
Multi Channel End Point Find Report (Listall End Points)

loop J [For each Endpeint]

Alt J [If Endpoint is aggregated and nodes are vd]

Multi Channel Aggregated Member Get (End Point)
Multi Channel Aggregated Member Report (End Paint}

Alt /] [If Root Device supports 52 and was granted at least
one 52 Security Class]

MC Encap End Point[52 Commands supported Get ()]

MC Encap End Point[52 Commands supported Report()]

At ]

Multi Channel Capability Get {End Point)

Multi Channel Capability Report (End Point)

Alt J [If Root Device was 50 bootstrapped or granted 50 as
highest key]

MC Encap End Point[50 Commands supported Get ()]

MC Encap End Point[S0 Commands supported Report()]

End Point Command Class Interview

Figure 36, Multi Channel Command Class interview

6.2.2 Minimum end user functionalities
No minimum end user functionality is required for this Command Class.
6.2.3 Node properties

No node property is required to be made available to the end user for this Command Class.
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6.2.4 Additional control requirements

A node controlling this Command Class MUST provide control of all its controlled command classes on
every End Point.

6.2.4.1 Root Device and End Point Command Classes

When End Point functionality is advertised in the Root Device NIF, service discovery mechanisms like
mDNS and installer-style GUIs risk presenting a Root Device functionality which is actually a mirror
representation of an End Point functionality.

Therefore, application command classes of the Root Device capabilities that are also advertised by at
least one End Point SHOULD be filtered out by controlling nodes before presenting the functionalities
via service discovery mechanisms like mDNS or to users in a GUL.

6.2.4.2 SO only Multi Channel nodes

The following considerations apply for nodes supporting SO and Multi Channel Command Class but do
not support S2 Command Class.

Legacy SO only nodes may implement some secure and some non-secure End Points. Such a node
supporting SO must advertise SO in the Multi Channel Capability Report Command for a given End point
if the End Point can be addressed with SO encapsulation.

It has been found that legacy nodes do not always advertise SO in their Multi Channel Capability Report
Command but still support their Command Classes with SO encapsulation.

A controlling node SHOULD use SO encapsulation with all End Points if the Root Device was
bootstrapped with the SO Command Class.

A controlling node MAY interview and control Command Classes present in the Multi Channel Capability
Report of an End Point non-securely if the End Point does not respond to SO encapsulated traffic.

6.2.4.3 Association and Multi Channel Association mapping

The following considerations apply for nodes supporting Association and/or Multi Channel Association
and Multi Channel Command Class.

The Association groups functionality may be fully or partially mirrored between the Root Device and
End Points. For example, an Association Remove Command issued to the Root Device may clear the
association destination at the End Point groups.

A controlling node SHOULD read back the destinations in every group, including End Points groups after
configuring associations.
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6.3 Security 0 Command Class

6.3.1 Mandatory node interview

CL:0098.01.21.01.1 A node controlling this Command Class MUST observe the Z-Wave Plus Role Type specification [6]
requirements when including an SO node.

6.3.2 Minimum end user functionalities

No minimum end user functionality is required for this Command Class.

6.3.3 Node properties

No node property is required to be made available to the end user for this Command Class.
6.3.4 Additional control requirements

A node is controlling SO when it can perform SO bootstrapping of other nodes. The SO bootstrapping
CL:0098.01.51.01.1 process is described in the SO Command Class [4] and a controlling node MUST observe these
requirements.

CL:0098.01.51.02.1 A node controlling this Command Class MUST provide control of all its controlled command classes
using SO encapsulation.
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6.4 Security 2 Command Class

6.4.1 Mandatory node interview

CL:009F.01.21.01.1 A node controlling this command class MUST observe the Z-Wave Plus Role Type specification [6]
requirements when including an S2 node.

6.4.2 Minimum end user functionalities

No minimum end user functionality is required for this Command Class.

6.4.3 Node properties

No node property is required to be made available to the end user for this Command Class.
6.4.4 Additional control requirements

S2 Security is controlled when a node can perform S2 bootstrapping of other nodes. The Bootstrapping
CL:009F.01.51.01.1 process is described in the S2 Command Class [4] and a controlling node MUST observe these
requirements.

CL:009F.01.51.02.1 A node controlling this Command Class MUST provide control of all its controlled command classes
using S2 encapsulation and at all its granted S2 Security Classes.
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6.5 Supervision Command Class, version 1

6.5.1 Mandatory node interview

There is no mandatory node interview for a node controlling this Command Class.

6.5.2 Minimum end user functionalities

No minimum end user functionality is required for this Command Class.

6.5.3 Node properties

No node property is required to be made available to the end user for this Command Class.

6.5.4 Additional control requirements

CL:006C.0151.01.1 A node issuing Supervision Get Commands MUST declare the Supervision Command Class as controlled
during certification.

CL006C.0L51.02.1. Any node issuing Supervision Get Commands MUST comply with the following:

- The Session ID field MUST be incremented each time a new unique Supervision Get Command
is issued.

- Asending node MAY use the same Session ID for a multicast and singlecast follow-up carrying
the same encapsulated command. A sending node MAY also use the same Session ID for all
destinations of singlecast follow-up commands.

CL:006C.01.52.01.1 It has been found that some nodes issue Wake Up Notifications using the same Supervision SessionID
every time. A controlling node SHOULD accept Wake Up Notifications even if they use the same
SessionID.
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