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1 Introduction

1.1 Disclaimer

THIS SPECIFICATION IS BEING OFFERED WITHOUT ANY WARRANTY WHATSOEVER, AND
IN PARTICULAR, ANY WARRANTY OF NON-INFRINGEMENT IS EXPRESSLY DIS-CLAIMED.
ANY USE OF THIS SPECIFICATION SHALL BE MADE ENTIRELY AT THE IM-PLEMENTER’S
OWN RISK, AND NEITHER THE ALLIANCE, NOR ANY OF ITS MEMBERS OR SUBMITTERS,
SHALL HAVE ANY LIABILITY WHATSOEVER TO ANY IMPLEMENTER OR THIRD PARTY FOR
ANY DAMAGES OF ANY NATURE WHATSOEVER, DIRECTLY OR INDIRECTLY, ARISING FROM
THE USE OF THIS SPECIFICATION.

1.2 Purpose

This document specifies the Application layer of the Z-Wave and Z-Wave Long Range protocols.

1.3 Audience and Requirements

The audience of this document is the Z-Wave Alliance members and Z-Wave developers.

1.4 Terms

This document describes mandatory and optional aspects of the required compliance of a Z-Wave
product to the Z-Wave standard.

The guidelines outlined in RFC 2119 with respect to key words used to indicate requirement levels are
followed. Essentially, the key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL

NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this
document are to be interpreted as described in RFC 2119.
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1.5 Terminology And Abbreviations

Terminology and abbreviations used in this document are listed in Table 1.1

Table 1.1: Terminology and Abbreviations

Term Abbreviation Description

Association Group Infor- | AGI Additional information related to Association

mation (Command Class) Groups

Always Listening AL (node) Z-Wave node that is Always Listening. Refer to
[35] for details.

Always On End Node AOEN End nodes always powered, participating in
routing.

Central Static Controller CSC Central Controller application Role Type.

Device Type DT A pre-defined set of functionalities for an appli-
cation

Frequently Listening FL (node) Z-Wave node that is Frequently Listening. Refer
to [35] for details.

Internet Protocol 1P Internet Protocol

Least Significant Byte LSB Byte in the bytestream that has the lowest
weight

Local Area Network LAN Local Area Network

Most Significant Bit MSB Most Significant Bit

Most Significant Byte MSB Byte in the bytestream that has the highest
weight

Node Information Frame NIF Special frame indicating the capabilities of a
Z-Wave node

No Operation (Command | NOP Special frame used to verify Z-Wave connectivity

Class)

Non-Listening NL (node) Z-Wave node that is Non-Listening. Refer to
[35] for details.

Network Wide Inclusion NWI Inclusion method leveraging Explore NDPU to
include through repeaters. Refer to [35] for de-
tails.

Personal Area Network PAN Personal Area Network

Portable Controller PC Portable Controller

Portable End Node PEN Portable End Node

Quick Response QR Format use for scannable codes

Reporting Portable Con- | RPC Reporting Portable Controller

troller

Reporting Sleeping End | RSEN Reporting Sleeping End Node

Node

Role Type RT Role Type

Security 0 Command Class | SO Security 0 Command Class

Security 2 Command Class | S2 Security 2 Command Class

SUS NodeID Server SIS SUS NodeID Server

Sub Static Controller SSC Sub Static Controller

Static Update Controller SUC Static Update Controller

Transmitter Tx RF Transmitter

Z-Wave for IP Z/TP Z-Wayve for IP

© 2024 Z-Wave Alliance, Inc. All Rights Reserved
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2 Application Command Classes

2.1 Command Class Overview

The following sections present a general Command Class overview and their associated rules. The
requirements and recommendations apply to all Command Classes.

2.1.1 Overview

The Z-Wave Plus Device Type [34], Section 7 specification indicate combinations of command classes
which MUST be supported for a particular product class or type.

2.1.2 Command class format

2.1.2.1 Frame format

All commands classes have a common header consisting of a Command Class identifier and a Command
identifier. Each command can have from zero to N bytes of command data. The bit numbering starts
at zero for the least significant bit. LSB is denoted as ‘Bit 0’ and MSB is denoted as ‘Bit 7 throughout
the document.

LSB and MSB notations are also used for multi bytes fields, indicating which byte is the most signif-
icant.

Table 2.1 and Table 2.2 below show the generic command frame for the two possible formats.

Table 2.1: Generic Command format
7\6\5\4\3\2\1\0
Command Class (0x20..0xEE)
Command
Command Data 1

Command Data N

Table 2.2: Generic extended Command format
7 76 [ 5 4 3210
Command Class MSB (0xF1..0xFF)
Command Class LSB (0x00..0xFF)
Command
Command Data 1

Command Data N

2.1.2.1.1 Command class

The Command Class identifier range is shown in Table 2.3.
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Table 2.3: Command Class identifier range

Command Class Description

0x00 No Operation. Used by Z-Wave Protocol. MAY be used by the applica-
tion

0x01..0x1F Reserved for the Z-Wave protocol

0x20..0xFF Application Command Classes

0xEF Support/Control mark

0xF0 Non-interoperable

0xF100 Security Mark

0xF101..0xFFFF Extended Application Command Classes (2 byte-long Command Class
identifier)

A Command Class can contain up to 255 different Commands. If the Command Class field is in the
range 0xF1..0xFF, the Command Class identifier is therefore 2 bytes long. This allows for future
extensions of the Command Classes and provides the possibility of having more than 4000 Command
Classes.

2.1.2.1.2 Command

The command field contains the specific command indicating a node how to parse and interpret the
command data. The command field length is always 1 byte.

2.1.2.1.3 Command data (N bytes)

The command data field contains data related to the command. The description for the command
data is defined in each individual command.

Simple commands, such as Get commands, usually contain no command data. Other commands, such
as Set or Report commands can contain several bytes of command data.

2.1.2.2 Command class versioning

All command classes have a version number. The following rules apply to avoid interoperability issues
when introducing the same Command Class with different versions:

¢ A node MUST NOT discard a frame based on the length field. A receiving node MUST use the
Command Class identifier and the Command identifier to interpret the application frame. This
enables a device, which supports version 1 of a Command Class to interpret the version 1 part
of a received version 2 of the command.

e All implementations of a Command Class version higher than 1 MUST initialize all parameters
associated with the version higher than 1. Thereby a node implementing the version 2 of a
Command Class can interpret a version 1 received Command.

o A device supporting a Command Class having a version higher than 1 MUST support the Version
Command Class, version 1 [OBSOLETED] to be able to identify the supported version. If a
node does not support the Version Command Class, version 1 [OBSOLETED] at its highest
security level, it can be assumed that all Command Classes version are equal to 1.

o It is allowed to certify nodes supporting an older version of a Command Class despite a newer
version exists as long as the generic/specific device specification does not require a specific
version implemented.
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2.1.3 Controlled and Supported Command Classes

A node can support and/or control a given Command Class.
If a Command Class is supported:

The node implements all the Command Class functionalities and can be set and read back by other
nodes. When a Command Class is supported, it is REQUIRED to implement the whole Command
Class.

If a Command Class is controlled:

The node implements the ability to interview, read and/or set other nodes supporting the Command
Class. Nodes controlling Command Classes may use only a subset of the Commands within a Com-
mand Class (for example only Set commands). Even if using a Command Class partially for control,
the use must comply with the Command Class requirements.

For example, a Set Command sent to Association Group destinations is a form of Command Class
control.

2.1.4 Node Information Frame

The Node Information Frame (NIF) is used to inform other devices about the node capabilities. The
NIF contains a structure with a protocol specific part that is handled by the Z-Wave protocol and an
application specific part that is filled in by the application. The protocol specific part consists of a
bit telling if the node is a continuously listening device, the Basic Device Class the node is based on
etc. The application specific part consists of the Generic and Specific Device Class and the Command
Classes that are supported and/or controlled by the node.

Generic and Specific Device Class are defined in [34], Section 7 for Z-Wave Plus nodes.

A NIF will be sent to the controller when a node is to be included in the network, excluded from the
network or upon request.

Table 2.4, Node Information Frame Format shows the NIF structure.

Table 2.4: Node Information Frame Format

Byte descriptor 7 6 5 4 3 2 1 0
/ bit number
Capability Listen-| Rout- Max Speed Protocol Version
ing ing
Security Opt. Sensor | Sensor Beam Routing Specific | Contr- | Secur-
Func. | 1000ms | 250ms Capabi- | End Node | Device oller ity
lity
Reserved Z-Wave Protocol Specific Part
Basic *) Basic Device Class (Z-Wave Protocol Specific Part)
Generic Generic Device Class
Specific Specific Device Class
Nodelnfo[0] Command Class 1
Nodelnfo[n-1] Command Class N

*) The “Basic” field is only included when the NIF is sent by a controller

The Z-Wave Protocol in a controller saves all the Node Information except the supported and con-
trolled Command Classes when a node is included in the network. The reserved field MUST be set
to 0 by a sending node and MUST be ignored by a receiving node.
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2.1.4.1 Z-Wave Protocol Specific Part

The protocol specific part of the NIF is handled by the Z-Wave protocol. This information is auto-
matically inserted in the packet by the protocol layer when transferring data using the API.

Basic Device Class

The Basic Device Class field contains an identifier that identifies what Basic Device Class this node
is based on and is set by the Z-Wave protocol. A detailed description of all available Basic Device
Classes is given in [34], Section 7 for Z-Wave Plus devices. The Z-Wave Plus devices have an additional
parameter Role Type defining device role in the network. The Role Type parameter is announced via
the Z-Wave Plus Info Command Class (Section 3).

This field is only included when the NIF frame is sent by a controller. An end node MUST omit this
field. Refer to [35] for controller and end node definition.

2.1.4.2 Application Specific Part

The application specific part of the NIF is handled by the application. The information must be in
accordance with the defined classes to obtain interoperability.

Listening Flag

The Listening flag is used to indicate that the node is always listening if set to 1. An always listening
node must be powered continuously and reside on a fixed position in the installation. An always
listening node is included in the routing table to assist as repeater in the network. The routing table
is static during normal operation. In case the Listening flag is set to 0, the node is non-listening. This
is typically used for battery operated nodes being asleep when the protocol is idle to prolong battery
lifetime. A battery operated node is not included in the routing table and is not used as a router in
the network. In some instances the node’s position in the network is still determined, and stored by
the protocol.

Optional Functionality Flag

The Optional Functionality flag is used to indicate that this node supports other Command Classes
than the mandatory for the selected generic/specific device class and that a controlling node needs to
look at the supported Command Classes to fully control this device.

Generic Device Class

The Generic Device Class field contains an identifier that identifies what Generic Device Class this
node is part of and must be set by the application. For a detailed description of all available Generic
Device Classes, refer to [34], Section 7 for Z-Wave Plus devices.

Specific Device Class

The Specific Device Class field specifies what Specific Device Class this application is part of and must
be set by the application. For a detailed description of all available Specific Device Classes, refer to
[34], Section 7 for Z-Wave Plus devices.

Command Class

The Command Class field is used to advertise Command Classes implemented by the node. The field
MUST NOT be longer than 35 bytes.

The field MUST advertise the list of Command Classes that the node supports.

The field MAY advertise the list of Command Classes that the node can control in other
nodes. If present, the list of controlling Command Classes MUST be prepended by the COM-
MAND CLASS MARK Command Class identifier. It is NOT RECOMMENDED to advertise con-
trolled Command Classes.

It has been found that legacy controllers may read as little as 6 lines from this list. For backwards
compatibility, the list SHOULD advertise supported command classes in the order indicated in Table
2.5, NIF :: Command Class advertising priorities :
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Table 2.5: NIF::Command Class advertising priorities

Priority Command Class

1 (First line) COMMAND_ CLASS_ZWAVEPLUS_INFO Applies only to Z-Wave
Plus products

2 (if supported) COMMAND_CLASS_ SWITCH_MULTILEVEL or COM-
MAND_CLASS SWITCH_BINARY

3 (if supported) COMMAND_ CLASS SWITCH_ ALL

4 (if supported) COMMAND_ CLASS_ASSOCIATION

5 All other command classes

Table 2.6, NIF::Command Class list structure shows the Command Class list structure of the Node
Information frame:

Table 2.6: NIF::Command Class list structure

Description Command Class list field content
TT6 [ 5[4 [3[2 10
Non-secure Command Class 1 *)
Supported
Command Classes Command Class M *)
Support / Control Mark 0xEF
Non-secure Command Class 1 *)
Controlled
Command Classes Command Class K *)

*) Command classes may be extended -> spanning two bytes for one command class

The Command Class list MAY start or finish with the identifier COMMAND CLASS MARK.

2.1.4.3 NIF and Multi Channel/Security Command Classes

The NIF MUST represent command classes supported without Multi Channel or Security encapsula-
tion (Section 4).

After inclusion in a Z-Wave network, the NIF represents the node’s Command Class capabilities when
using no Security and no Multi Channel encapsulation.

Multi Channel Root Devices advertise their capabilities via the NIF, but they advertise the Command
Class capabilities of their End Points via the Multi Channel Command Class.

Security bootstrapped nodes advertise their capabilities using security encapsulation via the Security
0 or Security 2 Command Class.

The Command Class list advertised in the NIF may vary depending on the inclusion state and S0/S2
bootstrapping state of the node.

A node supporting security (SO and/or S2) MUST advertise command classes in the NIF according
to Table 2.7, NIF content depending on inclusion and security bootstrapping.
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Table 2.7: NIF content depending on inclusion and security boot-

strapping
Network inclusion | Security boot- | Command Classes advertised in the NIF
strapping
Not included in a | N/A At least all Command Classes that MUST always be

network

non securely supported. All supported Command Classes
MAY be advertised

Included in a net-
work

No security sup-
ported by the in-
cluded node

All supported Command Classes

Included in a net-
work

Before the node
times out waiting
for Security boot-
strapping

At least all Command Classes that MUST always be
non securely supported. All supported Command Classes
MAY be advertised

Included in a net-
work

Timed out wait-
ing for Security
Bootstrapping
(i.e. the process
never started)

The same Command Class list as when security bootstrap-
ping is successful but no key was granted *)

Included in a net-
work

Security ~ boot-
strapping failed.
(i.e. the process
started but did

All Command Classes that MUST always be non-securely
supported Command Classes that are supported when no
key is granted MAY be added or removed from the list. *)

not complete

without error)
Included in a net- | Bootstrapped All Command Classes that MUST always be non securely
work with S0/S2 supported only. (i.e. Command Classes supported even if

not using S0/S2 encapsulation).

*) Refer to each individual Device Type [34], Section 7 for the list of Command Classes supported
when no security key is granted

Command Classes advertised as supported in the NIF after S0/S2 bootstrapping MUST also be
supported at higher security levels unless encapsulated outside security.

2.1.4.3.1 Examples

In the case of a node requesting Access Control, they require a certain security level before supporting
their command class. For example a Door Lock Device Type will support its command classes as

shown in Figure 2.1
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Figure 2.1:

NIF before inclusion

NIF after inclusion before

NIF after bootstrapping

bootstrapping successful
Mandatory to show: or
Security 0 NIF after bootstrapping timed
Security 2 out (did not start)
Supervision or
Transport Service Bootstrapping completed and Security 0
Z-Wave Plus Info highest granted key is non- Security 2

secure Supervision

Optional to show: r Transport Service
Assaciation o Z-Wave Plus Info
AGI NIF after bootstrapping failed
Basic Other command classes are

Device Reset Locally
Door Lock

Firmware Update Meta Data

Indicator

Manufacturer Specific
Multi Channel Association

Powerlevel
WVersion

Security 0
Security 2
Supervision
Transport Service
Z-Wave Plus Info

supported in 52/50 Security
supported Command at the
highest granted key

Access Control node NIF contents (always non-secure Command Classes shown in bold)

Nodes requesting a lower security level than Access Control have more freedom about advertising their
regular command classes in the different scenarios. An example of a Binary Switch Device Type is
shown in Figure 2.2

Figure 2.2:
bold)

|

NIF before inclusion

|

or

NIF after inclusion before
bootstrapping

Mandatory to show:
Security 2
Supervision
Transport Service
Z-Wave Plus Infa

Optional to show:
Association

AGl

Basic

Binary Switch

Device Reset Locally
Firmware Update Meta Data
Indicator

Manufacturer Specific
Multi Channe! Association
Powerlevel

Version

NIF if beotstrapping timed out
[did not start at all}

NIF after bootstrapping failed

MIF after bootstrapping
successful

ar

Bootstrapping completed and
highest granted key is non-
secure

hssociation

AGI

Basic

Binary Switch

Device Reset Locally
Firmware Update Meta Data
Indicator

Manufacturer Specific
Multi Channel Association
Powerlevel

Security 2

Supervision

Transport Service
Version

Z-Wave Plus Info

Mandatory to support:
Security 2
Supervision
Transport Service
Z-Wave Plus Info

Dptional to suppart;
Association

AGI

Basic

Binary Switch

Device Reset Locally
Firmware Update Meta Data
Indicator

Manufacturer Specific
Multi Channel Association
Powerlevel

Version

Security 2
Supervision
Transport Service
Z-Wave Plus Info

Other command closses are
supported ir 52/50 Secunity
supported Command at the
highest granted key

Non-Access Control node NIF contents (always non-secure Command Classes shown in

2.1.4.4 Command Class specific NIF rules

A given Command Class MAY have additional requirement with respects to the NIF, Multi Channel
Capability Report or S0/S2 Commands Supported Report.

For example, the Basic Command Class is never advertised in the NIF or the Z-Wave Plus Info is

always in the NIF if supported.

In this case, requirements are listed in each individual Command Class definition, in the compatibility
considerations section.
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2.1.5 Multicast and broadcast commands

A node MAY send a command to several destinations using a Multicast or Broadcast frame. This is
allowed only if the actual command does not require the responding node to return a response.
Unless specified otherwise for a particular command:

e Commands requiring another command to be returned in response by a receiving node MUST
NOT be issued via multicast addressing in a Z-Wave network

e A receiving node MUST NOT return a response if a command is received via multicast address-
ing.

The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point desti-
nation are all considered multicast addressing methods.

2.1.6 Actuator Control
An actuator device may support one or more actuator command classes. This section presents termi-
nology and conventions applying to all actuator command classes.
The actuator control group comprises the following command classes:

e Barrier Operator Command Class

¢ Basic Command Class

¢ Binary Switch Command Class

e Color Switch Command Class

e Door Lock Command Class

e Multilevel Switch Command Class

e Simple AV Command Class

e Sound Switch Command Class

e Thermostat Setpoint Command Class

¢ Thermostat Mode Command Class

e Window Covering Command Class

2.1.6.1 Terminology

Actuators may be controlled in two possible manners.

A position actuator responds to a position control command, which specifies a target value
and optionally a duration for the transition from the current value to the target value. The value
may be binary or multilevel.

State control commands may be encoded as special multilevel position control values, e.g. 0xFF
for “On” and 0x00 for “Off”. The most recent (non-zero) target value is restored in response to the
“On” state control command.

A motion actuator responds to start/stop commands. A motion control command specifies a
direction, optionally a start value, and a transition rate.
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2.1.6.2 Reporting values

A position control command may be used to initiate a transition to a new target value. A position
report advertises the current value of the device hardware, optionally the target value and the re-
maining transition duration. If the transition is initiated by a motion control command, the reported
target value is the min or max value and the duration is the time needed to reach the target value at
the actual transition rate.

A controlling device should not assume that the position value advertised in a Report is identical to
a value previously issued with a position control command when a transition has ended.

A controlling node MAY want to receive application-level acknowledgements after issuing actuating
commands. It is the responsibility and choice of the controlling node whether or not to ensure that
a actuating command has been successfully executed. If doing so, it is RECOMMENDED to use the
Supervision Command Class, version 1 or MAY read back the node’s state at a later time with a Get
Command.

A supporting node receiving an actuating Command SHOULD NOT return a Report Command
advertising its status or level unless specified in the Command Class specification.

2.1.6.3 Command values vs. hardware values

A device may implement fewer hardware levels than supported by a position control Command Class.
The hardware levels should be distributed uniformly over the entire range. The mapping of command
values to hardware levels must be monotonous, i.e. a higher value MUST be mapped to either the
same or a higher hardware level. An example is found in Table 2.8, Mapping command values to
hardware levels (example).

Table 2.8: Mapping command values to hardware levels (example)

Multilevel Value Hardware level State
0 0 off
1..33 33% On
34..66 66% On
67..99 100% On

2.1.6.4 Supporting multiple actuator Command Classes

Several actuator Command Classes MAY co-exist in a node or Multi Channel End Point. For example,
a node MAY support both Window Covering Command Class and Multilevel Switch Command Class.

In this case, the two actuator Command Classes SHOULD actuate the same resource. If a node
implements several actuating resources, e.g. a LED and a power switch, it is RECOMMENDED to
use Multi Channel End Points for each individual resource.

2.1.7 Common fields and encoding
2.1.7.1 Reserved and Res fields

Fields named ‘Reserved’ or ‘Res’” MUST be set to 0 by a sending node and MUST be ignored by a
receiving node.
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2.1.7.2 Reserved values and reserved bits

Values of fields in commands that are marked as “reserved” or “res” MUST NOT be used by devices
sending commands and MUST be ignored by devices receiving commands.

Bits in commands that are marked as “reserved” or “res” MUST be set to 0 by devices sending
commands and MUST be ignored by devices receiving commands.

Undefined values for a given parameter MUST be treated as “reserved”. Reserved values MUST NOT
be used by a sending node and MUST be ignored by a receiving node.

2.1.7.3 Duration encoding

Some actuator command classes allow controlling nodes to specify a duration for reaching the target
value. The duration MUST be encoded according to Table 2.9, Actuator Command Class Duration
Set encoding.

Table 2.9: Actuator Command Class Duration Set encoding

Value Description

0x00 Instantly

0x01..0x7F 1 second (0x01) to 127 seconds (0x7F) in 1 second resolution.
0x80..0xFE 1 minute (0x80) to 127 minutes (0xFE) in 1 minute resolution.
0xFF Factory default duration.

A node supporting an actuator Command Class may advertise the duration left to reach the target
value advertised in a report. The duration MUST be encoded according to Table 2.10, Actuator
Command Class Duration Report encoding.

Table 2.10: Actuator Command Class Duration Report encoding

Value Description

0x00 0 seconds. Already at the Target Value.

0x01..0x7F 1 second (0x01) to 127 seconds (0x7F) in 1 second resolution.
0x80..0xFD 1 minute (0x80) to 126 minutes (0xFD) in 1 minute resolution.
0xFE Unknown duration

OxFF Reserved

2.1.7.4 Unsigned encoding

Unless specified otherwise in a field description, the field encoding is using unsigned representation.
Fields using unsigned encoding MUST comply with Table 2.11, Default unsigned encoding examples

Table 2.11: Default unsigned encoding examples

Value unsigned 8-bit Value Unsigned Value (hex) Unsigned

(hex) representation (hex) 16-bit rep- 32-bit rep-
(decimal) resentation resentation

(decimal) (decimal)

0x00 0 0x0000 0 0x00000000 0

0x01 1 0x0001 1 0x00000001 1

0x02 2 0x0002 2 0x00000002 2

0x7F 127 Ox7FFF 32767 Ox7FFFFFFF 2147483647

0x80 128 0x8000 32768 0x80000000 2147483648

OxFE 254 OxFFFE 65534 OxFFFFFFFE | 4294967294

0xFF 255 OxFFFF 65535 OxFFFFFFFEF | 4294967295
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2.1.7.5 Signed encoding

Some fields use the signed encoding representation.Signed encoding is using the representation. Fields
using signed encoding MUST comply with Table 2.12.

Table 2.12: Signed field encoding (two’s complement representa-

tion)
Value Signed  8-bit Value Signed 16-bit Value Signed 32-bit
representation representation representation
0x7F 127 0x7FFF 32767 0x7TFFFFFFF 2147483647
0x02 2 0x0002 2 0x00000002 2
0x01 1 0x0001 1 0x00000001 1
0x00 0 0x0000 0 0x00000000 0
0xFF -1 0xFFFF -1 OxFFFFFFFF | -1
0xFE -2 0xFFFE -2 OxFFFFFFFE | -2
0x80 -128 0x8000 -32768 0x80000000 -2147483648
2.1.7.6 Fields values and version

New Command Class versions may define new possible values for a field introduced previously. In
that case, a version column is added to the value table. A supporting node MUST support the values
associated its version and previous versions and MUST NOT support values associated to future

versions. An example is given in Table 2.13 Field values and Command Class version (example).

Table 2.13: Field values and Command Class version (example)

Value Description Version

0x00 Value introduced in version 1, valid and mandatory in all versions 1

0x01 Value introduced in version 2, valid and mandatory in version 2 and newer. | 2
Version 1 MUST consider this value as reserved

0x02 Value introduced in version 2, valid and mandatory in version 2 and newer. | 2
Version 1 MUST consider this value as reserved

0xFF Value introduced in version 3, valid and mandatory in version 3 and newer. | 3
Version 1 and 2 MUST consider this value as reserved
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2.2 Command Class Definitions

2.2.1 Alarm Command Class, version 1 [DEPRECATED]

Warning: THIS COMMAND CLASS VERSION HAS BEEN DEPRECATED

A device MAY implement this Command Class version, but it is RECOMMENDED that new
implementations comply with Notification Command Class, version 8

The Alarm Command Class allows applications to report alarm or service conditions. Since these
parameters are not standardized across devices the alarms/service parameters MUST be described in
the user manual (or an installer manual).

2.2.1.1 Interoperability considerations

The Alarm Command Class has been superseded by the Notification Command Class. Refer to most
recent version of Notification Command Class.

2.2.1.2 Alarm Get Command

This command is used to get the value of an alarm.

The Alarm Report Command MUST be returned in response to this command if the alarm type is
supported.

This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.14: Alarm Get Command
7 | 6 | 5 | 4 | 3 | 2 | 1 ] 0
Command Class = COMMAND CLASS ALARM
Command = ALARM__GET
Alarm Type

Alarm Type (8 bits)

The Alarm Type field specifies which alarm is being requested. The alarm types are specific for each
application.

2.2.1.3 Alarm Report Command

This command is used to report the type and level of an alarm.

Table 2.15: Alarm Report Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND CLASS ALARM
Command = ALARM_REPORT
Alarm Type
Alarm Level

Alarm Type (8 bits)
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Refer to explanation under the Alarm Get Command.
Alarm Level (8 bits)

The alarm level is application specific.
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2.2.2 Alarm Command Class, version 2 [DEPRECATED]

Warning: THIS COMMAND CLASS VERSION HAS BEEN DEPRECATED A
device MAY implement this Command Class version, but it is RECOMMENDED that new im-
plementations comply with Notification Command Class, version 8

The Alarm Command Class is intended for Z-Wave enabled devices capable of reporting alarm reports.
Version 2 of the Alarm Command Class is improved with the following functionalities:

e Alarm Types defined by the Z-Wave Alliance

o Interview process of supported Alarm Types

The commands not described in this version remain unchanged from Alarm Command Class, version
1 [DEPRECATED).

2.2.2.1 Interoperability considerations

The interoperability considerations from version 1 also apply for this version. Refer to Section 2.2.1.1.

2.2.2.2 Alarm Set Command

This command is used to set the activity of the Z-Wave Alarm Type and Status.

Table 2.16: Alarm Set Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND_CLASS_ ALARM
Command = ALARM_SET
Z-Wave Alarm Type
Z-Wave Alarm Status

Z-Wave Alarm Type (8 bits)
Refer to Section 2.2.1.3 Alarm Report Command
Z-Wave Alarm Status (8 bits)

This field is used to set the state of the Alarm Type. The value 0x00 will deactivate the alarm and
OxFF will activate the alarm i.e. unsolicited Alarm Report Command will be transmitted to the
node(s) defined in the Node field(s) when triggered by an event. Any other value is reserved for future
use.

Note: The factory default state MUST be described in the product manual. All Z-Wave enabled
devices MUST be able to operate based on factory default settings i.e. an end-user MUST NOT be
forced to set-up the states of the device in order to operate. The factory default state of the Z-Wave
Alarm Status SHOULD be enabled.

Products that do not allow deactivation of a specific Alarm Type, MUST respond to a Alarm Config-
uration Set deactivating the Alarm Type in question by returning an Application Rejected Request
Command of the Application Status Command Class.
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2.2.2.3 Alarm Get Command

The Alarm Get Command is used to request the alarm state for a specific alarm type announced as
supported through the Alarm Type Supported Report Command.

The Alarm Report Command MUST be returned in response to this command if the alarm type is
supported.

This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodeID and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.17: Alarm Get Command, version 2
7 [ 6 | 5 [ 4 [ 3 | 2 [ 1 [ o0
Command Class = COMMAND CLASS ALARM
Command = ALARM_GET
Alarm Type
Z-Wave Alarm Type

Alarm Type (8 bits)

This field refers to the Alarm Type of Alarm Command Class (Version 1) i.e. the application specific
Alarm Type which is not defined by the Z-Wave Alliance. If the ‘V1 Alarm’ field is set to ‘0’ as reported
via the Alarm Type Supported Report Command, this field MUST be set to ‘0’ when requesting the
report.

Z-Wave Alarm Type (8 bits)

The Z-Wave Alarm Type field MUST contain the Alarm Type identifier described in Alarm Report
Command. This parameter refers to the Alarm Types defined by the Z-Wave Alliance.

A node receiving a non-supported Z-Wave Alarm Type MUST ignore the command. A controlling
node SHOULD interview the device for supported Alarm Types by means of Alarm Type Supported
Get Command prior to Alarm Get.

2.2.2.4 Alarm Report Command

This command is used by the application to report the alarm state.

Table 2.18: Alarm Report Command, version 2
7T 6 [ 5 | 4 [ 3 ] 2 | 1T | 0
Command Class = COMMAND CLASS ALARM
Command = ALARM_REPORT
Alarm Type
Alarm Level
Zensor Net Source Node ID
Z-Wave Alarm Status
Z-Wave Alarm Type
Z-Wave Alarm Event
Number of Event Parameters
Event Parameter 1

Event Parameter N

Alarm Type (8 bits)
Refer to Section 2.2.2.4 Alarm Report Command
Alarm Level (8 bits)
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Refer to Section 2.2.2.4 Alarm Report Command
Zensor Net Source Node ID (8 bits)

Specify the Zensor Net Source Node ID, which detected the alarm condition. In Zensor Net it is
not possible to determine the Source Node ID due to the broadcast forwarded frame is without this
information on protocol level. If the device is not based on Zensor Net this field MUST be set to ‘0’

Z-Wave Alarm Status (8 bits)

Refer to Section 2.2.2.2 Alarm Set Command

Number of Event Parameters (8 bits)

Indicates the Number of Event Parameters fields used in bytes.

Z-Wave Alarm Type (8 bits), Z-Wave Alarm Event (8 bits) and Event Parameters (N
Byte)

[36] specifies the Alarm Types and its subordinate parameters defined by the Z-Wave Alliance. The
fields that do not contain any definition of the Z-Wave Alarm Type MUST be set to ‘0’ in the Alarm
Report Command.

The device MUST advertise support of the Command Class which is included for the specific Alarm
Type. Example: for Smoke Alarm, Smoke Detected the Node Naming and Location Command Class
MUST be advertised as supported in the Node Information Frame.

Alarm Type = OxFF is used by the Alarm Get Command to retrieve the first alarm detection from
the list of pending alarms.

Example: a device supports the Z-Wave Alarm Types: Smoke, CO2 and Heat. The Heat Alarm is
active e.g. overheat has been detected. When the device receives Alarm Get, Z-Wave Alarm Type
(0xFF), it must return Alarm Report, Z-Wave Alarm Type (0x04), Z-Wave Alarm Event (0x01/0x02)
and the accompanied parameters.

2.2.2.5 Alarm Type Supported Get Command

This command is used to request the supported alarm types.

The Alarm Type Supported Report Command MUST be returned in response to an Alarm Type
Supported Get command.

This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.19: Alarm Type Supported Get Command
7 | 6 | 5 | 4 | 3 | 2 | 1 ] 0
Command Class = COMMAND_ CLASS ALARM
Command = ALARM__TYPE_SUPPORTED_ GET

2.2.2.6 Alarm Type Supported Report Command

This command is used to advertise the supported alarm types in the application.
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Table 2.20: Alarm Type Supported Report Command
7 1 6 | 5 | 4 [ 3 | 2 | 1T | 0
Command Class = COMMAND_ CLASS ALARM
Command = ALARM_TYPE SUPPORTED REPORT
V1 Alarm \ Reserved \ Number of Bit Masks
Bit Mask 1

Bit Mask N

V1 Alarm (1 bit)
0 = the device implements only Notification CC V2 (or newer) Notification Type(s).

1 = the device implements Notification CC V2 Notification Types as well as proprietary Alarm CC
V1 Alarm Types and Alarm Levels.

Reserved

This field MUST be set to 0 by a sending node and MUST be ignored by a receiving node.
Number of Bit Masks (5 bits)

Indicates the Number of Bit Masks fields used in bytes.

Bit Mask (N Bytes)

The Bit Mask fields describe the supported Z-Wave Alarm Types by the device.

e Bit 0 in Bit Mask 1 is not allocated to any Z-Wave Alarm Type and MUST therefore be set to
Zero.

o Bit 1 in Bit Mask 1 indicates if Z-Wave Alarm Type = 1 (Smoke) is supported.
« Bit 2 in Bit Mask 1 indicates if Z-Wave Alarm Type = 2 (CO) is supported.
o Bit 3 in Bit Mask 1 indicates if Z-Wave Alarm Type = 3 (CO2) is supported

If the Z-Wave Alarm Type is supported the corresponding bit MUST be set to 1. If the Z-Wave Alarm
Type is not supported the corresponding bit MUST be set to O.

Z-Wave Alarm Type = 0xFF (Return first Alarm on supported list) MUST NOT be advertised in the
Bit Masks.

The number of Bit Mask fields MUST match the value advertised in the Number of Bit Masks field.

Note that the mapping of bit 1 to Alarm Type =1 differs from the support mapping used by the
Multilevel Sensor Command Class. The Multilevel Sensor Command Class maps bit 0 to Sensor Type
=1

© 2024 Z-Wave Alliance, Inc. All Rights Reserved This document may only be copied and distributed internally. Page 57



Specifications Application Work Group Z-Wave Specifications, Release 2024A April 2, 2024

2.2.3 Alarm Sensor Command Class, version 1 [DEPRECATED]

Warning: THIS COMMAND CLASS HAS BEEN DEPRECATED

A device MAY implement this command class, but it is RECOMMENDED that new implemen-
tations use the Notification Command Class.

If implementing this Command Class, it is RECOMMENDED that the Notification Command
Class is also implemented.

The Alarm Sensor Command Class is used to realize Sensor Alarms.

2.2.3.1 Alarm Sensor Get Command

This command is used to request the status of a sensor.

The Alarm Sensor Report Command MUST be returned in response to this command if the sensor
type is supported.

This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodeID and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.21: Alarm Sensor Get Command
7 \ 6 \ 5 | 4 ] 3 \ 2 \ 1 \ 0
Command Class = COMMAND CLASS SENSOR ALARM
Command = SENSOR_ALARM_ GET
Sensor Type

Sensor Type (8 bits)

Sensor Type specifies what type of sensor this command originates from. Refer to Table 2.22. The
sensor type value OxFF returns the first found supported sensor type in the bit mask (starting from
bit 0 in Bit Mask 1) by the Alarm Sensor Supported Report.

Table 2.22: Alarm Sensor Get::Sensor Type encoding

Value Sensor Type

0x00 General Purpose Alarm

0x01 Smoke Alarm

0x02 CO Alarm

0x03 CO2 Alarm

0x04 Heat Alarm

0x05 Water Leak Alarm

0xFF Return first Alarm on supported list
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2.2.3.2 Alarm Sensor Report Command

This command is used to advertise the alarm state.

Table 2.23: Alarm Sensor Report Command
7 1 6 | 5 [ 4 | 3 | 2 | 1 | 0
Command Class = COMMAND_CLASS SENSOR__ALARM
Command = SENSOR,_ALARM_REPORT
Source Node ID
Sensor Type
Sensor State
Seconds 1 (MSB)
Seconds 2 (LSB)

Source Node ID (8 bits)

Specify the source node ID, which detected the alarm condition. In a Zensor Net is it not possible to
determine the source node ID because the frame is broadcast forwarded without this information on
protocol level.

Sensor Type (8 bits)

Refer to Section 2.2.3.1 Alarm Sensor Get Command.

The Sensor Type OxFF MUST NOT be advertised in this command.
Sensor State (8 bits)

The Sensor State parameter returns the current alarm state. The value 0x00 indicates no alarm and
OxFF indicates alarm. Furthermore it can return values from 0x01 to 0x64 to indicate severity of the
alarm in percentage.

The values 0x65..0xFE are reserved and MUST be ignored by receiving nodes.
Seconds (16 bits)

The field Seconds indicates time the remote alarm must be active since last received report. The value
0x0000 indicates that the time field MUST be ignored.

2.2.3.3 Alarm Sensor Supported Get Command

This command is used to request the supported sensor types from the device.
The Alarm Sensor Supported Report Command MUST be returned in response to this command.
This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.24: Alarm Sensor Supported Get Command
7 [ 6 | 5 [ 4 | 3 [ 2 | 1 ] o0
Command Class = COMMAND_CLASS_SENSOR, ALARM
Command = SENSOR_ALARM_ SUPPORTED GET
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2.2.3.4 Alarm Sensor Supported Report Command
This command is used to report the supported sensor types from the device.

Table 2.25: Alarm Sensor Supported Report Command
7 17 6 | 5 [ 4 | 3 [ 2 | 1 [ ©
Command Class = COMMAND_ CLASS SENSOR_ALARM
Command = SENSOR__ALARM_ SUPPORTED _ REPORT
Number of Bit Masks
Bit Mask 1

Bit Mask N

Number of Bit Masks (8 bits)

Indicates the Number of Bit Masks fields used in bytes.

Bit Mask (N Bytes)

The Bit Mask fields describe the supported sensor types by the device.
o Bit 0 in Bit Mask 1 indicates if Sensor Type = 0 (General Alarm) is supported.
o Bit 1 in Bit Mask 1 indicates if Sensor Type = 1 (Smoke Alarm) is supported.

The sensor type is supported if the bit is 1 and the opposite if 0. It is only necessary to send the Bit
Mask fields from 1 and up to the one indicating the last supported sensor type. The number of Bit
Mask fields transmitted MUST be determined from the length field in the frame.

Note that the mapping of bit 1 to Sensor Type =1 differs from the support mapping used by the
Multilevel Sensor Command Class. The Multilevel Sensor Command Class maps bit 0 to Sensor Type
=1
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2.2.4 Alarm Silence Command Class, version 1

The Alarm Silence Command Class may be used to temporarily disable the sounding of the alarm
but still keep the alarm operating.

2.2.4.1 Alarm Silence Set Command

This command is used to remotely silence the sensor alarm.

Table 2.26: Alarm Silence Set Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND_CLASS_ SILENCE ALARM
Command = SENSOR_ALARM_SET
Mode
Seconds 1 (MSB)
Seconds 2 (LSB)
Number of Bit Masks
Bit Mask 1

Bit Mask N

Mode (8 bits)

Mode specifies the different options to silence sensor alarms. Modes are defined by the Z-Wave
Alliance.

Table 2.27: Alarm Silence Set Command Modes

Value Mode

0x00 Disable sounding of all sensor alarms independent of bit mask

0x01 Disable sounding of all sensor alarms independent of bit mask which have
received the alarm via the Sensor Alarm Report command

0x02 Disable sounding of all sensor alarms according to bit mask

0x03 Disable sounding of all sensor alarms according to bit mask which have
received the alarm via the Alarm Sensor Report Command

Seconds (16 bits)

The field Seconds indicates the duration sounding of the alarm must be disable but still keep the alarm
operating. If silence is engaged, the alarm will come back on when the duration expires unless the
originating sensor clears the alarm. The value 0x0000 indicates that the time field MUST be ignored.

Number of Bit Masks (8 bits)

Indicates the Number of Bit Masks fields used in bytes.

Bit Mask (N Bytes)

The Bit Mask fields describe the sensor types to disable sounding from.
o Bit 0 in Bit Mask 1 indicates if Sensor Type = 0 (General Alarm) is disabled.
o Bit 1 in Bit Mask 1 indicates if Sensor Type = 1 (Smoke Alarm) is disabled.

If the sensor type is disabled the bit MUST be set to 1. If the sensor type is not disabled the bit
MUST be set to 0. It is only necessary to send the Bit Mask fields from 1 and up to the one indicating
the last sensor type to be disabled.
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2.2.5 All Switch Command Class, version 1 [OBSOLETED]

Warning: THIS COMMAND CLASS HAS BEEN OBSOLETED New implementations
MUST NOT support this Command Class. Controlling nodes MUST use S2 Multicast mechanism
in order to achieve the All On and All Off functionality

The All Switch Command Class is used to switch all devices on or off. Devices may be excluded/in-
cluded from the all on/all off functionality. The application determines which devices there are
included in the all on/all off functionality as default.

2.2.5.1 All Switch Set Command

This command is used to instruct a device if it is included or excluded from the all on/all off func-
tionality.

Table 2.28: All Switch Set Command
7 | 6 | 5 | 4 [ 3 | 2 | 1 [ 0
Command Class = COMMAND CLASS SWITCH ALL
Command = SWITCH ALL SET
Mode

Mode (8 bits)
The mode field used to set the all on/all off functionality of the device.

Table 2.29: All Switch Set Command Modes

Mode Description

0x00 Indicate that the switch is excluded from the all on/all off functionality.

0x01 Indicate that the switch is excluded from the all on functionality but not
all off.

0x02 Indicate that the switch is excluded from the all off functionality but not
all on.

0x03..0xFE Reserved

OxFF Indicates that the switch is included in the all on/all off functionality.

2.2.5.2 All Switch Get Command

This command is used to ask a device if it is included or excluded from the all on/all off functionality.
The All Switch Report Command MUST be returned in response to this command.
This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodeID and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.30: All Switch Get Command
7 | 6 | 5 [ 4 | 3 | 2 [ 1 [ o
Command Class = COMMAND CLASS SWITCH ALL
Command = SWITCH ALL GET
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2.2.5.3 All Switch Report Command
This command is used to report if the device is included or excluded from the all on/all off functionality.

Table 2.31: All Switch Report Command
7 | 6 | 5 | 4 [ 3 | 2 | 1 [ 0
Command Class = COMMAND__CLASS_ SWITCH__ALL
Command = SWITCH_ALL REPORT
Mode

Mode (8 bits)
Refer to the All Switch Set Command.

2.2.5.4 All Switch On Command

This command is used to inform a switch that it SHOULD be turned on. A receiving device MUST
NOT react to this command if the actual operation has been prohibited via the Switch All Set
command. Like the Basic Set On command, this command MUST cause the device to restore the
most recent (non-zero) level.

Table 2.32: All Switch On Command
7 | 6 | 5 | 4 [ 3 | 2 | 1 [ 0
Command Class = COMMAND_CLASS_SWITCH_ALL
Command = SWITCH ALL ON

2.2.5.5 All Switch Off Command

This command is used to inform a switch that it SHOULD be turned off. A receiving device MUST
NOT react to this command if the actual operation has been prohibited via the Switch All Set
command.

Table 2.33: All Switch Off Command
7 | 6 | 5 | 4 [ 3 | 2 | 1 [ 0
Command Class = COMMAND CLASS SWITCH ALL
Command = SWITCH_ALL OFF
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2.2.6 Anti-theft Command Class, version 1 [OBSOLETED]

Warning: THIS COMMAND CLASS VERSION HAS BEEN OBSOLETED New
implementations MUST use the Anti-theft Command Class, version 2 [DEPRECATED] or newer.

The Anti-theft Command Class is used to disable a subset of supported/controlled command classes in
a device if the device is being excluded and re-included into a Z-Wave network again. This command
class is typically used when installing a Z-Wave device in a public location such as a hotel room
or conference center. The command class allows the user to lock the device to the actual Z-Wave
network and to render it useless if it is removed from the local network without being unlocked.
Another application would be to protect service provider owned products from leaving the service
providers network before they are paid for.

Version 2 limits the Magic Code and Anti-theft Hint maximum bytes to 10. This makes it possible
to embed Anti-theft Command Class Version 2 in one Security Command Class and thereby avoid
splitting it.
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2.2.7 Anti-theft Command Class, version 2 [DEPRECATED]

Warning: THIS COMMAND CLASS VERSION HAS BEEN DEPRECATED
New implementations SHOULD use the Anti-theft Command Class, version 3.

The Anti-theft Command Class MUST NOT be supported unless the Device Class or Device Type
implemented by the device explicitly allows for support of the Anti-theft Command Class.

The Anti-theft Command Class is intended for devices operating in public locations such as hotel
rooms or a conference center. The purpose of the Anti-theft Command Class is to render a device
useless if it is removed from its actual network without being unlocked by the owner or a service
provider.

The Anti-theft Command Class is used to disable all command classes related to the actual application
functionality of a device if is it excluded and later included in another network. It does not matter
if the device implements a single resource addressed via the Root Device or a collection of resources
addressed via individual Multi Channel End Points Enabling anti-theft protection in a device MUST
NOT change any operation with respect to supported/controlled command classes as long as the
device stays in the actual network.

If a locked device is excluded, it MUST enter the protected state. When in the protected state, the
node information frame (NIF) MUST NOT advertise support of the protected command classes.The
NIF MUST however continue advertising support of the Anti-theft Command Class and all other
non-application specific command classes; just as when the device operates in its home network.

The device MUST NOT respond to application commands while in the protected state. A device
in protected state MUST NOT leave its protected state if it is re-included into its home network.
Another Anti-Theft Set command MUST be used to either disable locking or to clear the protected
state.

The following non-device specific command classes must not be protected by the anti-theft function-
ality (i.e. will always be available in the device regardless of protection state):

e Manufacturer Specific Command Class
o Version Command Class

¢ Anti-theft Command Class

o Security Command Class (optional)

Security encapsulated command classes are allowed to be protected. In that case they must be
removed from the Security Commands Supported Report Command when in the protected state
in a foreign network.

The protection state may be updated by sending the set command with the correct magic code to the
device at any time and in any network. When the protection state is updated the device must return
to normal operation, regardless of whether the update is to disable or re-enable protection. However,
it is not possible to update protection state when device is excluded because it must be able to receive
a command.

The Anti-theft protection state must be preserved in the following situations:
o Exclusion of a network
e Reset to factory default
e OTA update of firmware

If secure device, supports Anti-theft Command Class, Security Command Class needs to be supported
regardless of anti-theft protection state. A security enabled device MUST be able to join any secure
Z-Wave network regardless of its anti-theft protection state.

It is RECOMMENDED for a device that supports anti-theft protection to have physical mark that
indicates that this device is capable of being locked. It is further RECOMMENDED that the device is
capable of signaling via a LED or other means if the device refuses inclusion in a network because the
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device is locked to another network. Finally, the user guide and installation manual MUST advertise
support of anti-theft protection.

2.2.7.1 Anti-theft Set Command

This command is used to enable/disable anti-theft protection in a device already included into a
Z-Wave Network by sending a magic code to device in question. The same magic code MUST be used
to disable anti-theft protection again. A new magic code may be used the next time to enable anti-theft
protection in the device, but only if protection is disabled at the time. A new device MUST have
anti-theft protection disabled. Enabling anti-theft protection in an already-enabled device restores it
to normal operation if it is in reduced functionality mode, but otherwise has no effect.

Table 2.34: Anti-theft Set Command
7 17 6 | 5 | 4 | 3 | 2 [ 1T | 0
Command Class = COMMAND CLASS ANTITHEFT
Command = ANTITHEFT SET
Enable \ Number of Magic Code bytes
Magic Code 1

Magic Code N
Manufacturer ID MSB
Manufacturer ID LSB

Anti-theft Hint Number Bytes
Anti-theft Hint Byte 1

Anti-theft Hint Byte N

Enable (1 bit)

The value MAY be 0 (Attempt to disable anti-theft protection in device) or 1 (Attempt to enable or
re-enable anti-theft protection in device). It is not necessary to first disable an exclude device having
protection enable; it can be re-enabled directly in a new network by using correct magic code again.

Number of Magic Code bytes (7 bits)

Indicates the Number of Magic Code fields N used in bytes. Maximum number of Magic Code fields
MUST NOT exceed 10 bytes.

Magic Code (N bytes)
The Magic Code fields hold the code to enable/disable the Z-Wave device in question.
Manufacturer ID (2 bytes)

The Manufacturer ID of the company’s product having a central role in the application requiring
anti-theft protection enabled. Device should report OxFFFF if anti-theft protection is disabled.

Manufacturer identifiers can be found in [32].
Number of Anti-theft Hint bytes (8 bits)

Indicates the Number of Anti-theft Hint fields N used in bytes. If length is 0 no Hint provided.
Maximum number of Anti-theft Hint fields MUST NOT exceed 10 bytes.

Anti-theft Hint Byte (N bytes)

Anti-theft Hint Bytes that may be used as an identifier or key value for retrieving the Magic Code. The
exact format and meaning of these Bytes is specific to the product or service that enabled anti-theft
protection on the device, as identified by the Manufacturer ID above. If it is necessary to render the
Hint Bytes for display, each byte should be interpreted as an unsigned integer value and represented
in hexadecimal.
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2.2.7.2 Anti-theft Get Command

This command is used to get an Anti-theft Report Command showing status of the Z-Wave device in

question.

The Anti-theft Report Command MUST be returned in response to this command.

This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.35: Anti-theft Get Command

|

6 | 5 | 4 [ 3 | 2 | 1 | 0

Command Class = COMMAND CLASS ANTITHEFT

Command = ANTITHEFT GET

2.2.7.3 Anti-theft Report Command

This command is used to report status of the Z-Wave device in question.

Table 2.36: Anti-theft Report Command

|

6 | 5 | 4 | 3 [ 2 [ 1 | o0

Command Class = COMMAND__CLASS_ANTITHEFT

Command = ANTITHEFT REPORT

Anti-theft Protection Status

Manufacturer ID MSB

Manufacturer ID LSB

Anti-theft Hint Number Bytes

Anti-theft Hint Byte 1

Anti-theft Hint Byte N

Anti-theft Protection Status (8 bits)

Anti-theft Protection Status specifies the actual status of Z-Wave device in question. Refer to the
table below with respect to defined status values.

Table 2.37: Anti-theft Protection Status

Value Anti-theft Protection Status

0x00 Reserved.

0x01 Anti-Theft Protection is currently DISABLED, and the Z-Wave Device
is fully functional.

0x02 Anti-Theft Protection is currently ENABLED, and the Z-Wave Device is
fully functional.

0x03 Anti-Theft Protection is currently ENABLED, and the Z-Wave Device
is NOT fully functional (i.e., the Device was excluded from a network
without disabling protection, and an ANTITHEFT_SET command with
the correct Magic Code has not yet been received in the current network).

0x04..0xFF Reserved

Manufacturer ID (2 bytes)

The Manufacturer ID of the company’s product having a central role in the application requiring
anti-theft protection enabled. Device should report OxFFFF if anti-theft protection is disabled.

Number of Anti-theft Hint bytes (8 bits)
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Indicates the Number of Anti-theft Hint fields N used in bytes. If length is 0 no Hint provided.
Maximum number of Anti-theft Hint fields MUST NOT exceed 10 bytes.

Anti-theft Hint Byte (N bytes)
Anti-theft Hint Bytes. See the Anti-Theft Set Command for more details.
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2.2.7.4 Examples

Following examples are for reference only.

2.2.7.4.1 Example of a non-secure Thermostat

Below is shown an example of the Node Information Frame (NIF) content for a non-secure thermostat.
The first NIF shows a device having anti-theft protection disabled. The device may never been included
into a network or reside in a network or excluded from a network:

Table 2.38: Disabled Anti-theft Protection

Disabled anti-theft protection

Manufacturer Specific Command Class
Version Command Class

Anti-theft Command Class

Thermostat Operating State Command Class
Thermostat Mode Command Class
Association Command Class

Battery Command Class

The second NIF shows a device having anti-theft protection enabled. The device may be excluded
from network in which it was originally anti-theft protection enabled or re-included into a network.
This also applies in case device is re-included into the network, which device originally was anti-theft
protection enabled:

Table 2.39: Enabled Anti-theft Protection

Enabled anti-theft protection
Manufacturer Specific Command Class
Version Command Class

Anti-theft Command Class

2.2.7.4.2 Example of a security enabled Thermostat

Below is shown an example of the Node Information Frame (NIF) content for a security enabled
thermostat. The first NIF shows a device having anti-theft protection disabled. The device may never
been included into a network or reside in a network or excluded from a network:

Table 2.40: Disabled Anti-theft Protection, example 2
Disabled anti-theft protection
Manufacturer Specific Command Class
Version Command Class

Security Command Class

Finally, the Security Commands Supported Report Command reports support of the following com-
mand classes:

e Anti-theft Command Class

e Thermostat Operating State Command Class
e Thermostat Mode Command Class

¢ Association Command Class

o Battery Command Class
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The second NIF shows a device having anti-theft protection enabled. The device may be excluded
from network in which it was originally anti-theft protection enabled or re-included into a network.
This also applies in case device is re-included into the network, which device originally was anti-theft
protection enabled. The NIF is unchanged because all application oriented command classes are
security encapsulated except the default command classes:

Table 2.41: Enabled Anti-theft Protection, example 2
Enabled anti-theft protection
Manufacturer Specific Command Class
Version Command Class

Security Command Class

Finally, the Security Commands Supported Report Command reports support of at least the Anti-theft
Command Class to be able to disable anti-theft protection:

o Anti-theft Command Class

The Anti-theft Command Class is supported securely making malicious attempts to enable anti-theft
protection very difficult.
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2.2.8 Anti-theft Command Class, version 3

This Command Class is used to lock (and possibly unlock) a node.

2.2.8.1 Compatibility Considerations
2.2.8.1.1 Command Class dependencies

A node supporting this Command Class MUST also support the Anti-theft Unlock Command Class,
version 1.

2.2.8.1.2 Lock/Unlock requirements

The Anti-Theft Command Class is intended for devices operating in public locations such as hotel
rooms or a conference center. The purpose of the Anti-theft Command Class is to render a device
useless if it is removed from its actual network without being unlocked by the owner or a service
provider.

A node can be locked (or protected) or unlocked.
The unlocked state means that the node will operate normally in any Z-Wave network.

The locked state means that the node will restrict usage of most of its command classes after being
excluded from a network, so that it cannot be used by any controlling unit. The locked state MUST
persist after the following operations:

o Network inclusion/exclusion
e Factory reset to default.
¢ Firmware upgrade

When a node is locked and either excluded from a network or factory reset to default, it will en-
ter its restricted mode. In the restricted mode, the node will not grant access to its application
functionalities. The restricted mode MUST stop when the node is unlocked again.

When a node runs in the restricted mode, the NIF MUST adapt its content to reflect the currently
supported Command Classes. The following Command Classes MUST still be supported when a node
is running in restricted mode:

o Anti-Theft Command Class

o Anti-Theft Unlock Command Class

e Manufacturer Specific Command Class
e Version Command Class

¢ Wake-Up Command Class

e All Command Classes that MUST always be supported at the non-secure level, refer to List of
defined Z-Wave Command Classes (see “This Command Class MUST always be in the NIF if
supported”)

All other supported command classes SHOULD be removed in the restricted mode.

The locked state may be changed back to unlocked with this Command Class or the Anti-Theft Unlock
Command Class.

When in restricted mode, a node MUST still be able to enter learn mode and join or leave a Z-Wave
Network and support Z-Wave protocol operations.
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2.2.8.1.3 Multi Channel Considerations

Multi Channel End Points SHOULD NOT support Anti-theft Command Class.

2.2.8.2 Anti-Theft Set Command

This command is used to lock or unlock a node.

Table 2.42: Anti-theft Set Command, version 3
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND_CLASS ANTITHEFT (0x5D)
Command = ANTITHEFT_SET (0x01)
State \ Number of Magic Code bytes
Magic Code 1

Magic Code N
Manufacturer ID MSB
Manufacturer ID LSB
Anti-theft Hint Length

Anti-theft Hint

Anti-theft Hint M
Z-Wave Alliance locking entity ID (MSB)
Z-Wave Alliance locking entity ID (LSB)

State (1 bit)

This field MUST indicate the desired locked/unlocked state for the receiving node.

The value 0 MUST indicate that the supporting node MUST change its state to unlocked.
The value 1 MUST indicate that the supporting node MUST change its state to locked.

If the receiving node is currently locked and this field is set to 0 (unlock), the receiving node MUST
change its state to unlocked if the Magic Code field value matches the Magic Code value that was
used to lock the node.

If the receiving node is currently locked and this field is set to 1 (lock), the receiving node MUST
ignore this command.

If the receiving node is currently unlocked and this field is set to 0 (unlock), the receiving node MUST
ignore this command.

If the receiving node is currently unlocked and this field is set to 1 (lock), the receiving node MUST
change its state to lock and save the associated Magic code, Manufacturer ID, Anti-Theft Hint and
Z-Wave Alliance locking entity ID.

Magic Code Length (7 bit)

This field MUST indicate the length (in byte) of the Magic Code field.

This field MUST be in the range 1..10.

Magic Code (N bytes)

This field contains the Magic Code used to lock or unlock the node.

The length of this field in byte MUST be according to the Magic Code Length field.

The receiving node MUST change its state from locked to unlocked if and only if this field’s value
matches the Magic Code that was used to lock the node.

Manufacturer ID (2 bytes)
This field describes the Z-Wave Manufacturer ID of the company’s product that has locked the node.
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This field MUST be set to 0x00 by a sending node and ignored by a receiving node if the State field
is set to 0.

If a controlling node has a Z-Wave Manufacturer ID assigned, this field MUST be set to its assigned
Manufacturer ID in Z-Wave Plus Assigned Manufacturer IDs.

If a controlling node has no Z-Wave Manufacturer ID assigned, this field MUST be set to 0x00.
Anti-theft Hint Length (8 bits)

This field MUST indicate the length (in byte) of the Anti-Theft Hint field.

This field MUST be in the range 0..10.

Anti-theft Hint (N bytes)

This field is used as an identifier or key value to help retriving the Magic Code.

The length of this field in byte MUST be according to the Anti-Theft Hint Length field. This field
MUST be omitted if the Anti-Theft Hint Length field is set to 0.

The format of this field is manufacturer/controlling node specific.

Z-Wave Alliance locking entity ID (2 bytes)

This field MUST specify a unique identifier for the entity that has locked the node.

A supporting node MUST NOT change its state to locked if this field is omitted or set to 0x00.

A controlling node MUST NOT lock a device without having a valid Z-Wave Alliance locking entity
ID value.

Contact the Z-Wave Alliance to get an ID assigned. With this ID, the Z-Wave alliance will be able
to provide the following information:

o Name of the organization
e Contact Phone for unlock information
e Optional website/url
e Optional unlock support email address
This field MUST be set to 0x00 if the state field is set to 0.
This field MUST NOT be set to 0x00 if the state field is set to 1.

2.2.8.3 Anti-theft Get Command

This command is used to request the locked/unlocked state of a supporting node.
The Anti-Theft Report Command MUST be returned in response to this command.
This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodeID and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.43: Anti-theft Get Command, version 3
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND_CLASS ANTITHEFT (0x5D)
Command = ANTITHEFT_GET (0x02)
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2.2.8.4 Anti-Theft Report Command

This command is used to advertise the lock/unlock state of a supporting node.

Table 2.44: Anti-theft Report Command, version 3
7 1 6 | 5 [ 4 | 3 | 2 | 1 | 0
Command Class = COMMAND_CLASS ANTITHEFT (0x5D)
Command = ANTITHEFT_REPORT (0x03)
Anti-theft Protection Status
Manufacturer ID MSB
Manufacturer ID LSB
Anti-theft Hint Length
Anti-theft Hint 1

Anti-theft Hint N
Z-Wave Alliance locking entity ID (MSB)
Z-Wave Alliance locking entity ID (MSB)

Anti-theft Protection Status (8 bits)

Anti-theft Protection Status specifies the actual status of Z-Wave device in question. Refer to the
table below with respect to defined status values.

Table 2.45: Anti-theft Protection Status, version 3

Value Description
0x00 Reserved.
0x01 Anti-Theft Protection is currently disabled, the node is unlocked
0x02 Anti-Theft Protection is currently enabled, the node is locked.
However, it did not change network so it is fully functional.
0x03 Anti-Theft Protection is currently enabled, the node is locked.
The node was reset and/or changed network and runs in restricted mode.
0x04..0xFF Reserved

Manufacturer ID (2 bytes)
This field describes the Z-Wave Manufacturer ID of the company’s product that has locked the node.
This field MUST be set to 0x00 if the Anti-theft Protection Status field is set to 0x01.

If the Anti-theft Protection Status field is set to 0x02 or 0x03 and a Z-Wave Manufacturer listed in [32]
has locked the node, this field will advertise the Manufacturer ID that was provided in the Anti-theft
Set Command.

If the Anti-theft Protection Status field is set to 0x02 or 0x03 and an entity who’s not a Z-Wave
Manufacturer listed in [32] has locked the node, this field will be set to 0x00.

Anti-theft Hint Length (8 bits)

This field MUST indicate the length (in byte) of the Anti- Theft Hint field.

This field MUST be in the range 0..10.

If the Anti-theft Protection Status field is set to 0x01, a sending node MUST set this field to 0.

If the Anti-theft Protection Status field is set to 0x02 or 0x03, a sending node MUST advertise the
length of the Anti-Theft Hint field that was used to lock the node.

Anti-theft Hint (N bytes)
This field is used as an identifier or key value to help retrieving the Magic Code.

The length of this field in byte MUST be according to the Anti-Theft Hint Length field. This field
MUST be omitted if the Anti-Theft Hint Length field is set to 0.
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A supporting node MUST advertise the value that was specified in the Anti-Theft Set Command
when it got locked.

Z-Wave Alliance locking entity ID (2 bytes)

This field advertises a unique identifier for the entity that has locked the node. Anti-Theft Command
Class, list of assigned Locking Entity IDs registry contains the valid assigned IDs with additional
information about the entity.

Contact the Z-Wave Alliance to get an ID assigned. With this ID, the Z-Wave alliance will be able
to provide the following information:

e Name of the organization

¢ Contact phone for unlock information
o Optional website/url

e Optional unlock support email address

This field MUST be set to 0x00 if the Anti-theft Protection Status field is set to 0x01.
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2.2.9 Anti-theft Unlock Command Class, version 1

This Command Class is used to unlock a device that has been locked by the Anti-theft Command
Class. Controllers that do not lock devices still can control this command class in order to unlock
devices that have been locked by previous owners.

2.2.9.1 Compatibility Considerations

A node supporting this Command Class MUST also support the Anti-Theft Command Class, version
3.

2.2.9.1.1 Multi Channel Considerations

Multi Channel End Points SHOULD NOT support the Anti-Theft Unlock Command Class.

2.2.9.2 Anti-Theft Unlock State Get Command

This command is used to request the locked /unlocked state of the node.
The Anti-Theft Unlock State Report Command MUST be returned in response to this command.
This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodeID and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.46: Anti-theft Unlock State Get Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND_CLASS ANTITHEFT UNLOCK (0x7E)
Command = COMMAND_ANTITHEFT UNLOCK_STATE_GET (0x01)

2.2.9.3 Anti-Theft Unlock State Report Command

This command is used to advertise the current locked /unlocked state of the node with some additional
information.

Table 2.47: Anti-theft Unlock State Report Command
71 6 | 5 [ 4 [ 3 | 2 [ 1 [ 0
Command Class = COMMAND__CLASS ANTITHEFT UNLOCK (0x7E)
Command = COMMAND__ANTITHEFT_ UNLOCK_STATE_REPORT (0x02)
Reserved Anti-theft Hint Length Re- State
stricted

Anti-theft Hint

Anti-theft Hint N
Manufacturer ID (MSB)
Manufacturer ID (LSB)

Z-Wave Alliance locking entity ID (MSB)
Z-Wave Alliance locking entity ID (MSB)

State (1 bit)
This field MUST indicate the current locked/unlocked state of the device.
The value 0 MUST indicate that the supporting node is unlocked.
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The value 1 MUST indicate that the supporting node is locked.

The value 0x01 from the Anti-theft Protection Status field from the Anti-theft Report Command
MUST be mapped to the value 0 for this field

The values 0x02 and 0x03 from the Anti-theft Protection Status field from the Anti-theft Report
Command MUST be mapped to the value 1 for this field

Restricted (1 bit)

This field MUST indicate if the node currently runs in restricted mode.
The value 0 MUST indicate that the supporting node is not restricted.
The value 1 MUST indicate that the supporting node is restricted.
This field MUST be set to 0 if the State field is set to 0.

The values 0x01 and 0x02 from the Anti-theft Protection Status field from the Anti-theft Report
Command MUST be mapped to the value 0 for this field

The value 0x03 from the Anti-theft Protection Status field from the Anti-theft Report Command
MUST be mapped to the value 1 for this field

Anti-theft Hint Length (4 bits)

This field MUST indicate the length (in byte) of the Anti- Theft Hint field.
This field MUST be in the range 0..10.

If the state field is set to 0, a sending node MUST set this field to 0.

If the state field is set to 1, a sending node MUST advertise the length of the Anti-Theft Hint field
that was used to lock the node.

Anti-theft Hint (N bytes)
This field is used as an identifier or key value to help retrieving the Magic Code.

The length of this field in byte MUST be according to the Anti-Theft Hint Length field. This field
MUST be omitted if the Anti-Theft Hint Length field is set to 0.

A supporting node MUST advertise the value that was specified in the Anti-Theft Set Command
when it got locked.

Manufacturer ID (2 bytes)
This field describes the Z-Wave Manufacturer ID of the company’s product that has locked the node.
This field MUST be set to 0x00 if the state field is set to 0.

If the state field is set to 1 and a Z-Wave Manufacturer listed in [32] has locked the node, this field
will advertise the Manufacturer ID that was provided in the Anti-theft Set Command.

If the state field is set to 1 and an entity who’s not a Z-Wave Manufacturer listed in [32] has locked
the node, this field will be set to 0x00.

Z-Wave Alliance locking entity ID (2 bytes)

This field advertises a unique identifier for the entity that has locked the node. Anti-Theft Command
Class, list of assigned Locking Entity IDs registry contains the valid assigned IDs with additional
information about the entity.

Contact the Z-Wave Alliance to get an ID assigned. With this ID, the Z-Wave alliance will be able
to provide the following information:

e Name of the organization
¢ Contact phone for unlock information
« Optional website/url

e Optional unlock support email address
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This field MUST be set to 0x00 if the state field is set to 0.

If the state field is set to 1, this field MUST advertise the ID that was provided in the Anti-Theft Set
Command.

2.2.9.4 Anti-Theft Unlock Set Command

This command is used to unlock a node that is currently locked.

A receiving node MUST ignore this command if its current state is unlocked.

Table 2.48: Anti-theft Unlock Set Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND_CLASS ANTITHEFT UNLOCK (0x7E)
Command = COMMAND_ANTITHEFT UNLOCK_SET (0x03)

Reserved \ Magic code length
Magic Code 1

Magic Code N

Magic Code Length (4 bits)

This field MUST indicate the length in byte of the Magic Code field.

This field MUST be in the range 1..10

Magic Code (N bytes)

This field contains the Magic Code used to unlock the node.

The length of this field in byte MUST be according to the Magic Code Length field.

The receiving node MUST change its state to unlocked (and exit restricted mode) if this field’s value
matches the Magic Code that was used to lock the node.
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2.2.10 Authentication Command Class, version 1 [NEVER CERTIFIED]

Warning: THIS COMMAND CLASS HAS NEVER BEEN CERTIFIED

This command class has never been implemented and certified by a Z-Wave product Therefore,
this Command Class definition MAY be updated in a non-backwards compatible manner, or even
removed.

Consult with the Z-Wave Alliance Application Work Group if you consider implementing this
Command Class.

Authentication Command Class is a generic Command Class which can be used for transporting
different technology authentication data contents (e.g., RFID, Magnetic Cards, etc.) in a Z-Wave
network for access control systems.

2.2.10.1 Terminology

Authentication Data contents are initialized on a supporting node using a unique Authentication
Data ID. Each Authentication Data ID also has an Authentication Technology Type, represent-
ing the input or technology with which the Authentication Data can be used. A user having access
with several types of input technologies will have a Data Identifier for each of the technologies.

A node may support one or more authentication technologies including User Code. Combination
of valid sets of Authentication Data can be configured on a supporting node using a unique
Authentication ID. The Authentication ID will for example allow a user only if he/she inputs
both an RFID tag and the corresponding User Code. An actual user may be associated with several
Authentication IDs.

An example of Authentication Data ID and Authentication ID configurations are described in Figure
2.4.

A node may support a Checksum functionality. A controlling node can request a checksum represent-
ing all authentication data content (either Authentication IDs or Authentication Data IDs) defined at
the supporting node to ensure that the authentication data content databases are synchronized.

2.2.10.2 Interoperability Considerations

This Command Class can be used in conjunction with the Entry Control Command Class, to report
the Authentication Data input to a controlling application.

This Command Class can be used in conjunction with the Door Lock Command Class or Barrier
Operator Command Class. In this case, a supporting node MUST reflect Authentication Data inputs
in the door lock status when relevant. (e.g. when the door becomes unsecured by Authentication
Data input, the Door Lock Operation mode is updated to unsecure with an optional timeout).

A node supporting this Command Class MAY have an Association group issuing the corresponding
Door Lock Operation Set Commands or Basic Set Commands when there are a valid Authentication
Data input in order to control other door locks.

A supporting node may support several authentication technologies such as User Code, RFID, Cards
and etc. A combination these technologies may also be needed to get access. In this case, a supporting
node can be configured to accept certain combinations of authentication technologies.

An assigned User Code in the User Code Command Class may be part of an Authentication ID. In
this case, all the Authentication credentials (including the User Code) defined in the Authentication
ID MUST be input at the node in order to trigger the outcome defined by the User Code Status.

In other words, the User Code input alone is no longer enough, it will require all the credentials defined
in the Authentication ID to get access. An example is given in Figure 2.3.
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2.2.10.3 Authentication Capability Get Command

This command is used to request the Authentication technology capabilities, number of Authentication

ID and Data ID supported by the receiving node.

The Authentication Capability Report Command MUST be returned in response to this command.

This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point

destination are all considered multicast addressing methods.

Table 2.49: Authentication Capability Get Command

7 | 6 [ 5 [ 4 [ 3 [ 2 [ 1

0

Command Class = COMMAND__CLASS__AUTHENTICATION (0xA1)

Command = AUTHENTICATION__CAPABILITIES_GET (0x01)

2.2.10.4 Authentication Capability Report Command

This command is used to advertise the Authentication Command Class capabilities of sending node.

Table 2.50: Authentication Capability Report Command

served length

7 | 6 [ 5 | 4 | 3 \ 2 \ 1 0
Command Class = COMMAND__CLASS AUTHENTICATION (0xAl)
Command = AUTHENTICATION _CAPABILITIES REPORT (0x02)
Supported Data ID Entries (MSB)
Supported Data ID Entries (LSB)
Supported Authentication ID Entries (MSB)
Supported Authentication ID Entries (LSB)
MAR | MADR OR Re- Supported Authentication Technology Type Bit Mask

Supported Authentication Technology Type Bit Mask 1

Supported Authentication Technology Type Bit Mask N

Supported Checksum Type Bit Mask

Reserved \ Supported Fallback Status Bit Mask length

Supported Fallback Status Bit Mask 1

Supported Fallback Status Bit Mask N

Reserved

This field MUST be set to 0 by a sending node and MUST be ignored by a receiving node.
Supported Data ID Entries (16 bits)

This field is used to advertise the number of supported Authentication Data ID Entries.
The first byte MUST carry the most significant byte of the 16 bits value.

This field MUST be set to the total amount of supported Authentication Data IDs. This field MUST

be in the range 1...65535.

Supported Authentication ID Entries (16 bits)

This field is used to advertise the number of supported Authentication ID Entries.
The first byte MUST carry the most significant byte of the 16 bits value.

This field MUST be set to the total amount of supported combinations entries. This field MUST be

in the range 1..65535.
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MAR (Multiple Authentication ID Report) Support (1 bit)

This field indicates if the sending node supports reporting the Multiple Authentication ID Blocks
at once in a single Authentication Technologies Combination Report Command. This functionality
should be supported by node supporting large amount of Authentication ID Entries.

The value 1 MUST indicate that the Multiple Authentication ID Report functionality is supported.
The value 0 MUST indicate that the Multiple Authentication ID Report functionality is not supported.
MADR (Multiple Authentication Data ID Report) Support (1 bit)

This field indicates if the sending node supports reporting the Multiple Authentication Data ID Blocks
at once in a single Authentication Data Report Command. This functionality should be supported
by node supporting large amount of Authentication Data ID Entries.

The value 1 MUST indicate that the Multiple Authentication Data ID Report functionality is sup-
ported.

The value 0 MUST indicate that the Multiple Authentication Data ID Report functionality is not
supported.

OR Support (1 bit)

This field is used to advertise if the node supports being set Authentication ID combinations using a
OR logic (User Code OR Authentication data ID 1 OR .. OR Authentication data ID N)

The value 1 MUST indicate that the OR flag in the Authentication Technologies combination is
supported.

The value 1 MUST indicate that the OR flag in the Authentication Technologies combination is not
supported.

Supported Authentication Technology Type Bit Mask length (4 bits)

This field MUST advertise the length in bytes of the Supported Authentication Technology Type Bit
Mask field carried in the command.

This field MUST be set to the minimum value which allows advertising all supported Authentication
Technology types.

Supported Authentication Technology Type Bit Mask (N bytes)

This field advertises the supported Authentication Technology Type values. The length of this field in
bytes MUST match the value advertised in the Supported Authentication Technology Bit Mask Length
field.

Authentication Technology Type values are described in Table 2.52. In this field the supported
Authentication Technology Type values MUST be encoded as follow:

« Bit 0 in Bit Mask 1 represents Authentication Technology Type 0x00 (reserved) and MUST be
set to 0.

e Bit 1 in Bit Mask 1 represents Authentication Technology Type 0x01.
e Bit 2 in Bit Mask 1 represents Authentication Technology Type 0x02.
If an Authentication Technology Type is supported, the corresponding bit MUST be set to ‘1.
If an Authentication Technology Type is not supported, the corresponding bit MUST be set to ‘0.

All other bits are reserved and MUST be set to zero by a sending node. Reserved bits MUST be
ignored by a receiving node.

Supported Checksum Type Bit Mask (8 bits)
This field advertises the supported Checksum Type values.

Checksum Type values are described in Table 2.60. The supported Checksum Type values MUST be
encoded as follow:
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o Bit 0 in Bit Mask 1 represents Checksum Type 0x00.
e Bit 1 in Bit Mask 1 represents Checksum Type 0x01.
If a Checksum Type is supported, the corresponding bit MUST be set to ‘1’
If a Checksum Type is not supported, the corresponding bit MUST be set to ‘0.

All other bits are reserved and MUST be set to zero by a sending node. Reserved bits MUST be
ignored by a receiving node.

Supported Fallback Status Bit Mask length (4 bits)

This field MUST advertise the length in bytes of the Supported Fallback Status Bit Mask field carried
in the command.

This field MUST be set to the minimum value which allows advertising all supported Fallback Statuses.
Supported Fallback Status Bit Mask (N bytes)

This field advertises the supported Fallback Status values. The length of this field in bytes MUST
match the value advertised in the Supported Fallback Status Bit Mask Length field.

Fallback Status values are described in Table 2.56. This field MUST be encoded as follow:
o Bit 0 in Bit Mask 1 represents Fallback Status 0x00.
e Bit 1 in Bit Mask 1 represents Fallback Status 0x01.

Fallback Statuses 0x00 and 0x01 MUST be supported by all supporting nodes.

If a Fallback Status is supported, the corresponding bit MUST be set to ‘1’

If a Fallback Status is not supported, the corresponding bit MUST be set to ‘0.

All other bits are reserved and MUST be set to zero by a sending node. Reserved bits MUST be
ignored by a receiving node.

2.2.10.5 Authentication Data Set Command

This command is used to define Authentication Data for a given Data Identifier at the receiving node.

Table 2.51: Authentication Data Set Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND_CLASS AUTHENTICATION (0xA1l)

Command = AUTHENTICATION_DATA_SET (0x03)
Authentication Data ID 1 (MSB)
Authentication Data ID 2 (LSB)

Reserved \ Authentication Technology Type

Authentication Data length
Authentication Data 1

Authentication Data N

Reserved

This field MUST be set to 0 by a sending node and MUST be ignored by a receiving node.
Authentication Data ID (16 bits)

This field is used to identify an Authentication Data entry.

This field MUST be in the range 0..Max Number of Supported Data ID Entries advertised by the
node in the Authentication Capability Report Command.
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The first byte MUST carry the most significant byte of the 16 bits.

Values in the range 1..Max Number of Supported Data ID Entries MUST indicate the actual Authen-
tication Data ID record to update.

The value 0 MUST indicate that the receiving node MUST erase the Authentication Data for all
supported Authentication Data ID that are associated to specified Authentication Technology
Type. If this field is set to 0x00, the Authentication Data length MUST be set to 0x00.

Authentication Technology Type (4 bits)
This field is used to specify the authentication medium associated to the Authentication Data ID.

The field MUST be encoded according to Table 2.52.

Table 2.52: Authentication Data Set::Authentication Technology
Type encoding

Value Authentication Technology Version
0x00 Reserved 1
0x01 RFID tag 1
0x02 Magnetic card 1
0x03..0x0F Reserved 1

Authentication Data length (8 bits)
This field is used to describe the length in bytes of the Authentication Data field.

The value 0 MUST indicate to erase the data entry represented by the Data Identifier. ** Authenti-
cation™* Data (N bytes)

This field is used to advertise the Authentication Data contents to be set the specified Authentication
Data ID.

The length of this field in bytes MUST be according to the corresponding Authentication Data Length
field value. If the Authentication Data Length field is set to 0x00, this field MUST be omitted.

2.2.10.6 Authentication Data Get Command

This command is used to request the Authentication Data defined for a given Authentication Data
1D.

The Authentication Data Report MUST be returned in response to this command.
This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodeID and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.53: Authentication Data Get Command
7 7 6 | 5 | 4 | 3 [ 2 [ 1 ] o
Command Class = COMMAND_CLASS AUTHENTICATION (0xA1)
Command = AUTHENTICATION_DATA_GET (0x04)
Authentication Data ID 1 (MSB)
Authentication Data ID 2 (LSB)
Reserved \ Report More

Authentication Data ID (16 bits)
This field is used to describe the requested authentication Data Identifier.
The first byte MUST carry the most significant byte of the 16 bit value.

© 2024 Z-Wave Alliance, Inc. All Rights Reserved This document may only be copied and distributed internally. Page 83



Specifications Application Work Group Z-Wave Specifications, Release 2024A April 2, 2024

A supporting node MUST return this value in the Authentication Data ID field of the first Authenti-
cation Data ID Block in the returned Authentication Data Report Command.

Report More (1 bit)

This field is used to instruct the receiving node to report as many Authentication Data ID as possible
within a single Z-Wave command (that fits in a single Z-Wave frame) because the sending node intends
to read the whole (or a large part of the) Authentication Data database.

This field MUST be ignored by a receiving node if it advertises no support for Multiple Authentication
Data Report (MADR) in the Authentication Capability Report Command.

The value 0 MUST indicate to return a report for the requested Authentication Data ID only.

The value 1 MUST indicate to return a report for the requested Authentication Data ID and addi-
tionally report as many Authentication Data ID blocks as possible in the response.

When this field is set to 1, a node advertising support for Multiple Authentication Data Report
(MADR) in the Authentication Capability Report Command:

e« SHOULD return at least 2 Authentication Data ID blocks in the Authentication Data Report
Command unless the last used Authentication Data ID or a non-supported Authentication Data
ID is requested.

e« SHOULD return as many consecutive non-empty Authentication Data ID record as possible.

e The subsequent Authentication Data ID blocks MUST contain consecutive Authentication Data
ID having Authentication Data length different than 0. For example, a node supports 5 authen-
tication Data IDs and both RFID (0x01) and Magnetic card (0x02) authentication technologies,
and the setting is defined as follow. In this case, the supporting node MUST report Authen-
tication Data ID 1 and 4 when requested about Authentication Data ID 1. - Authentication
Data ID 1, Technology Type = 0x01, Data length = 3, Data = C10001 - Authentication Data
ID 2, Technology Type = 0x01, Data length = 0 - Authentication Data ID 3, Technology Type
= 0x01, Data length = 0 - Authentication Data ID 4, Technology Type = 0x02, Data length =
2, Data = CDF1 - Authentication Data ID 5, Technology Type = 0x02, Data length = 0

2.2.10.7 Authentication Data Report Command

This command is used to advertise the Authentication Data assigned at the supporting node for a
given Authentication Data ID entry.
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Table 2.54: Authentication Data Report Command
7 1 6 | 5 | 4 | 3 [ 2 | 1 ] 0
Command Class = COMMAND__CLASS AUTHENTICATION (0xAl)
Command = AUTHENTICATION_DATA_REPORT (0x05)
Number of Authentication Data ID Blocks
Authentication Data ID 1 (MSB)
Authentication Data ID 2 (LSB)
Reserved \ Authentication Technology Type

Authentication Data length
Authentication Data 1 - 1

Authentication Data N - 1

Authentication Data ID 1 (MSB) M
Authentication Data ID 2 (LSB) M
Reserved \ Authentication Technology Type M
Authentication Data Length M
Authentication Data 1 - M

Authentication Data N - M
Next Authentication Data ID 1 (MSB)
Next Authentication Data ID 2 (LSB)

Number of Authentication Data ID Blocks (8 bits)

This field is used to specify how many Authentication Data ID blocks are contained in the actual
command.

This field MUST be in the range 1..255. A node MUST respect the Z-Wave MAC frame size or
Transport service limits when sending this command.

The number of Authentication Data ID contained in the command MUST be according to this field.
An Authentication Data ID block MUST comprise the following fields:

o Authentication Data (16 bits)

o Authentication Technology Type (4 bits)
o Authentication Data Length (8 bits)

o Authentication Data (N bytes)

This field MUST be set to 1 by a node advertising no support for Multiple Authentication Data ID
Block Report (MADR) in the User Code Capabilities Report Command.

Authentication Data ID (16 bits)
This field is used to describe the advertised authentication Data Identifier.

If this field is set to 0x00 or a non-supported Authentication Data ID, the Authentication Technology
Type and the Authentication Data Length fields MUST be set to 0x00.

Authentication Technology Type (4 bits)

This field is used to advertise the authentication medium associated to the Authentication Data ID.
The field MUST be encoded according to Table 2.52.

Authentication Data length (8 bits)

This field is used to describe the length in bytes of the Authentication Data field.

The value 0 MUST indicate that the specified Authentication Data ID is not supported.
Authentication Data (N bytes)
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This field is used to advertise the Authentication Data contents set for the specified Authentication
Data ID.

The length of this field in bytes MUST be according to the corresponding Authentication Data Length
field value. If the Authentication Data Length field is set to 0x00, this field MUST be omitted.

Next Authentication Data ID (16 bits)

This field is used to advertise the next Authentication Data ID set at the sending node with non-empty
Authentication Data.

This field MUST be set to 0x00 if there are no more Data Identifiers are defined after the Authenti-
cation Data ID value of the Authentication Data ID field of the last Authentication Data ID block.

2.2.10.8 Authentication Technologies Combination Set Command

This command is used to define the Combination Entries at the receiving node.

Table 2.55: Authentication Technologies Combination Set Com-
mand
71 6 | 5 [ 4 [ 3 | 2 [ 1 T 0
Command Class = COMMAND__CLASS__AUTHENTICATION (0xA1)
Command = AUTHENTICATION_TECHNOLOGIES_COMBINATION_SET (0x06)
Authentication Data ID 1 (MSB)
Authentication Data ID 2 (LSB)
Fallback Status
User Identifier 1 (MSB)
User Identifier 2 (LSB)
Schedule ID 1 (MSB)
Schedule ID 2 (LSB)
OR logic Number of Authentication Data ID
Authentication Data ID 1 (MSB) 1
Authentication Data ID 2 (LSB) 1

Authentication Data ID 1 (MSB) M
Authentication Data ID 2 (LSB) M

Reserved

This field MUST be set to 0 by a sending node and MUST be ignored by a receiving node.
Authentication ID (16 bits)

This field is used to specify the Authentication ID that is to be updated.

This field MUST be in the range 0..max number of Supported Authentication ID Entries
The first byte MUST carry the most significant byte of the 16 bits.

The value 0 is used to erase all the Authentication Data for all supported Authentication ID Entries.
If this field is set to 0x00 and all the other fields MUST set to 0x00, and a receiving node MUST erase
all configured Authentication ID Entries.

Values in the range 1..Max Number of Supported Authentication ID Entries MUST indicate the actual
Authentication ID record to update.

Fallback Status (8 bits)

This field is used to configure the status of Authentication ID at the receiving node if a User Code
entry is not defined (i.e. User Identifier field set to 0x00).

The status represents the outcome to perform at the node when all the Authentication Data defined
in the Authentication ID has been input at the supporting node, during the defined Schedule ID.
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This field MUST set but ignored if the User Identifier is set to a value greater than 0x00. Instead,
the User ID Status defined for the corresponding User Identifier in the User Code Command Class
MUST take precedence over this field.

If the User Identifier field is set to 0x00, this field MUST be encoded and interpreted according to
Table 2.56.

Table 2.56: Authentication Technologies Combination Set::Fall-
back Status encoding

Value Description Version
0x00 Available: 1

The database entry represented by this Authentication ID is not in

use.

This status MUST be used to delete Authentication ID entries.
0x01 Enabled / Grant Access 1

The database entry represented by this Authentication ID is in use
and enabled.
When a user has input all required Authentication credentials asso-
ciated to this Authentication ID, the node:
e MUST indicate that the input was accepted
e MUST grant access to the user.
e MUST secure the Door Lock again after a timeout (either con-
figured if set in Timed Operation or pre-defined if the Door
Lock is set in Constant Operation)

0x02 Disabled: 1
The database entry represented by this Authentication ID is in use
but disabled.
E.g. It allows a controller to push Authentication ID combinations
to a supporting node and let these credentials be subsequently ac-
tivated by a local interface. When a user has input all required
Authentication credentials associated to this Authentication ID, the
node:

e MUST indicate that the input was not accepted

e MUST NOT grant access to the user.

0x03 Messaging: 1
The database entry represented by this Authentication ID is in use.
The value is used to relay notifications to a controlling application.
E.g. A user may enter a messaging code for notifying that mainte-
nance started or an application should activate the alarm system.
When a user has input all required Authentication credentials asso-
ciated to this Authentication ID, the node:
e SHOULD indicate that the input was accepted
e MUST NOT grant access to this user
« MUST NOT take preventive actions for further attempts to
enter input.
e MUST send an Entry Control Notification or a Notification
Report via the Lifeline Group to identify the messaging User
Identifier or Authentication ID.

continues on next page
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Table 2.56 — continued from previous page
Value Description Version
0x04 Passage Mode: 1
The database entry represented by this Authentication ID is in use.
The value is used to let the Door Lock permanently grant access.
Passage Mode can be activated and deactivated using the Door Lock
Operation Set (Unsecured without timeout / Secured) or via a Pas-
sage Mode credential input.
E.g. A receptionist comes in the morning and enters a Passage Mode
credentials to allow anybody to subsequently enter the premises
without entering special access codes until Passage Mode is deac-
tivated again.
When a user has input all required Authentication credentials asso-
ciated to this Authentication ID, the node:
e« MUST indicate that the code is accepted
e MUST toggle the Door Lock operation state between se-
cured and unsecured without timeout (and also disable any
auto-relock functionality).
e MUST send a Door Lock Operation Report and Door Lock
Configuration Report via the Lifeline Association Group to
advertise the new Door Lock state.

0x05..0xFF Reserved 1

User Identifier (16 bits)

This field is used to specify the identity of the User Code (User Code Command Class) which MUST
be used in combination with authentication data to get access.

If User Identifier has a User ID Status set to 0x00 in the User Code Command Class, the combination
will not allow access as it cannot be input at the supporting node.

This field is set to a value larger than 0x00 and the supporting node does not support the User Code
Command Class, the Authentication ID will be ignored as such a User Code cannot be input at the
supporting node.

If a User Code is defined in an Authentication ID with an AND logic, the input of the User Code alone
is no longer sufficient to trigger the outcome defined by the User ID Status. All Authentication Data
indicated by the Authentication Data IDs in this command MUST be input to trigger the outcome
specified by the User ID Status.

Schedule ID (16 bits)
This field is used specify the Schedule during which the Authentication ID is active.
The value 0x00 MUST indicate that the Authentication ID is active at all times.

Values greater than 0 MUST indicate that the Authentication ID is valid or active only during the
corresponding Schedule ID, defined in the Generic Schedule Command Class.

OR logic (1 bit)
This field is used to specify if OR logic is to be applied for the actual Authentication ID.

Nodes advertising no support for the OR in the Authentication Capability Report Command MUST
ignore this field and apply an AND logic.

If this field is set to 0, an AND logic MUST be applied for the actual Authentication ID.

In this case, the User Code (if defined) and all the defined Authentication Data must be input
(during the Schedule ID) in order to get access or provide the outcome defined in the corresponding
User Code Status / Fallback Status.

If this field is set to 1, an OR logic MUST be applied for the actual Authentication ID.
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In this case, the User Code (if defined) or any of the defined Authentication Data must
be input (during the Schedule ID) in order to get access or provide the outcome defined in the
corresponding User Code Status / Fallback Status.

Number of Authentication Data ID (7 bits)

This field is used to specify how many Authentication Data ID are contained in the the actual Au-
thentication ID. Each Authentication Data ID MUST be 16 bits long.

This field MUST be set to 0, if no Authentication Data ID MUST be used for the combination and
the User Identifier (User Code) alone is enough to get access.

If this field is set to 0, the Authentication Data ID field MUST be omitted.

For example, if this field is set to 3, the corresponding Authentication Data ID field must be 6 bytes
long.

Authentication Data ID (M x 16 bits)

This field is used to identify the list of Authentication Data ID that are required for the specified
Authentication ID.

The first byte MUST carry the most significant byte of the 16 bits.

In an Authentication ID, if any of the Authentication Data ID does not have any Authentication Data
defined (Authentication Data Length = 0), the Authentication ID MUST NOT permit any access.

2.2.10.9 Authentication Technologies Combination Get Command

This command is used for requesting defined combination entries of a specific Authentication ID.

The Authentication Technologies Combination Report MUST be returned in response to this com-
mand.

This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodeID and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.57: Authentication Technologies Combination Get Com-
mand
77 6 | 5 | 4 | 3 [ 2 [ 1 | o
Command Class = COMMAND__CLASS__ AUTHENTICATION (0xA1)
Command = AUTHENTICATION_TECHNOLOGIES_COMBINATION_GET (0x07)
Authentication ID (MSB)
Authentication ID (LSB)
Reserved Report
More

Authentication ID (16 bits)
This field is used to describe the requested Authentication ID.
The first byte MUST carry the most significant byte of the 16 bits.

A supporting node MUST return this value in the Authentication Data ID field of the first Authenti-
cation Data ID Block in the returned Authentication Technologies Combination Report Command.

Report More (1 bit)

This field is used to instruct the receiving node to report as many Authentication ID as possible within
a single Z-Wave command (that fits in a single Z-Wave frame) because the sending node intends to
read the whole (or a large part of the) Authentication ID database.

This field MUST be ignored by a receiving node if it advertises no support for Multiple Authentication
Report (MAR) in the Authentication Capability Report Command.
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The value 0 MUST indicate to return a report for the requested Authentication ID only.

The value 1 MUST indicate to return a report for the requested Authentication ID and additionally
report as many Authentication ID blocks as possible in the response.

When this field is set to 1, a node advertising support for Multiple Authentication Report (MAR) in
the Authentication Capability Report Command:

e« SHOULD return at least 2 Authentication ID blocks in the Authentication Technologies Com-
bination Report Command unless the last used Authentication ID or a non-supported Authen-
tication ID is requested.

e« SHOULD return as many consecutive non-empty Authentication ID record as possible.

e The subsequent Authentication ID blocks MUST contain consecutive Authentication ID having
User Identifier or Fallback Status different than 0.

2.2.10.10 Authentication Technologies Combination Report Command
This command is used to advertise defined Combination Entries of a specific Authentication ID.

Table 2.58: Authentication Technologies Combination Report
Command
7 | 6 | 5 | 4 | 3 | 2 |1 |0
Command Class = COMMAND__ CLASS_AUTHENTICATION (0xA1)
Command = AUTHENTICATION_TECHNOLOGIES_COMBINATION_REPORT (0x08)
Number of Authentication ID blocks
Authentication ID block length 1
Authentication ID 1 (MSB) 1
Authentication ID 2 (LSB) 1
Fallback Status 1
User Identifier 1 (MSB) 1
User Identifier 2 (LSB) 1
Schedule ID 1 (MSB) 1
Schedule ID 2 (LSB) 1
OR logic | Number of Authentication Data IDs 1
1
Authentication Data ID 1 (MSB) 1 -1
Authentication Data ID 2 (LSB) 1 - 1

Authentication Data ID 1 (MSB) M - 1
Authentication Data ID 2 (LSB) M - 1

Authentication ID block length N

Authentication ID 1 (MSB) N

Authentication ID 2 (LSB) N

Fallback Status N

User Identifier 1 (MSB) N

User Identifier 2 (LSB) N

Schedule ID 1 (MSB) N

Schedule ID 2 (LSB) N

OR logic | Number of Authentication Data IDs N
N
Authentication Data ID 1 (MSB) 1 - N
Authentication Data ID 2 (LSB) 1 - N

Authentication Data ID 1 (MSB) M - N
Authentication Data ID 2 (LSB) M- N

continues on next page
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Table 2.58 — continued from previous page
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Next Authentication ID 1 (MSB)
Next Authentication ID 2 (LSB)

Number of Authentication ID Blocks (8 bits)
This field is used to specify how many Authentication ID blocks are contained in the actual command.

This field MUST be in the range 1..255. A node MUST respect the Z-Wave MAC frame size or
Transport service limits when sending this command.

The number of Authentication ID contained in the command MUST be according to this field. An
Authentication Data ID block MUST comprise the following fields:

o Authentication ID Block Length (8 bits)

o Authentication ID (16 bits)

o Fallback Status (8 bits)

o User Identifier (16 bits)

o Schedule ID (16 bits)

o OR logic / Number of Authentication Data IDs (8 bits)
o Authentication Data ID (M x 16 bits)

This field MUST be set to 1 by a node advertising no support for Multiple Authentication ID Block
Report (MAR) in the Authentication Capability Report Command.

Authentication ID block length (8 bits)

This field is used to indicate the total length of the actual Authentication ID Block. This field MUST
advertise the length in bytes of the Authentication ID Block, including itself.

Authentication ID (16 bits)
This field is used to specify the Authentication ID for the actual Authentication ID Block.
The first byte MUST carry the most significant byte of the 16-bits value.

If this field is set to 0x00 or a non-supported Authentication ID, the Fallback Status, User Identifier,
Schedule ID and Number of Authentication Data ID fields MUST be set to 0x00.

Fallback Status (8 bits)
This field is used to advertise the status of Authentication ID defined at the receiving node.

The status represents the outcome to perform at the node when all the Authentication Data defined
in the Authentication ID block has been input at the supporting node, during the defined Schedule
1D.

This field MUST be ignored if the User Identifier field in the corresponding Authentication ID Block
is set to a value greater than 0x00. Instead, the User ID Status defined for the corresponding User
Identifier in the User Code Command Class MUST take precedence over this field.

If the User Identifier field is set to 0x00, this field MUST be encoded and interpreted according to.
User Identifier (16 bits)

This field is used to advertise the identity of the User Code (User Code Command Class) which is
used in combination with authentication data to get access for this Authentication ID block.

If User Identifier has a User ID Status set to 0x00 in the User Code Command Class, the the combi-
nation will not allow access as it cannot be input at the supporting node.

This field is set to a value larger than 0x00 and the supporting node does not support the User Code
Command Class, the Authentication ID will be ignored as such a User Code cannot be input at the
supporting node.
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If a User Code is defined in an Authentication ID, the input of the User Code alone is no longer
sufficient to trigger the outcome defined by the User ID Status. All Authentication Data indicated
by the Authentication Data IDs in this command MUST be input to trigger the outcome specified by
the User ID Status.

Schedule ID (16 bits)
This field is used specify the Schedule during which the Authentication ID is active.
The value 0 MUST indicate that the Authentication ID is active at all times.

Values greater than 0 MUST indicate that the Authentication ID is valid or active only during the
corresponding Schedule ID, defined in the Generic Schedule Command Class.

OR logic (1 bit)
This field is used to advertise if OR logic is to be applied for the actual Authentication ID.

Nodes advertising no support for the OR in the Authentication Capability Report Command MUST
ignore this field and set this field to 0.

If this field is set to 0, an AND logic MUST be applied for the actual Authentication ID block.
If this field is set to 1, an OR logic MUST be applied for the actual Authentication ID block.
Number Of Authentication Data IDs (7 bits)

This field is used to specify how many Authentication Data ID are contained in the the corresponding
Authentication ID Block. Each Authentication Data ID MUST be 16 bits long.

For example, if this field is set to 3, the corresponding Authentication Data ID field must be 6 bytes
long.

Authentication Data ID (M x 16 bits)

This field is used to identify the list of Authentication Data ID entries that compose the specified
Authentication ID.

The length of this field MUST be according to the Number Of Authentication Data IDs field in the
corresponding Authentication ID Block.

The first byte MUST carry the most significant byte of the 16 bits.

If any of the Authentication Data ID does not have any Authentication Data defined, the Authenti-
cation ID MUST NOT permit any access.

Next Authentication ID (16 bits)

This field is used to advertise the next Authentication ID set at the sending node with non-empty
Authentication ID data.

This field MUST be set to the next Authentication ID which has a Fallback or User Identifier status
is different from 0.

This field MUST be set to 0x00 if there are no more Authentication IDs are defined after the value of
the Authentication ID field of the last Authentication ID Block.

2.2.10.11 Authentication Checksum Get Command

This command is used to request checksum(s) representing the current authentication data or combi-
nations set at the supporting node.

A supporting node MUST return a response with the Checksum field set to 0x00 if the checksum type
or the authentication type is not supported.

The Authentication Checksum Report Command MUST be returned in response to this command.

This command MUST NOT be issued via multicast addressing.
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A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.59: Authentication Checksum Get Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND__CLASS__ AUTHENTICATION (0xA1)
Command = AUTHENTICATION_CHECKSUM__ GET (0x09)
Res \ Checksum type \ Authentication Technology Type

Reserved
This field MUST be set to 0 by a sending node and MUST be ignored by a receiving node.
Checksum Type (3 bits)

This field is used to indicate which checksum to return. This field MUST be encoded according to
Table 2.60.

Table 2.60: Authentication Checksum Get::Checksum type encod-

ing
Value Checksum Type Ver-
sion
0x00 Authentication Data checksum 1
0x01 Combination Entries checksum 1
0x02..0x07| Reserved 1

Authentication Technology Type (4 bits)

This field is used to specify which type of the authentication technology to use for the checksum
calculation. The field MUST be encoded according to Table 2.52.

This field MUST be set to 0 by a sending node and ignored by a supporting node if the Checksum
Type field is set to 1.

2.2.10.12 Authentication Checksum Report Command

This command is used to advertise the checksum representing current authentication data that cor-
respond to a specific technology type or combination entries defined at the supporting node

Table 2.61: Authentication Checksum Report Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND__CLASS__AUTHENTICATION (0xA1)
Command = AUTHENTICATION_DATA_ CHECKSUM_REPORT (0x0F)
Res \ Checksum type \ Authentication Technology Type
Checksum 1 (MSB)
Checksum 2 (LSB)

Authentication Technology Type (4 bits)

This field is used to advertise which type of the authentication technology has been used for the
checksum calculation. The field MUST be encoded according to Table 2.52.

This field MUST be set to 0x00 by the sending node if the Checksum type is set to 0x01.

The other values are reserved and MUST NOT be used by sending node. Reserved values MUST be
ignored by a receiving node.

Checksum Type (3 bits)
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This field is used to indicate which checksum to return. This field MUST be encoded according to
Table 2.60.

Authentication Data Checksum (16 bits)

This field is used to advertise the checksum value. The checksum MUST be calculated using the
CRC-CCITT polynomial using initialization value equal to 0x1DOF and 0x1021 (normal representa-
tion).

This field MUST be set to 0x0000 if no authentication data or combination entries are defined at
sending node.

The calculation of the checksum depends on the Checksum Type and Authentication Technology Type
field values.

If the checksum type field is set to 0x00 Authentication Data checksum:

Similar to the User Code checksum data format (refer to User Code Command Class,
version 2), the Authentication Data checksum data MUST be built by concatenating ini-
tialized Authentication Data content for a given technology type (with Authentication
Data length different than 0x00) in the ascending Data ID order.

If the Authentication Technology Type is set to 0x00, the checksum field MUST be set to
0x00.

Else, for example for RFID based authentication technology, each initialized RFID data
MUST be formatted as follows:

Data ID (16 bits) | RFID Data (1..32 bytes)
For example, a node supporting 4 RFID IDs that are set as follow:
e Data ID 1, entry Data Content length 4, RFID code ABC10001
o Data ID 2, entry Data Content length 0
e Data ID 3, entry Data Content length 5, RFID code AB58198301
e Data ID 4, entry Data Content length 0

In this case, the defined RFID data content for Data ID 1 and 3 MUST be concatenated
to obtain the checksum data:

0x0001 | 0xAB C1 00 01 | 0x0003 | 0xAB 58 19 83 01

The checksum data MUST be: 0x0001ABC100010003AB58198301 and the checksum field
MUST be set to 0x17FE.

If the checksum type field is set to 0x01 Combination Entries checksum:

The checksum data MUST be built by concatenating defined Combination Entries whose
status or User Identifier is different than 0x00 in the ascending Authentication ID order.
Each entry MUST be comprised of all the fields included in an Authentication ID Block
for the version of the supporting node, including reserved fields.

For example, a node supports both User Code and RFID based authentication technology,
the Combination Entries checksum calculation MUST be formatted as follows:

o Authentication ID Block Length (8 bits)

o Authentication ID (16 bits)

o Fallback Status (8 bits)

o User Identifier (16 bits)

o Schedule ID (16 bits)

o Number of Authentication Data IDs (8 bits)
o Authentication Data ID (M x 16 bits)
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Authentication ID Block Length (8 bits) | Authentication ID (16 bits) | Fallback Status
(8 bits) |User Identifier (16 bits) | Schedule ID (16 bits) | Number of Authentication Data
IDs (8 bits) | Authentication Data ID (M x 16 bits)

For example, a node supporting 3 Authentication IDs that are set as follow:

e Length 11, Authentication ID 1, Fallback status 0, User Identifier 1, Schedule 1D 0,
Number of Authentication Data IDs 1, Data Identifier 1.

e Length 9, Authentication ID 2, Fallback status 0, User Identifier 0, Schedule ID 0,
Number of Authentication Data IDs 0.

e Length 13, Authentication ID 3, Fallback status 0, User Identifier 200, Schedule 1D
1, Number of Authentication Data IDs 2, Data Identifier 4 and 5

In this case, the defined Combination Entries checksum data for Authentication ID 1 and
3 MUST be concatenated to obtain the checksum data:

0x0B | 0x0001 | 0x00 | 0x0001 | 0x0000 | 0x01 | 0x0001 | 0x0D | 0x0003 | 0x00 | 0x00CS |
0x0001 | 0x02 | 0x0004 | 0x0005

The checksum data MUST be: 0x0B000100000100000100010D00030000C800010200040005
and the checksum must be 0x0A53.

2.2.10.13 Examples and use-cases

An example of configurations with User Code CC and RFID tags is shown in Figure 2.3.

Controlling node Authentication CC
| User Code CC Supports RFID tags
— supporting node

User Code Set (User Identifier = 10, Code = 1234,
User ID Status = disabled)

User Code is configured but do not grant
access

Authentication Data Set ( Auth DataID =5,
Auth Technology Type = 0x01(RFID) Auth Data = 0XABCDEF)

L4
RFID is configured but do not grant
access

Authentication Combination Set (Auth ID = 1,
Fallback Status = enabled, User Identifier = 10, Auth Data ID = 5)

v

User Code is bound to the RFID tag, they
both need to be input to trigger the
User Code outcome (disabled)
User Code Set (User Identifier = 10, Code = 1234,
User ID Status = enabled)

v

User Code + RFID input will open the
door

Authentication Combination Set (Auth ID =1,
Fallback Status=enabled, User Identifier = 0, Auth Data ID = 5)

4

User Code and Auth ID 1 are now set
independently.
User Code or RFID input will open the

Authentication Combination Set (Auth ID=1,
door

Fallback Status= passage mode, User Identifier =0,
Auth DatalD=5)

v

User Code input will open the door
RFID intput will toggle passage mode

Figure 2.3: Authentication Command Class example: User Code and RFID configuration

An example of Authentication Data configurations with RFID and Magnetic card technology types is
shown in Figure 2.4.
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Controlling
|

node

—_—

Authentication CC
supporting node

Supports both RFID (0x01)
and Magnetic card (0x02)

Authentication Data Set (Authentication Data ID = 1,
Technology Type = 0x01, length = 3, Authentication Data = OxABCDEF)

Authentication Data Set (Authentication Data ID = 2,
Technology Type = 0x01, length = 3, Authentication Data = Ox10CDEF)

b4

Authentication Data ID 1 is configured with
RFID data, but do not grant access.

Authentication Technology Combination Set (Authentication ID =1,
Fallback Status = enabled, User Identifier = 0, Number of Authentication
Data ID =1, Authentication Data ID = 1)

»
L

—

Authentication Data Set (Authentication Data ID = 3,
Technology Type = 0x02, length = 3, Authentication Data = OxEF012A)

»

Authentication Technology Combination Set (Authentication ID = 2,
Fallback Status = enabled, User Identifier = 0,
OR logic = 1, Number of Authentication Data ID =2,
Authentication Data ID = 2, Authentication Data ID = 3)

v

Authentication Data ID 2 is configured with
RFID data, but do not grant access.

.

.

Authentication ID 1 consists of 1
Authentication Data ID.

The Authentication Data ID 1 grants access.
The RFID tag associated to Authentication
Data ID 1 will open the door.

Authentication Data ID 3 is configured with
Magnetic card data, but do not grant access.

.

Authentication ID 2 consists of 2
Authentication Data IDs.

Both Authentication Data ID 2 and 3 grant
access.

RFID tag associated to Authentication Data ID
2 or Magnetic card associated to
Authentication Data 1D 3 will open the door.

Figure 2.4: Authentication Command Class example: Authentication Data configuration
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2.2.11 Authentication Media Write Command Class, version 1 [NEVER CERTIFIED]

Warning: THIS COMMAND CLASS HAS NEVER BEEN CERTIFIED

This command class has never been implemented and certified by a Z-Wave product Therefore,
this Command Class definition MAY be updated in a non-backwards compatible manner, or even
removed.

Consult with the Z-Wave Alliance Application Work Group if you consider implementing this
Command Class.

This command class is used to write raw Authentication Media data, such as RFID data contents on
tags.

The supported authentication medium itself is specific to individual nodes. Supporting nodes can use
the Entry Control Command Class to report the corresponding readings of their supported Authen-
tication Media.

2.2.11.1 Authentication Media Capability Get Command

This command is used to request the Authentication Media capabilities supported by the receiving
node.

The Authentication Media Capability Report Command MUST be returned in response to this com-
mand.

This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.62: Authentication Media Capability Get Command
71 6 | 5 | 4 [ 3 | 2 [ 1 ] 0
Command Class = COMMAND_CLASS AUTHENTICATION_ MEDIA_ WRITE (0xA2)
Command = AUTHENTICATION_MEDIA_CAPABILITIES_ GET (0x01)

2.2.11.2 Authentication Media Capability Report Command

This command is used to advertise the Authentication Media Command Class capabilities supported
by the sending node.

Table 2.63: Authentication Media Capability Report Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND_CLASS AUTHENTICATION_MEDIA_ WRITE (0xA2)
Command = AUTHENTICATION_MEDIA CAPABILITIES REPORT (0x02)
Reserved \ DGS

DGS (Data Generation support) (1 bit)

This field is used to advertise if the supporting node has the capability to generate authentication
data that can be written on its authentication media.

This feature is used if the authentication media has a particular format and would not accept any
arbitral hexadecimal data.

If this field is set to 1, the supporting node MUST support creating authentication data for their write
operations.
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If this field is set to 0, the supporting node MUST NOT support creating authentication data for
their write operations.

2.2.11.3 Authentication Media Write Start Command

This command is used to write Authentication Media contents (i.e., RFID data to a tag).
The Authentication Media Write Status Command MUST be returned in response to this command.
This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.64: Authentication Media Write Start Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND_CLASS AUTHENTICATION MEDIA WRITE (0xA2)
Command = AUTHENTICATION_MEDIA_WRITE_ START (0x03)

Sequence number

Timeout
Generate- Reserved
data
Data Length
Data 1
Data N

Sequence number (8 bits)
This field is used to keep track of the Authentication Media Write Operation session.

A supporting node MUST return a Authentication Media Write Status Command with the status
field set to 0x03 if receiving this command with a different sequence number than the ongoing write
operation.

Timeout (8 bits)

This field is used to specify how many seconds the receiving node MUST wait between the reception
of this command and aborting the write operation.

For nodes with a sensing/feeback capability for their authentication media write operation, this value
MUST also be used to wait that a media is accessible to the receiving node before the write operation
is aborted.

For Nodes without any feedback capability for their authentication media write operation MUST ig-
nore this timeout value after and try to write the data on the authentication media target immediately.

Generate data (1 bit)

This field is used to indicate the supporting node to generate the Authentication data that will be
written on the Authentication Media.

If this field is set to 1, the Data Length field MUST be set to 0.

If this field is set to 1, the supporting node MUST generate valid authentication data and return the
written data in the Data field of the returned response.

Data Length (8 bits)

This field is used to describe the length in bytes of the corresponding Data field.

This field MUST be in the range 0..255.

This field MUST be set to a value higher than 0 if the Generate Data field is set to 0.
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Data (N bytes)
This field is used to advertise the Data contents that MUST be written to the media.
The length of this field in bytes MUST be according to the corresponding Data Length field value.

2.2.11.4 Authentication Media Write Stop Command

This command is used to interrupt an ongoing Authentication Media Write operation.
The Authentication Media Write Status Command MUST be returned in response to this command.
This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.65: Authentication Media Write Stop Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND_CLASS AUTHENTICATION_ MEDIA_ WRITE (0xA2)
Command = AUTHENTICATION_MEDIA_WRITE_STOP (0x04)

2.2.11.5 Authentication Media Write Status Command

This command is used to advertise the status of an Authentication Media Write operation.

Table 2.66: Authentication Media Write Status Command
7] 6 | 5 | 4 | 3 | 2 [ 1 ] 0
Command Class = COMMAND _CLASS AUTHENTICATION_ MEDIA_ WRITE (0xA2)
Command = AUTHENTICATION_MEDIA_WRITE_STATUS (0x05)
Sequence number
Status
Data Length
Data 1

Data N

Sequence number (8 bits)
This field is used to advertise the sequence number of the last Write operation.

If an Authentication Media Write Stop Command was received while no operation was ongoing, this
field SHOULD be set to 0x00.

Data Length (8 bits)

This field is used to advertise the length in bytes of the Data field.

This field MUST be in the range 0..255.

This field MUST be set to a value highest than 0 if the Status field is set to 0xFE or OxFF.
Data (N bytes)

This field is used to advertise the data that was written on the Authentication media as part of the
write operation.

This field MUST contain the data that was written on the media if the Status field is set to OxFE or
0xFF.

Status (8 bit)
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This field is used to indicate the status of the Authentication Media Write operation. This field MUST
encoded according to Table 2.67.

Table 2.67: Authentication Media Write Status::Status encoding

Value

Description

0x00

Failed: Write operation not supported
The node does not support write operations.

0x01

Failed: Forced stop
The node has received a Authentication Media Write Stop Command before the
data contents could be written on the target.

0x02

Failed: timeout
The node has timed out and could not write the data content on a target

0x03

Failed: Another operation is ongoing
The node has did not initiate the write operation as another operation was already
ongoing.

0x04

Failed: Aborted
The node has aborted the operation due to local input or other higher priority task.

0x05

Failed: Buffer overflow
The node could not start or aborted the write operation as it ran into a buffer
overflow while caching the data to write.

0x06

Failed: Proprietary hex data restriction

The node has received hexadecimal data that does not comply with the required
format for its Authentication Media data. The controlling node should use the
“Generate-data” flag instead.

This status MUST NOT be returned by a node if it does not advertise support for
Data Generation in the Authentication Media Capability Report Command

0x07

Failed: Non re-writable target
The node could not write the data on the target as it already contains some data
that could not be overwritten.

OxFE

Completed with no status:

The Write Operation was carried out, but the node has no feedback from the media
writing operation and cannot confirm that the data was properly written on the
target.

OxFF

Success
The specified data was properly written on the target.
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2.2.12 Barrier Operator Command Class, version 1

The Barrier Operator Command Class is used to control and query the status of motorized barriers.

2.2.12.1 Compatibility considerations

A supporting node MAY ignore a Barrier Operator Command if the requested operation violates
operational limitations or safety regulations.

2.2.12.1.1 Node Information Frame (NIF)

The Barrier Operator Command Class MUST be supported only using secure communication (S0
and/or S2 Command Class).

A supporting node MUST NOT advertise the Barrier Operator Command Class in its NIF after
network inclusion.

2.2.12.1.2 Command Class dependencies

A node supporting the Barrier Operator Command Class MUST support the Notification Command
Class, version 4 or newer.

2.2.12.2 Barrier Operator Set Command

This command is used to initiate an unattended change in state of the barrier.

A supporting node MAY ignore this command if the requested operation violates operational limita-
tions or safety regulations.

Table 2.68: Barrier Operator Set Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND__CLASS_ BARRIER,__ OPERATOR (0x66)
Command = BARRIER_ OPERATOR_SET (0x01)
Target Value

Target Value (8 bits)
This field MUST specify the intended state of the device.
The encoding of this field MUST be according to Table 2.69.

Table 2.69: Barrier Set::Target Value
Target Value Description Version
0x00 | CLOSE | Initiate unattended close 1
0xFF OPEN | Initiate unattended open 1

All other values are reserved and MUST NOT be used by a sending node. Reserved values MUST be
ignored by a receiving node.
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Figure 2.5: Barrier Set, state transitions

A receiving node MUST comply with the allowed state changes and triggering commands specified in
Figure 2.5. Any state/command pair not specified in Figure 2.5 MUST NOT cause any action.

The receiving node SHOULD respond to OPEN and CLOSE commands. However, the receiving node
MUST NOT respond to OPEN or CLOSE commands if any safety issue is detected.

The receiving node MUST NOT respond to the CLOSE command unless it is in the “Open” state.

2.2.12.2.1 Error Handling

The device MUST stop if any safety issue is detected.

If the requested operation is overruled by a safety mechanism, the device MUST notify the requester
via a Notification Report with the Notification {Access Control::Barrier unable to perform requested
operation due to UL requirements}.

If the requested operation is prohibited by the specific device class, e.g. SPECIFIC_TYPE_SE-
CURE_BARRIER__OPEN_ONLY or SPECIFIC_TYPE_SECURE_BARRIER_CLOSE_ONLY,
the device MUST notify the requester by issuing an Application Rejected Request Command. The
Application Rejected Request Command is a member of the Application Status Command Class.

2.2.12.3 Barrier Operator Get Command

This command is used to request the current state of a barrier operator device.
The Barrier Operator Report Command MUST be returned in response to this command.
This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.70: Barrier Operator Get Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND__CLASS_BARRIER__OPERATOR (0x66)
Command = BARRIER__ OPERATOR_ GET (0x02)
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2.2.12.4 Barrier Operator Report Command

This command is used to advertise the status of the barrier operator device.

Table 2.71: Barrier Operator Report Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND__CLASS BARRIER__OPERATOR (0x66)
Command = BARRIER_ OPERATOR_ REPORT (0x03)
State

State (8 bits)
This field MUST advertise the current state of the device.
The encoding of this field MUST be according to Table 2.72.

Table 2.72: Barrier Report::State

Value State Requirement Description Version

0x00 Closed REQUIRED The barrier is in the Closed position | 1

0x01 .. | Stopped at | RECOMMENDED 0x01 = 1% (Near Closed) 1

0x63 exact Posi- 0x63 = 99% (Near Open)

tion

0xFC Closing REQUIRED The barrier is closing. 1
The current position is unknown.

0xFD Stopped REQUIRED The barrier is stopped. 1
The current position is unknown.

0xFE Opening REQUIRED The barrier is opening. 1
The current position is unknown.

OxFF Open REQUIRED The barrier is in the Open position 1

All other values are reserved and MUST NOT be used by a sending node. Reserved values MUST be
ignored by a receiving node.

2.2.12.5 Barrier Operator Get Signaling Capabilities Supported Command

This command is used to query a device for available subsystems which may be controlled via Z-Wave.

The Barrier Operator Report Signaling Capabilities Supported Command MUST be returned in re-
sponse to this command.

This command MUST NOT be issued via multicast addressing.

A receiving node MUST NOT return a response if this command is received via multicast address-
ing. The Z-Wave Multicast frame, the broadcast NodelD and the Multi Channel multi-End Point
destination are all considered multicast addressing methods.

Table 2.73: Barrier Operator Get Signaling Capabilities Supported
Command
7 \ 6 \ 5 \ 4 \ 3 \ 2 \ 1 \ 0
Command Class = COMMAND__CLASS BARRIER__OPERATOR (0x66)
Command = BARRIER,_ OPERATOR_ SIGNAL_SUPPORTED_ GET (0x04)
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2.2.12.6 Barrier Operator Report Signaling Capabilities Supported Command

This command returns a bit mask of signaling subsystem(s) supported by the sending node. The
device that issuing this command may not support any signaling subsystem(s).

Table 2.74: Barrier Operator Report Signaling Capabilities Sup-
ported Command

7 | 6 [ 5 [ 4 [ 3 [ 2 [ 1 [ 0©

Command Class = COMMAND__CLASS_ BARRIER__ OPERATOR (0x66)

Command = BARRIER_ OPERATOR,_ SIGNAL_ SUPPORTED_REPORT (0x05)

Bit Mask 1

Bit Mask N

Bit Mask (N bytes)

This field is used to advertise the event signaling capabilities supported by the sending node. If
the device does not support any signaling subsystem(s), the device MAY issue this command with a
bitmask felid set to 0x00.

It MUST be treated as a bitmask.
1. Bit 0 in Bit Mask 1 indicates if subsystem type 0x01 is supported
2. Bit 1 in Bit Mask 1 indicates if subsystem type 0x02 is supported
3. .
If the subsystem type is supported, the corresponding bit MUST be set to 1.
If the subsystem type is not supported, the corresponding bit MUST be set to 0.
For the complete list of subsystem types, refer to Table 2.76.

The length of this field depends on the number of subsystems supported by the sending node. The
length of this field MUST be in the range 1..32 bytes.

A sending node MUST limit the length of this field to represent only those subsystems supported and
MUST NOT extend the length of the Bit Mask to pad the packet with 0x00.

2.2.12.7 Barrier Operator Event Signal Set Command

This command is used to turn on or off an event signaling subsystem that is supported by the device.
A supporting node MAY ignore this command if the requested operation violates safety regulations.

UL requirements MUST take precedence over any Set command sent to a subsystem. It is up to the
discretion of the device to accept or reject the requested action. If the re